MeToauyeckue pekoMeHaaLum no oGecneyeHuto ¢ NoMOLLbIO KpUnTocpeacTs 6e3onacHoCTy
nepcoHarnbHbIX AaHHbIX NPU Mx 06paboTke B MHPOPMAaLMOHHBIX CUCTEMAaX NEPCOHarbHbIX AAHHBIX C
Mcnonb3oBaHMEM CPeACTB aBToOMaTU3aLun.

YmeepxOeHsbl
pykogodcmeom 8 LleHmpa ®Cb Poccuu
21 peapans 2008 e. N 149/54-144

METOANYECKUE PEKOMEHOQALINN

10 OBECIIEYEHUIO C [TOMOLYbIO KPUITTOCPELCTB BE3OINACHOCTHU
TNEPCOHAJIbHbIX JAHHbIX PN UX OBPAEOTKE B UH®OPMALINOHHbIX
CUCTEMAX NEPCOHAJIbHbIX JAHHbIX C UCI10JIb3OBAHUEM

CPELJCTB ABTOMATU3ALINN

BeedeHue

Hacmosauwjue Memoduuyeckue pekomeHOauyuu no obecreyeHUo C [NOMOWbI0 Kpunmocpedcms
be3onacHocmu MepcoHasbHbiX OaHHbIX Mpu ux obpabomke 6 UHPOPMAUUOHHbIX cucmemax
repcoHarbHbiX 0aHHbIX C UCMO/b308aHUeM cpedcme asmomamu3ayuu (Oanee - Memodudyeckue
pekomeHdauyuu) paspabomarbi 8 coomeemcmaeuu c 1. 2 [NocmaHosneHus lNpasumeniscmea Pocculickol
®edepauyuu om 17 Hosbpss 2007 e. N 781 "O6 ymeepxdeHuu [lonoxeHus o6 obecnevyeHuu
b6e3onacHocmu  MepcoHanbHbiX OaHHbIX Mpu ux obpabomke 6 UHPOPMAUUOHHbIX cucmemax
repcoHarbHbIx OaHHbIX".

Memoduyeckue pekomeHOayuu npedHasHaqyeHbl 07151 orepamopos U paspabomyukos UHGOPMayUOHHbIX
cucmem nepcoHasibHbIX aHHbIX U 0X8ambi8arom 80MpPoChkl 3alumabl epCcoHarnbHbIX OaHHbIX C MOMOUW|bHO
Kpunimocpedcms.

Memoduyeckumu pekomeHOayusMu Heobxo0umMo pykogoOcmeosambsCs 8 criyyae orpedeneHust
ornepamopom Heobxodumocmu obecriedeHuss 6e3onacHoCmu rnepcoHarnbHbIX 0aHHbIX C UCM0/1b308aHUEM
Kpunmocpedcme (3a UCK/TIoYeHUeM CrlydYasi, Kozada orepamopoM £ersemcsi u3udecKoe Juyo,
ucrnosnb3yruiee nepcoHasibHble 0aHHbIE UCKITHYUMEsbHO 0151 IUYHBIX U CeMeUlHbIX HyX0), a makxe rnpu
obecriedeHuu be3zonacHocmu nepcoHarnbHbIXx 0aHHbIX Mpu obpabomke 8 UHEOPMaUUOHHbIX cucmemax,
OMHECEHHbIX K KomrnemeHuuu ®CB Poccuu. B yacmHocmu, Memoduyeckumu pekomeHdauusmu
Heobxo0uMo pykosodcmeosambCsl 8 CrIEQYOWUX CrTyqasiX:

- pu obecrneyeHuUU ¢ ucnonb308aHuUeM Kpunmocpedcme 6e3onacHoCmu NepCcoHasibHbiX aHHbIX MpU UX
obpabomke 6 20cy0apCmeEEeHHbIX UHOPMAaYUOHHbBIX cucmemax MNepcoHanbHbIX OaHHbIX (4Yacmb
5 ®edepanbHo20 3akoHa om 27 utons 2006 2. N 149-®@3 "O6 uHgopmayuu, UHEHOPMaUUOHHbIX
mexHOsI02UsIX U 0 3awume uHgopmayuu”);

- fpu ucnonb3ogaHuUu Kpurmocpedcme Ons obecrnevyeHuss MNepcoHaslbHbIX OaHHbIX 8 Crlyyasix,
npedycmompeHHbix 1.3 lNonoxeHusi o pa3pabomke, npouzsodcmee, peanudayuu U 3Kcrgyamayuu
wugpposarnbHbIX (Kpunmozpaghudeckux) cpedcme 3awums! uHgpopmayuu (MonoxeHue MNK3-2005).
Hacmosujue Memoduyeckue pekomeHOayuu He pacrpocmpaHsiomcs Ha UHGbOPMayUOHHbIE CUCMEMb]
repcoHarbHbIX 0aHHbIX, 8 KOMOPbIX:

- nepcoHarsibHble daHHble obpabambigatomcs 6e3 ucrnonb3o08aHusi cpedcmea asmomamu3sayuu;

- obpabambigatomcs nepcoHarbHble 0aHHbIe, OMHECEHHbIE 8 YCMaHOBIEHHOM MOPSOKe K C8EO0eHUSIM,
cocmassnsowum 2ocydapcmeeHHyo matiHy;

- mexHu4Yyeckue cpedcmea Yacmuy4yHO Uunu Uesaukom Haxodsmcs 3a npedenamu Pocculickol ®edepayuul.

1. OCHOBHbIE MEPMUHbI U UX onpedeneHusi

B Hacmosiwux Memoduuyeckux pekomeHOayusx u npu e3aumodelicmsauu ¢ nuyeH3uamamu ®Chb Poccuu,
sensowumucs  paspabomyukamu  Kpurnmocpedcms, paspabomyukamu UHGOPMAaUUOHHbLIX CcucCmem
rnepcoHarbHbIX O0aHHbIX, 8 KOMOPbIX UCMOMb3YMCS Kpurnmocpedcmea, Unu creyuanu3uposaHHbIMU
op2aHu3ayusmMu, posodsaWUMU memMamuyeckue uccriedosaHusi Kpurnmocpedcms, UCHosIb3yHmCcs
criedyroujue OCHO8HbIE MEPMUHbI.

Asmomamu3suposaHHasi cucmema (AC) - cucmema, cocmosiuwasi u3 rnepcoHasna u Komnsiekca cpedcme
asmomamusayuu e2o OesimesibHOCMU, peanu3yruas UHGOPMaUUOHHYK MEXHOI02UK 8bIMOMTHEHUS
yCmaHo8/1eHHbIX yHKyUl <1>.

<1> [OCT 34.003-90.
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Asmomamu3supogaHHas cucmema 8 3awuweHHoMm ucrionHeHuu (AC3U) - asmomamu3uposaHHasi
cucmema, peanusyrowasi UHGOPMaUUOHHYK MEXHO02U BbIMOSIHEHUS] YCMaHOBMEHHbIX (hyHKUUU 8
coomeemcmeuu ¢ mpebogaHussMu cmaHdapmos u (Uurnu) UHbIX HopMamugHbix GOKyMeHmMoe8 o 3aujume
uHgopmauuu <1>.

<1>[OCT P 51624-2000.

Amaka - ueneHaripasesieHHble Oelicmeusi Hapywumersisi C UCMO/Ib308aHUEM MEeXHUYEeCKUX U (unu)
npozgpaMMHbIX cpedcme C Uesbio HapyuweHuUsl 3adaHHbIX xapakmepucmuk 6e3onacHocmu 3aujuujaemold
Kpurimocpedcmeom UHghopMayuu uu ¢ Yesbro co3faHus ycroauli 071 3moeo.

Be3onacHocmb - COCMOsIHUE 3alUUWEHHOCMU XU3SHEHHO 8aXKHbIX UHMepPecos8 IUYHoCmu, obujecmea u
2ocydapcmea om 8HymMpeHHUX U 8HEWHUX yepo3 <1>,

<1> 3akoH Poccutickol ®edepayuu "O 6ezonacHocmu".

besonacHocmb o6bekma - cocrmosiHue 3auuleHHocmu obbekma om 8HeWHUX U 8HYMPEHHUX yepoa3.
lMpumeyvaHue.

HaHHoe onpedeneHue pacrpocmpaHsiemcs Ha obol peasnibHbill 06bEeKm, 8 Kavyecmee KOomopoz20
Moeym  ebicmynamb  MmexHu4yeckue  cpedcmea, pospaMMHble  cpedcmea,  UHGopmMauus,
UHGhOpMayUOHHbIEe mexHoJsoeauu, UHGhopMayUOHHbIe cucmemsil, UHGhOpMayUOHHO-
meneKoMMYyHUKayUOHHbIe cemu, 30aHUSl, COOPYXXeHus U m.o.

briokuposaHue rnepcoHasbHbix OaHHbIX - BPEMEHHOE rpeKkpaweHue cbopa, cucmemamusauyuu,
HaKOM/IeHUs, UCMOb308aHUsl, pacrnpocmpaHeHusi nepcoHasibHbiXx OaHHbIX, 8 MOM 4qucsie ux nepedadu
<1>.

<1> @edepanbHbil 3akoH "O nepcoHarnbHbIX OaHHbIX".

BcmpausaHue kpunmocpedcmea - npouecc MooKIYeHUs Kpunmocpedcmea K MEXHUYECKUM U
npoepamMmHbIM  cpedcmeamM, COBMECMHO C  KOmopbIMU  fpedriosilazaemcss €20  WmamHoe
PYHKUUOHUPOBaHUE, 3a UCKITIOYEeHUEeM rnpoyecca UHcmarsnisyuu.

LokymeHmuposaHHble (OeknapuposaHHbie) sosmoxHocmu 10 (TC) - ¢hyHKUUOHaIbHbIE 803MOXHOCMU
10 (TC), onucaHHbie 8 dokymeHmauuu Ha 10 (TC).

Locmyn k uHghopmayuu - 803MOXHOCMb MOSYYEHUST UHGhopMayUU U ee UCrosib308aHus <1>,

<1> @edepanbHblil 3akoH "O6  uHbopMayuu, UHOPMAUUOHHbIX MEexXHo/o2USAX U O  3awume
uHgopmayuu”.

)Ku3HeHHO 8akHble UHMepPECh! - COBOKYNHOCMb nompebHocmel, ydoernemeopeHUe KOmopbiX HaOexHOo
obecrieyusaem cyujecmeogaHue U 803MOXHOCMU MPO2PeCcCUBHO20 pa3sumusi nu4Hocmu, obujecmea u
eocydapcmea <1>.

<1> 3akoH Poccutickol ®edepayuu "O 6eszonacHocmu".

Sawuwaemas uHgopmauyus - uHgopmayus, 0ns komopol obnadamenem uHgopMayuu onpedeneHsi
Xapakmepucmuku ee bezonacHocmu.

WHcmannayus - ycmaHoeka npoegpaMMHO20 rpodykma Ha Komnbromep. WHcmannsayusi 06bI4HO
8bIMONIHAemcsi o0 yrpaerneHueM UHcmanasmopa - fnpoepamMmbl, Komopas npusodum cocmas u
cCmpykmypy ycmaHasenueaemoe20o rpospamMmMHo20 u3lenus 6 coomeemcmeue C KoHguaypayuel
KoMmrblomepa, a makxe Hacmpaugaem [po2paMMHbIe fapamempbl coenacHo muny umerowelics
onepayuoHHOU cucmeMbl, Krnaccam pewaembix 3adady u pexumam pabomsbl. Takum obpa3som,
UHcmannayus denaem rpoepaMMHbIU  IPOOYKmM  npu200HbIM  Orns  UCronb308aHUss 8 OaHHoU
8bl4UCIUMEsIbHOU cucmemMe U 20mo8biM pewambs ornpedesieHHbIl Knacc 3adady 8 orpedesleHHOM
pexume pabomsbi <1>,

<1> B. [Jopom, ®. Hosukos "Tornkosnblli crioeapb cO8peMeHHOU KomrbomepHol nekcuku”, Cl16., bXB-
MNMemepbype, 2004.

UHgbopmayus - ceedeHus (coobuwieHusi, OaHHbIe) He3agucumo om ¢hopMbl Ux rpedcmaesneHus <1>,

<1> @edepanbHbil 3akoH "O6  uHbopMayuu, UHHOPMAUUOHHbBIX MEXHOoAo2UAX U O 3awume
uHgopmayuu”.
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WHgopmayuoHHasi cucmema - CO80OKynHocmb codepxauwjelicss 8 baszax OaHHbIX UHGopmauuu u
obecneyusarouux ee 06pabomky UHhopMalyUOHHbIX MeXHOM02ull U mexHU4Yeckux cpedcme <1>.

<1> ®edeparnbHbll 3akoH "O6  uHoOpMayuu, UHPOPMAUUOHHbIX MEexHoo2uUsaX U O 3aujume
uHgopmauuu”.

UHgpopmauuoHHasi cucmema rnepcoHarnbHbiX OaHHbIX - UHGhoOpMaUuUOHHasl cucmema, npedcmaesssiouas
coboli COBOKYNMHOCMb MePCOHaslbHbIX OaHHbIX, colepxawuxcsi 6 6a3e OaHHbIX, a makxe
UHGhOPMAaUUOHHbBIX MEXHO02Ul U MexXHUYECKUX cpedcms, Mo380ssouUX ocywecmensms obpabomky
makux rnepcoHarsibHbIX OaHHbIX C UCMOMb308aHUEM cpedcme asmomamu3ayuu unu 6e3 ucronbL308aHuUst
makux cpedcmea <1>,

<1> ®edeparnbHsbili 3akoH "O nepcoHanbHbIX OaHHbIX".

HgopmayuoHHbIe mexHonoauu - fpouecchbl, Memoldbl roucka, cbopa, xpaHeHus, o0bpabomku,
npedocmasrneHusi, pacrnpocmpaHeHusi UHghopMmayuu U criocobbl ocywecmerieHUsi makux rnpouyeccos u
memoodos <1>.

<1> @edeparnbHbil 3akoH "O6  uHgopMauuu, UHGDOPMAUUOHHbIX MEexXHOo2UsIX U O 3auume
uHgopmauuu”.

UHgbopmayuoHHO-meneKkoMMyHUKaUUOHHas cems - mexHosiosudeckasl cucmema, rpedHasHaqyeHHas onsi
nepedayu no fUHUAM C853U UHGhopmayuu, docmyrn K KomopouU ocyuwiecmsensiemcsi ¢ Ucrnosib308aHUeEM
cpedcme 8bIHUCTIUMENIbHOU MEXHUKU <1>,

<1> @edepanbHblil 3akoH "O6  uHbopMmayuu, UHHOPMAUUOHHbBIX MEXHOoAo2UAX U O  3awume
UHbopmayuu”,

UHebopMayuoHHO-MmenekoMMyHUKaUUOHHass cemb  obuje20  Mofb308aHusi -  UHGOPMayUOHHO-
mesneKoMMyHUKaUUOHHasi cemb, Komopasi omkpbima Ori UCMOofb308aHUsl 8ceMu huaudeckumu U
fopuduyeCcKUMU TUYaMu U 8 ycrlyaax Komopol smum fuyam He Moxem 6bimb omka3aHo.
Ucrnonb3oeaHue nepcoHarnbHbIx OaHHbIx - Oelicmeusi (onepayuu) ¢ nepcoHanbHbIMU OaHHbIMU,
coseplwiaeMble 0repamopoM 8 UENsX [MPUHSMUS peweHul umu coeepweHuss UHblx Oelicmeud,
nopoxoarouux ropududeckue nocnedcmeusi 8 OMHOWEHUU cybbekma nepCoHasnbHbIX OaHHbIX Umu
Opyeux nuy nubo uHbIM 06pa3om 3ampaauearouux rnpasa u ceo0bodbl cybbekma rnepcoHasbHbIX daHHbIX
unu dpyaux nuy <1>.

<1> @edeparnbHbil 3akoH "O nepcoHarnbHbIx OaHHbIX".

Kanan amaku - cpeda nepeHoca om cybbekma Kk 0bbekmy amaku (a 803MOXHO, U om obbekma K
cybbekmy amaku) deticmeaud, ocywecmenseMbix rpu rnpogedeHuU amaku.

Konmponupyemasi 3o0Ha - npocmpaHcmeo, 8 rpedesiax KOMOpPO20 OCyWecmessemcss KOHmMpPOsb 3a
npebbisaHuem u delicmeusmu nuy, U (Unu) mpaHcrnopmHbIx cpedcms.

IpaHuyel KoHmposnupyemol 30HbI MOXem bbimb: nepumemp oxpaHsieMol meppumopuu npednpusmusi
(vuypexodeHusi), ozpaxdarouue KOHCMPYKUUU OxpaHsaemMo20 30aHus, oOxpaHsemol 4acmu 30aHus,
8bI0e/IeHHO20 romelweHus <1>,

<1>TOCT P 51624-2000.

KoHgpudeHyuanbHocmb UHgopmayuu - obsszamernibHoe 01151 8bINMOSIHEHUS JTULUOM, MOyqYuswuM éocmyr K
onpederneHHoOU uHpopmayuu, mpebogaHue He nepedasamb Makyro UHhopmayuo mpemsum nuyam 6e3
coanacusi ee obnadamerns <1>,

<1> @edepasnbHbili 3akoH "O6 uUHOpMayuu, UHGPOPMAaUUOHHbLIX MEexXHOo0euUsaX U O 3awume
uHgopmauuu”.

KoHgbudeHuuansHOCMb nepcoHarnbHbIX OaHHbIX - obs3amernbHoe Onsi cobnrodeHus oriepamopom uniu
UHbIM rionyquswumMm Oocmyrn K MNepCcoHalbHbiM OaHHbIM JlUyoM mpebogaHue He Qonyckamb UX
pacripocmpaHeHusi 6e3 coenacusi cybbekma rnepcoHasbHbiX OaHHbIX UAU Hanuyusi UHO20 3aKOHHOZ20
OCHOBaHus <1>,

<1> @edepasnbHbil 3akoH "O nepcoHabHbIX OaHHbIX".
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Kpunmoepaguyecku onacHas uHgopmauyus (KOU) - uHgopmayusa o cocmosiHusix kpurnmocpedcmea,
3HaHUe KomopoU HapywumesneM [0380/UmMm eMy Cmpoumb anzopummbl ornpedesieHuUsl Ko4yeaol
UHGhopmayuu (unu ee yacmu) unu an2opummel 6ECKI0HE8020 YMEHUS.

Kpunmocpedcmeo - wugposanbHoe (Kpurnmozpaguyeckoe) cpedcmeo, npedHa3HavyeHHoe 0515 3auumsl
uHbopmayuu, He codepxawel ceedeHul, cocmassisiouux eocydapcmeeHHyo malHy. B yacmHocmu, K
Kpunimocpedcmeam omHocsimcesi cpedcmea Kpurnmozpaghudeckol 3awumsl uHgopmayuu (CK3U) -
wugpposarnbHbie (Kpunmozpaghudeckue) cpedcmea 3awumsl UHGhopMayuu ¢ 02paHu4eHHbIM OOCMynoMm,
He codepxxauweli caedeHull, cocmassiouUux 20cydapcmeeHHyo matlHy <71>.

<1> "[lonoxeHue o0 paspabomke, npoussodcmee, peanu3auyuu U 3SKCMyamayuu wugposasibHbIX
(kpunmoepaghuyeckux) cpedcme 3aujumsi uHgpopmauyuu (lMonoxeHue NK3-2005)", 3apesucmpuposaHo
Murtocmom Poccuu (peaucmpauuoHHbiti N 6382 om 3 mapma 2005 20da).

Modenb Hapywumensa - npedrnonoxXeHUs O B03MOXHOCMSAX Hapywumerss, Komopble OH Moxem
ucrionb3oeamb 0Onsi pa3pabomku u rnpoeedeHuss amak, a makxe 00 o0zpaHUYeHUsIX Ha asmu
803MOXHOCMU.

Modenb yepo3 - nepedyeHb 803MOXHbIX y2pOo3.

Hapywumenb (cybbekm amaku) - nuyo (unu uHUyuupyeMsit UM rpouecc), npoesodsuiee (nposodsawiudi)
amacy.

HeezamueHble @yHKUUOHalbHbIE 803MOXHOCMU - OOKYMEHMUPOBaHHbIE U HEeOOKYMEHMUPOBaHHbIE
B803MOXHOCMU  [IPO2PaMMHbIX U  annapamdbiX  KOMIOHEHmMOo8 Kpunmocpedcmea U cpedbl
byHKYUOHUPOBaHUS Kpurnmocpedcmea, no36osouue:

- Molucpuyuposamb UIU  UCKaamb anzopumm pabomsl Kpunmocpedcme 8 rfpouecce Ux
ucronb308aHus;

- mModuchuyuposamp UU UCKaxXamb UHGOPMaUUOHHbIe UMU yrpasnsowue nomoKu U poueccsl,
ces13aHHbIe ¢ (bYHKUUOHUpOBaHUEM Kpurmocpedcmeaa;

- norlyd4amb docmyr HapywumersM K XpaHsauw,elcs 8 omkpbimom aude Krovegol, udeHmughukayuoHHOU
u (unu) aymeHmucbuyupyroweti uHhopMayuu, a makxe K 3awjuwaemol uHopmMayuu.
HedokymeHmuposaHHbie  (HedeknapuposaHHbie) 8o3moxHocmu [10 (TC) -  ¢byHKUUOHarbHbIE
gosmoxHocmu 10 (TC), He onucaHHble unu He coomeemcmeyuwue ornucaHHbIM 8 OOKyMeHmauuu, rnpu
ucrnosb308aHUU  KOMOPbLIX B03MOXHO HapyweHue Xxapakmepucmuk 6e3onacHocmu 3awuujaemoul
UHgopmauuu <1>,

<1> [aHHoe onpedesnieHue sensiemcs obobuweHuem ornpedesieHusi NOHAMUS "HeOOKYMeHmMupo8aHHbIe
(HedeknapuposaHHbIe) 803MOXHOCMU ro", rnpusedeHHo20 8
Pykosodswem dokymeHme ocmexkomuccuu Poccuu "Sawjuma om HecaHKUUOHUPOB8aHHO20 docmyna K
uHhopmayuu. HYacms 1. [MpozpammHoe obecriedeHue cpedecme 3auumsi UHghopmayuu. Knaccugukayus
10 yPOBHIO KOHMPOIMA omcymcemeusi Hedeknapupyembix 603MoxHocmel" (eeedeH & delicmeue
lpukasom lNpedcedamensi locmexkomuccuu Poccuu N 114 om 04.06.1999).

Hocumenu ceedeHud, cocmaensrouux eocydapcmeeHHyto malHy, - MamepuarsibHble 06beKmbl, 8 mMom
yucrie ¢husuveckue roJsisi, 8 KOmMopbIX ceedeHus, cocmasnsuue 20cy0apcmeeHHy malHy, Haxo0sm
ceoe omobpaxkeHue 8 sude cuMeosio8, 0bpa3os, cuesHaios, MexHUYECKUX peweHUl U npoueccos <71>.

<1> 3akoH Poccutickol ®edepayuu "O 6eszonacHocmu".

lNpumeyaHue.

Tak Kkak no ceoel npupode ceedeHusi, cocmassnsruue 20cydapcmeeHHy0 malHy, He omu4Yaromcs om
g8cex ocmaribHbIX ceedeHuli, mo rpueedeHHoe orpedesieHUe MOXHO KOPPEeKMHO ucronb3ogams Oris
J1106b6Ix ceedeHull.

Yyumsbieasi onpedeneHue noHamus "uHgopmayusi”, mepMuH "Hocumernb UHGOpPMayuu" MOXKHO
ucrionb3o8ams 8 Kayecmee CUHOHUMa mepMuHy "Hocumerb ceedeHull”.

Ob6esnu4ueaHue nepcoHalibHbIX OaHHbIX - Oelicmeusl, 8 pe3y/ibmame KomopblX HEB03MOXHO
onpedenums PUHAONEXHOCMb MEPCOHalIbHbIX OaHHbIX KOHKPEMHOMY CyO6beKkmy nepcoHasbHbIX
OaHHbIX <1>.

<1> @edepasnbHbil 3akoH "O nepcoHabHbIx OaHHbIX".

Obnadamene UHbopmayuu - JIUYO, caMocmosimeribHO co3daswee uHgopmayuro nubo rnonydusuiee Ha
OCHOBaHUU 3aKkoHa unu 0o2080pa Mpaso paspewamp UAU ozpaHudusame Oocmyn K UHGhopmayuu,
onpedensemol ro Kakum-nubo rnpusHakam <1>.
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<1> @edeparnbHbil 3akoH "O6  uHbopmayuu, UHPOPMAaUUOHHbBIX MEXHOMo2UsX U O 3awume
uHgopmauuu”.

Obpabomka nepcoHanbHbiX OaHHbIX - delicmeusi (onepayuu) ¢ nepcoHasnbHbIMU OaHHbIMU, 6K/Yast
cbop, cucmemamu3auuro, HaKOMfeHUe, XpaHeHue, ymo4yHeHue (0bHoereHUe, U3MEHEHUE),
ucrionb3oeaHue, pacripocmpaHeHue (8 mom 4ucre nepedady), obesnudusaHue, brIOKUpOBaHUe,
YHUYMOXeHUEe nepcoHasibHbIX 0aHHbIX <1>.

<1> QedeparnbHsbili 3akoH "O nepcoHasbHbIX 0aHHbIX".

ObwedocmynHble rnepcoHasibHble OaHHbIe - MepcoHarbHbie 0aHHble, 00CMyr HeoepaHU4YEHHO20 Kpyaa
iUy, K KomopsbiM ripedocmassieH ¢ coanacusi cybbekma nepcoHasibHbIX 0aHHbIX UU Ha KOmopble 8
coomeemcmeuu ¢ edeparibHbIMU 3aKOHaMu He pacrnpocmpaHsemcs mpebosaHue cobrodeHus
KoHgbudeHyuanbHocmu <1>,

<1> ®edeparnbHsbili 3akoH "O nepcoHanbHbIX OaHHbIX".

O6bekm uHghopmamu3ayuu - COBOKYMHOCMb UHGOPMAaUUOHHLIX pPecypcos, cpedcme u cucmem
obpabomku UHGbopMayuu, UCMONb3yeMbiXx 8 coomeemcmeuu ¢ 3adaHHOU UHGhOpMayUOHHOU
mexHosoeuel, cpedcme obecrieyeHusi obbekma UHopMamu3sayuu, noMeweHUld unu obbekmos
(30aHull, coopyxxeHull, MexXHUYECKUX cpedcme), 8 KOMOPbIX OHU yCMaHOB/eHbI, Unu MoMeweHus u
0b6beKkmbI, npedHa3Ha4yeHHbIe 011 8e0eHUSs] KOHGUOeHUUarnbHbIX Nepezosopos <1>.

<1>TOCT P 51275-99.

Onepamop - 2ocydapcmeeHHbIli opeaH, MyHUuuUnanbHbIl opaaH, ropududyeckoe unu ghusudeckoe uyo,
opeaHusyrwue u (unu) ocywecmenawuwue o06pabomky nepcoHasibHbiX OaHHbIX, a makxe
onpedensowue yenu u cooepxaHue obpabomku nepcoHasibHbIX OaHHbIX <1>,

<1> QedeparnbHsbili 3akoH "O nepcoHasbHbIX 0aHHbIX".

Onyb6nukosaHHble 8o3moxHocmu 10 unu TC - 803MOXHOCMU, Cc8EOEHUSI O KOMOPbIX codepxxamcsi 8
o0bwedocmynHbIX OMKPbIMbIX UCMOYHUKaxX (mexHu4eckue u nwobbie dpyeue mamepuarbl paspabomyuka
10 unu TC, moHoepaghuu, nybnukayuu e CMU, mamepuanbl KoHgepeHuul u Opyaux ¢opymos,
uHbopmayusi us cemu Internet u m.d.).

lNepcoHanbHblie OaHHbIe - ftobas UHhopMayus, OMHOCAWAsCS K ornpedesieHHOMY unu onpedensieMomy
Ha OCHOgaHUU makol UHgopmMauuu ¢husudeckoMy nuyy (Cybbekmy nepcoHaslbHbiX OaHHbIX), 8 MOM
qyucne e2o ¢hamusnusi, umsi, omyecmeo, 200, mecsy, 0ama u Mecmo poxdeHusi, adpec, cemelHoe,
coyuarnbHoe, UMyWecmeeHHoe rnornoxeHue, obpasosaHue, npogeccus, 0oxodbl, Opyaas uHgpopmayus
<1>.

<1> @eldeparbHbili 3akoH "O nepcoHanbHbix daHHbIX".

lMonb3oeamenb - nuyo, yyacmeylowee 6 IKcrayamauyuu Kpurimocpedcmea Uunu UCHOMb3youee
pe3ynbmamabl €20 PyHKUUOHUPOBaHUS.

10 - npoepammHoe obecrieveHue.

PacnpocmpaHeHue repcoHarsibHbIX OaHHbIX - Oelicmeusi, HarpaeneHHble Ha rnepedadyy nepcoHasibHbIX
OaHHbIX onpedenieHHOMY Kpyay nuy (nepedaya repcoHanbHbIX OaHHbIX) UMU Ha O3HaKoMieHue C
MePCOHarbHbIMU OaHHbIMU HEO2PaHU4YEeHHO20 Kpyaa Uy, 8 mom yucse obHapodosaHuUe nepcoHasibHbIX
OaHHbIX 8  cpedcmeax  maccoeol  UHGopmMauuu, pasmeweHue 8 UHGbOPpMaYUOHHO-
meneKkoMMyHUKaUyUOHHbIX cemsix unu npedocmaeneHue docmyna K nepcoHasabHbiM OaHHbIM KakumM-1ubo
UHbIM criocobom <1>.

<1> ®eldeparnbHbili 3akoH "O nepcoHanbHbix 0aHHbIX".

CneyuanbHass 3awuma - KOMIIEKC  Op2aHU3aUUOHHbIX U  MEeXHUYeckux  mepornpusmud,
obecreyusarowux 3auumy uHgopMayuu om ymeuyku ro KkaHanam noboyHbIX UsyyeHull U HagoooK.
Cpeda ¢pyHkyuoHuposaHusi Kpurimocpedcmea (CPK) - COBOKYNMHOCMb MEXHUYECKUX U MPo2pamMMHbIX
cpedcme, cCOBMECMHO C KOMOpPbIMU fpedriofiazaemcsi WmamHoe hyHKUUOHUpO8aHue Kpunmocpedcmea
U Komopable criocobHbI M08IUSIMb Ha 8bIMNO/IHEHUE NMpedbsaesnseMbiX K Kpurnmocpedcmeay mpebosaHud.
Cpedcmeo 3awumbl UHGOPMauUU - MexHU4Yeckoe, rnpozpamMmHoe cpedcmeo, eewecmso u (usu)
Mamepuar, npedHasHa4YeHHbIe Unu ucnosb3yembie 05151 3awumsl UHgopmayuu <1>,
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<1>[OCT P 50922-96.

Cpedcmeo ebiyucnumernsHol mexHuku (CBT) - co80KynHOCMb rpo2pamMMHbIX U MEeXHUYECKUX
anemMeHmMos cucmem obpabomku OaHHbIX, CMOCOBHbIX QYHKUUOHUPOBamMb CaMOCMOSIMesibHO Ufu 8
cocmase dpyaux cucmem <1>.

<1>[OCT P 50739-95.

TpaHcepaHuyHas nepedadya nepcoHasibHbIX OaHHbIX - repedadya rnepcoHasibHbix OaHHbIX Oreparmopom
yepes [ocydapcmeeHHyo epaHuuy Pocculickoli ®edepauyuu opeaHy eracmu UHOCMPaHHO20
2ocydapcmea, (husu4ecKkoMy Unu opudu4yecKoMy luly UHOCmpaHHo20 2ocydapcmea <1>.,

<1> ®edeparnbHsbili 3akoH "O nepcoHanbHbIX OaHHbIX".

TC - mexHu4eckoe cpedcmeo.
Yeposa 6e3onacHocmu - COBOKYNMHOCMb ycr08ul U ¢hakmopos, co3darouux 0rnacHoCmMb XU3HEHHO
8aXHbIM UHMepecaMm nu4yHocmu, obujecmea u eocydapcmea <1>.

<1> 3akoH Poccutickoli ®edepauyuu "O bezonacHocmu".

Yeposa 6e3onacHocmu ob6bekma - 803MOXHOE HapylweHUe xapakmepucmuku 6e3onacHocmu obbekma.
YHUYMOXeHUEe nepcoHarnbHbix OaHHbIx - Oelicmeusi, 6 pe3ynbmame KOmopbiX HES03MOXHO
goccmaHo8UMb Cco0epXKaHue MepCcoHaslbHbIX OaHHbIX 8 UH@MOPMauUOHHOU cucmeme MepCcoHasbHbIX
O0aHHbIX Unu 8 pe3ynibmame KOmOpbIX YHUYMOXamcs MamepuarbHble Hocumersu nepcoHarnbHbIX
OaHHbIX <1>,

<1> @edepanbHbil 3akoH "O nepcoHarnbHbIX OaHHbIX".

YcrniewHasi amaka - amaka, docmuawas ceoel yesu.

YpoeeHb Kpunmozpaghudeckol 3auumel UHGhopMayuu - COBOKYrHocmb mpebosaHull, npedbsaensiemMbiX K
Kpurnimocpedcmasy.

Xapakmepucmuka 6e3onacHocmu obbekma - mpebosaHue K 06beKmy unu K ycriogusM e2o co30aHus u
cyujecmeosaHus, unu K uHgopmayuu ob obbekme U ycrio8usix e20 c030aHus U CyuecmeosaHus,
8bIMOJIHEHUE KOMOP0o20 Heobxo0umo Orsi obecrneyeHus 3auUUL,eHHOCMU XU3HEHHO 8aXHbIX UHMepecos
JniuyHocmu, obwecmea usnu 2ocydapcmaa.

LlugppoesarnbHbie (kpunmoepaghudeckue) cpedcmea:

a) cpedcmea wughposaHusi - annapamsble, npospaMMHbIe U annapamHo- rnpospamMMHbie cpedcmea,
cucmemMbl U KOMITIEKChI, pearnusyruwue an2opummbl Kpunmoepaghuyeckozso npeobpa3osaHusi
UHhopmayuu u npedHasHaqyeHHble 05151 3awumsl UHGhopMayuu npu nepedaye o KaHanam cessu u (usnu)
019 3awWumsbl UHGhOpMayUU om HecaHKUUOHUPO8aHHO20 docmyra rnpu ee obpabomke u xpaHeHuU;

6) cpedcmea umumosawumsl - annapamHble, MPospaMMHbIe U annapamHo- rnpospaMmMHbie cpedcmea,
cucmeMbl U KOMIUIEKCbI, peanu3yruue ansopummbl  Kpurnmozpaguyeckoeo npeobpasosaHusi
UHghopmayuu u rpedHa3HavYeHHbIe 07151 3auiUmbl OM Hass3bl8aHUSs JTOXHOU UHGhopMayuu;

8) cpedcmea 3reKmMpOHHOU uyugposol nodnucu - annapamdble, MpospaMMHbIe U anfnapamHo-
npozpammHbie cpedcmea, obecriequsarowjue Ha OCHO8e Kpurnmoepagudeckux rnpeobpasosaHuli
peanusayuro xoms 6bl 00HOU U3 credyruwux yHKYUl: co3daHue 371eKmpPoHHOU yughposol nodnucu ¢
UCronb308aHUEM  3aKpbiMO20 K/Ya 371eKMPOHHOU  yugposol nodnucu, nodmeepxdeHue ¢
UCronb308aHUEM OMKPLIMO20 KioYa 371IeKMPOHHOU yugposol nodnucu nodiauHHOCMU 3/1€KMPOHHOU
yugpposoli nodnucu, cozdaHue 3aKpbiMbIX U OMKPbIMbIX KT04YeU 311eKmMpPoHHOU yughposol nodnucu;

2) cpedcmea KoOupogaHus - cpedcmea, peanusyrwue an2opummbel  Kpurnmoepagu4yeckozo
npeobpasosaHusi UHGhoOpMayUU C 8bINOIHeHUEM Yacmu npeobpa3osaHusi Mymem py4YHbIX onepayull umu
C ucrosib308aHUEM agmoMamu3upos8aHHbIX cpedcma Ha OCHO8e maKux ornepayud;

8) cpedcmea us2omoeneHuUsi Kio4yesbix OOKYMEHmMo8 (He3asucumMo om euda Hocumens Krodeeol
UHghopmauuu);

e) Krnoyesble 0OKyMeHMbI (HesagucumMo om guda Hocumersi Krtdesol UHghopmayuu) <1>.

<1> [JocmaHoerneHue lNpasumenscmea Pocculickoli ®edepauyuu om 23 ceHmsbps 2002 2. N 691 "O6
ymeep>X0eHuUU MOJIOXEeHUU O JUUEeH3uposaHuu omaoesibHbiX eudog OesimesibHOCMmU, C8s13aHHbIX C
wugbposarnbHbiMU (Kpunimozpaguyeckumu) cpedcmeamu” (CobpaHue 3akoHoOamernbcmea Pocculickol
®edepayuu, 2002, N 39, cm. 3792).

2. OCHOBHbIe MOMOXeHUs
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2.1. Pabomsi no obecrieyeHuro ¢ noMouwbro kpurimocpedcmes 6e3ornacHocmu nepcoHarsbHbIx daHHbIX rpu
ux obpabomke 8 UHGOPMAaUUOHHbLIX cucmemMax MepCoHaslbHbIX O0aHHbIX C UCMOMb308aHUEM cpedcme
asmomamu3sayuu (danee - uHOpMayuUOHHasi cucmema) npoeodsamcss 8 coomeemcmeuu Cco
cr1edyrouUMuU OCHOBHbIMU OOKYyMeHmMamu:

- @eleparnbHbili 3akoH om 27 utonsa 2006 e. N 149-©3 "O6 uHgopmayuu, UHPOPMaUUOHHbIX
mexHoI02usX U 0 3awume uHgopmauuu"”;

- ®edeparbHbili 3akoH om 27 urons 2006 e. N 152-®3 "O nepcoHarnbHbIx aHHbIX";

- [lonoxeHue 06 obecnevyeHuu 6e3onacHocmu MepPCOHaslbHbIX OaHHbIX npu ux obpabomke 8
UHhOpMaUUOHHbIX ~ cucmemax  fepcoHarnbHbix  O0aHHbIX,  ymeepx0eHHoe  [locmaHoeneHuem
lpasumenscmea Poccutickol ®edepayuu om 17 Hosi6psi 2007 2. N 781 (danee - MonoxeHue);

- [lopsidok nposedeHusi  Knaccugukayuu  UHGOPMAUUOHHbIX  CUCMEM  epCOHasbHbIX  OaHHbIX,
ymeepx0eHHbIl lNMpukazom ®CTIK Poccuu, ®Cb Poccuu u MuHuHgopmcessu Poccuu om 13 ¢hespansa
2008 2. N 55/86/20 (3apeaucmpuposaH MuHiocmom Poccuu 3 anpens 2008 eoda, peaucmpayuoHHbili N
11462) (danee - Nopsdok);

- [lonoxeHue o paspabomke, npoussoOcmee, peanu3ayuu U 3KCAyamayuu wugposarbHbIX
(kpunnmoepagpuueckux) cpedcme 3awumsl uHopmayuu (MonoxeHue [1K3-2005), ymeepxxdeHHoe
lpukazom ®CE Poccuu om 9 pesparns 2005 2. N 66 (3apeaucmpuposaH MuHrocmom Poccuu 3 mapma
2005 200a, peaucmpayuoHHbiti N 6382);

- Tunosbie mpebosaHus No opeaaHu3ayuu U obecrieyeHuro YHKUUOHUPOBaHUSI WUGPOBasibHbIX
(kpunmoepachudeckux) cpedcms, npedHa3Ha4yeHHbIX Ofi 3awumbl UHGOpMauuu, He codepxawel
ceedeHull, cocmaensnuwux 2ocydapcmeeHHyo malHy, 8 Crlydae Ux ucrofib3oeaHusi 0ns obecriedeHuUs
be3onacHocmu MepcoHasbHbiX OaHHbIX Mpu ux obpabomke 6 UHPOPMAUUOHHbIX cucmemax
rnepcoHarbHbix 0aHHbix (®CB Poccuu, N 149/6/6-622, 2008);

- Hacmosiwue Memoduuyeckue pekomeHOayuu.

2.2. B coomeemcmesuu c . 2 lNonoxeHuss 6e3onacHocmpe NepCcoHasbHbix OaHHbIX pu ux obpabomke &
UHGhOpMaUUOHHbIX cucmemax obecrieqyusaemcsi C [MOMOWbLK CUCMeEMb! 3auumbl MepCoHanbHbIX
OaHHbIX, BKMroYaroweli opeaHu3ayUoHHbIe Mepbl U cpedcmea 3awumsl UHOpMayuu (8 mom yucrne
wugbposarsbHbie (kpunmoepaghuyeckue) cpedcmsa, cpedcmea npedomepawieHust
HecaHKUUOHUpOoB8aHHO20 Oocmyra, ymeyku UHghopMauyuu Mo MEexXHUYEeCKUM KaHaram, rpoepamMMHO-
mexHu4Yeckux go3delicmeull Ha mexHuU4Yeckue cpedcmea o6pabomku NepcoHasbHbiX OaHHbIX), @ makxe
ucrnonb3yemble 8 UHPOPMaUUOHHOU cucmeme UHGHOPMaUUOHHbIE mexHooauu. TexHu4Yeckue U
npozpammHbie cpedcmea OO/KHbI y008/Iemeopsmb  ycmaHaenueaeMbiM 8 coomeemcmeuu ¢
3aKkoHoOamersniscmeom  Pocculickoli  @edepayuu  mpebosaHusiM,  obecrieqyugarowum  3awumy
UHgopmauyuu.

2.3. B coomeemcmeuu c 1. 12 NonoxeHusi HeobxodumbiM ycrioguem pa3pabomku cucmemb! 3awjumal
rnepcoHarnbHbiX OaHHbIX sierisiemcs ¢hopMmuposaHue modesnu yepo3 6e30rnacHOCMU epcoHarbHbIX
OaHHbIX (Oanee - Modesib y2po3).

Kpome amozo, 8 coomeemcmesuu ¢ 1. 16 Nopsidka modernb y2po3 Heobxoduma Orisi onpedesnieHus Knacca
crieyuarnbHol UHOPMayUOHHOU cuCmMeM:l.

2.4. Modenb yespo3 opmupyemcss U ymeepxdaemcsi ornepamopoM &8 coomeemcmeuu C
mMemodudeckumu OOKyMeHmamu, pa3pabomaHHbIMU 8 coomeemcmeuu ¢ rnyHkmonm 2 [NocmaHoeneHus
lMpasumenscmea Pocculickoli ®edepauyuu om 17 Hos6ps 2007 2. N 781 "O6 ymeepxdeHuu [NonoxeHusi
06 obecriedeHuu b6e3ornacHocmMu repcoHarnbHbIX OaHHbIX Mpu ux obpabomke 8 UHGOPMaUUOHHbIX
cucmemax rnepcoHaribHbiX 0aHHbIX" <1>,

<1> CobpaHue 3akoHoOamesnbcmea Poccutickol ®edepayuu 2007, N 48, yvacme I, cm. 6001.

B crniyqyae obecneuyeHusi bezonacHocmu rnepcoHarnbHbix OaHHbiX 6e3 ucronb3o8aHUsi Kpunmocpedcms
npu ¢popmuposaHuUU MOOEsIU y2p0o3 Uucnosnb3yromes memoodudeckue dokymeHmbl @CTIK Poccuu.

B cnyyae onpedeneHusi onepamopom Heobxodumocmu obecrieyeHuss 6e3ornacHocmu MepcoHasbHbIX
OaHHbIX C UCMofib308aHUEM Kpurnmocpedcms rnpu ¢hopmuposaHuu Mooesu y2po3 UCMob3yHmcs
memoduydeckue 0okymeHmbl @CTIK Poccuu u Hacmosiujue Memoduyeckue pekomeHdayuu. Npu smom
u3 88yx codepxaujuxcs 8 dokymeHmax @CTOK Poccuu u Memodudeckux pekomeHOayusix 0OHOMUIMHbIX
yepo3 eblbupaemcs 6ornee onacHasl.

o coenacosaHuro ¢ ®CTIOK Poccuu u ®CBE Poccuu donyckaemcsi ¢hopmuposaHue modenu yepo3
mOoJsibKO Ha 0OCHOBaHUU Hacmosiwux Memoduyeckux pekomeHoayud.

lNpu obecneyeHuu 6e3onacHocmu MepPcoHarnbHbIX OaHHbIX Mfpu obpabomke 8 UHQOPMaUUOHHbIX
cucmemMax, OomHeceHHbIXx K komnemeHuyuu ®CBE Poccuu, modesnu yepo3 ¢hopMupyromcsi MosbKO Ha
OoCcHogaHuu Hacmosiuux Memoduydeckux pekomeHdayud.

2.5. B cniyqae ucrnonb3oeaHusi 8 UHGhopMayUOHHOU cucmeme Kpurimocpedcmes npu Heobxodumocmu K
¢opmuposaHuo Modenu y2po3 Moaym npuenekambcs nuueHduamsl ®CE Poccuu, senswouwuecs
paspabomyukamu  Kpunimocpedcme unu  crieyuanu3upo8aHHbIMU  OpaaHu3auyusMu, MpogoosuuMu
memamuyeckue uccriedosaHus Kpurmocpedcms.
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2.6. Moderb y2po3 moxem 6bimb nepecMompeHa:

- 10 peweHuro orepamopa Ha OCHO8e MepuoOUYECKU MPOBOOUMbIX UM aHanu3a U OUEHKU Yy2po3
be3onacHocmu nepcoHasnbHbiX OaHHbIX C yd4emom ocobeHHocmel u (unu) u3MeHeHUl KOHKpemHou
UHGOPMaUUOHHOU cucmemMsbl;

- 110 pesynbmamam Mepornpusmul rno KOHMPOJ/I 3a 6binosiHeHuemM mpebosaHuli K obecrieqeHuto
b6e3onacHocmu nepcoHasbHbIx aHHbIX Npu ux obpabomke 8 UHhopMayUOHHOU cucmeme.

3. Memodornoeusi hopmuposaHusi Modersu y2po3
3.1. Obwue npuHyuneI

Paspabomka modenu yepo3 omkHa basuposambcsi Ha credyouwux npuHyunax:

1) besonacHocmb repcoHarnbHbIx OaHHbIX npu ux obpabomke 6 UHPOPMAaUUOHHbIX cucmemax
obecriequsaemcsi C OMOWbIO cucmeMbl 3auumbl MepPCoHarnbHbIX OaHHbiX (. 2.2 Memoduyeckux
pekomeHdayud).

2) MNpu popmuposaHuu modernu yepo3 Heobxo0UMO y4umbi8amb KaK y2p0o3bl, OCyw,ecmerieHUe Komopbix
Hapywaem 6e3ornacHoCmb MePCOHasbHbIX OaHHbIX (Oanee - npsiMas yepo3a), mak U yepo3bl,
cosdarowjue ycriogus Oris rosI8NIEHUST NPSIMbIX y2po3 (0arnee - KOCBEHHbIE yep0o3bl) UM KOCBEHHbIX y2po3.
3) [lepcoHarnbHbie OaHHble oObpabambigaromcsa U XpaHAMCcs 8 UHOPMayuoHHOU cucmeme ¢
ucrnosb3o8aHueM orpedesieHHbIX UHOPMAaUUOHHbLIX MEeXHOo/o2uUl U  MEeXHUYecKux cpedcms,
rnopoxoaruwux obbekmbl 3awumbl pas3nuyHO20 yPOBHS, amaku Ha Komopbie co3darom npsmbie unu
KOCBEHHbIe y2p0o3bl 3awuw,aemoli uHghopmayuu.

4) Kpunmocpedcmeo wmamHO QYHKUUOHUPYem COBMECMHO C MEXHUYECKUMU U [po2pamMMHbIMU
cpedcmeamu, KOmopbie CriocobHbI MO8AUSAMb Ha 6bINofIHeHUe npedbsasrisaeMbiX K Kpunmocpedcmay
mpebosaHuli u Komopble 0bpa3yrom cpedy pyHKUUOHUPOo8aHUs Kpurnmocpedcmea (COK).

5) Cucmema 3awjumbl nepcoHasibHbIX OaHHbIX He Moxem obecrieyums 3awumy uHgopMmayuu om
delicmeud, 8bINOMHAEMbIX 8 paMKax rpedocmasseHHbIX cybbekmy Oelicmeud nosIHOMOoYUl (Harnpumep,
Kpurimocpedcmeo He Moxem obecriequms 3awumy UuHgopmayuu om packpbimusi auyamu, KOmopbiM
rnpedocmassieHo rpaso Ha 0ocmyn K amou UHghopmauuu).

6) Hapywumenb moxem Oelicmeogamb Ha Pas/iuYyHbIX amarnax XU3HeHHO20 Uukiia Kpunmocpedcmea u
COK (nod amumu amanamu 8 Hacmosiuiem O0OKymMeHme roHuMaromcs paspabomka, rnpou3eodcmso,
XpaHeHuUe, mpaHCcriopmuposka, 8800 8 3KCr/lyamauuto, IKClyamauyus npo2paMMHbIX U MexXHUYeCKUX
cpedcme kpunmocpedcmsa u COK).

7) Ans obecrnieyeHusi 6e3onacHocmu repcoHarnbHbIX 0aHHbIX rpu ux obpabomke 8 UHEOPMAaUUOHHbIX
cucmemax OOITKHbI UCM0b308ambCs cepmuguyuposaHHbie 8 cucmeme cepmucbukayuu ®CE Poccuu
(umerowue MonoXxumesibHOe 3aK/Ir4YeHUe 3KcrnepmHol opeaHu3ayuu o coomeemcmeuu mpebosaHusIM
HopMamugHbIx OOKyMeHmMoe no 6eszonacHocmu uHgopmayuu) Kpunmocpedcmea.

B criyyae omcymemeusi 20mo8bix cepmuuuyupo8aHHbIX Kpurnmocpedcms, hyHKYUOHaNbHO MpuaodHbIxX
0na obecnevyeHusi 6e3onacHocmu MepcoHasnbHbix OaHHbIX Mpu Ux o0bpabomke 8 KOHKpemHou
UHOPMaUUOHHOU cucmeMe, Ha 3marie aeaHrnpoekma Uufu 3CKU3HO20 (3CKU3HO-MEeXHUYECKOo20)
rnpoekma pa3pabomyukoMm UHGOPMayUOHHOU cucmeMbl C ydacmueM ornepamopa U rpedronazaemMozo
paspabomyuka Kpunmocpedcmea eomosumcsi obocHosaHuUe ueriecoobpa3Hocmu pa3pabomku HO8020
muna Kpunmocpedcmea u onpedensaomcsi mpebosaHusl K €20 (hyHKUUOHaIbHbIM c8olicmeam.
Paspabomka  Hogo20  murna  Kpunmocpedcmea  ocyuecmensemcss 8  coomeemcmeuu
¢ [NonoxeHuem MK3-2005.

Pasznuyarom modernb y2po3 8epxHe20 ypo8Hs U demarnu3upogaHHyo MoOesib y2pos.

Modenb yepo3 eepxHez20 ypoeHsi rpedHasHavyeHa Onsi onpedesieHuss xapakmepucmuk 6e3onacHocmu
3awuujaemMbix nepcoHarsbHbIX 0aHHbIX U Opyeux obbekmoe 3awumsl (npuHyunsl 2 u 3). 3ma moderb
mak>xe ornpedesnisiem ucxodHble aHHble Oris demarnu3upogaHHOU MOOesiu yepoa3.

JemanusuposaHHass modenb yepo3 npedHasHavyeHa Ons  onpedeneHus mpebyemMozo ypOo8Hs
Kpunmoezpaguyeckol 3awumsl.

3.2. Memodonoausi hopmuposaHusi Modesu y2po3 8epxHea0 yYpo8Hs

@opmuposaHue MoOesiu yepo3 8epxHez0 YpPOBHSA ocywecmerissiemcss Ha amarne cbopa u aHanusa
UCXOOHbIX OaHHbIX M0 UHGOPMaUUOHHOU cucmemMe 8 COOmM8emcmeuu ¢ yCmaHo8eHHbIM [10ps0KoM.

Lna npasunbHozo onpedenieHus kKpurnmocpedcms, Heobxodumbix Ons obecriedeHuss 6e3onacHocmu
repcoHarbHbIx 0aHHbIX, G0MOIHUMEbHO K OaHHOMY amarly rnpedbsessomcs credyruue mpebogaHus.

OnpedeneHue ycrnosuti co30aHuUsi U UCMOMb308aHUs nepCoHarnbHbIX OaHHbIX
HomkHbl 6bimb onucaHbl ycriogusi co30aHusi U UCMOMIb308aHUST epPCOHasbHbiX OaHHbIX. [ns 3mozo
onpedensomcs:
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- cybbekmel, cosfaruwue nepcoHarsHble 0aHHbIe (8 Kayecmee makoz2o cybbekma Moxem ebicmyrnamb
JIUyo unu eeo npedcmasumerib 8 8UGe MPoepPamMMHO20 UlU MexXHUYeCcKoao cpedcmaa);

- cybbeKmMbl, KOMOPbIM NepPCOoHarbHble 0aHHbIe PedHa3Ha4YeHbl;

- npasusia docmyna K 3awuwaemol uHgopmayuu;

- UHGbOpMaUUOHHble mexHonoauu, b6asbl OaHHbIX, MexHu4yeckue cpedcmea, ucrnonb3yembie Ons
co30aHus1 u 06pabomku rnepcoHarsibHbIX OaHHbIX;

- ucrionb3yembie 8 rpoyecce co30aHUsi U UCNOb308aHUSI NepCcoHasibHbIX OaHHbIX 0OBbEKMbI, KOMOPbIE
mo2ym bbimb 0bbeKkmamu yepo3, co30aroWumu ycrioeus Orisl osI8/IeHUST Y2p03 NepCcoHaribHbIM OaHHbLIM.
Takozo poda obbekmamu moaym bbimb, HarnpuMep, MexHU4YecKue U rnpoepamMmMmHble cpedcmaa.

CmeneHb Oemanu3auyuu ornucaHusi 0o/mkHa 6bimb OGocmamoyHoU Orisi 8bINOMIHEHUST 0CMaribHbIX
mpebosaHuli K amarny cbopa u aHasiu3a UCXO0HbIX daHHbIX 110 UHGhOPMaUUOHHOU cucmeme.

OnucaHue gpopm nnpedcmaesnieHuUs1 NepcoHarlbHbIX 0aHHbIX

lNepcoHanbHbie GaHHble uMerom pasnuyHbie ¢hopMbl npedcmasneHuss (hopMbl hukcayuu) ¢ yd4emom
ucronb3yembiX 8 UHGOpMaUyUOHHOU cucmeMe UHGHOPMAUUOHHbLIX MEeXHOoo0aul U MmexHUYEeCKUX
cpedcme.

Heobxodumo damek onucaHue amux ¢hopm rnpedcmasrieHus (popm gpukcayuu) nepcoHarsnbHbix daHHbiX. K
makum ¢hopmam omHocsimesi obnacmu onepamusHoli namsimu, ¢alinbl, 3anucu 6a3 0aHHbIX, MOYMO8bIe
omrnpaeneHusi U m.o.

OnucaHue uHghopmayuu, conymcmsyrwel npoyeccam co30aHUs U UCM01b308aHUs MePCOHalbHbIX
O0aHHbIX

Ha ocHose aHanusa ycrnosull co30aHusi U UCMOMb308aHUsI epCcoHarsbHbIx OaHHbIX OO/mKHa Obimb
onpedeneHa UHopMayus, conymcmeyruwas npouyeccam co3daHusi U UCMOMb308aHUsI MepPCOHabHbIX
OanHbix. [lpu amom npedcmasnssem uHMepec MObKO ma UHhopMayus, Komopasi Moxem O6bimb
0b6beKmMoM yepo3 u nompebyem 3awjumsi.

K ykaszaHHOU UHhopMayuu, 8 4aCmMHOCMU, OMHOCUMCS:

- KroYesasi, aymeHmuguuupyrowast u naposibHasi uHghopmayus Kkpunmocpedcecmea;

- Kpunmoepaghuyecku onacHasi uHgpopmauyusi (KON);

- KOHGbueypayuoHHas UHopmayus;

- ynpaensrouwas UHhopMmayus;

- UHGbOpMayUs 8 3NIeKMPOHHbIX XypHalax peasucmpauuu;

- NoboYHbIe cuzHaslbl, KOMOPbkle 803HUKaKM 8 rpoyecce hyHKUUOHUPOBaHUS MeXHUYecKux cpedcms u
8 KOMOPbIX [O/IHOCMbIO UMU Hacmu4yHO Ompax)armcs epcoHasibHble OaHHble unu Opyaas
3awuujaemas UHghopmayus;

- pe3epeHbie Konuu ¢halisios ¢ 3awuujaemol uHgpopmayuel, Komopbie Moaym co3dasambcs 8 rpouecce
obpabomku amux ¢halinos;

- ocmamoyHasi UHgopmMayusi Ha Hocumerisx UHgopmayuu.

B mex cny4asix, koeda modesib y2po3 pa3pabambigaemcs nuyamu, He Se/soWuMUcCs cneyuanucmamu 8
obnacmu 3awjumsl UHGOPMayuU, peKoMeHOyemcsi 02paHUuYUMbCsl NpueedeHHbIMU 8bllue rpuMepamu
UHghopmayuu, conymecmeyrowel rnpoyeccam co30aHus U UCMoMb308aHUs MepPCoHarbHbIX 0aHHbIX.
Paszpabomyuku modesnu yepo3 - crieyuanucmsi 8 obnacmu 3awumbi UHGOpMayuUu Mo2ym YmoYHUMb
yKa3aHHbIlU eblue nepevyeHb UHGopmayuu, corymemeyrowel rnpoyeccam co30aHuUsi U UCMOMb308aHUsI
rnepcoHarnbHbIX 0OaHHbIX, C npusedeHueM coomeemcmesyouwux o0b6ocHosaHul. PekomeHdyemcs
yKazaHHOe ymo4HeHuUe Oeflamb MOJIbKO 8 cilyyae Heobxodumocmu pa3pabomku HO8020 muna
Kpunmocpedcmaea.

YmouHeHue nepeyHsi uHghopmayuu, cornymemeyrwel npoyeccam co30aHusi U UCMOMb308aHUst
rnepcoHarbHbiX 0aHHbIX, O/KHO OCyU,eCmensimbCs Mymem:

- UCKIIOYEeHUs1 murio8 paccmampueaemol UHghopMauyuu U3 yKa3aHHO20 8bile MepeyHsi, Komopsble
s615t0mMcsi U3bbIMOYHBIMU 8 Cusy CreyugUKU KOHKpemHoOU UHGhopMayUOHHOU cucmeMsbl;

- KOHKpemusayuu u demarnu3sayuu He UCKIYEeHHbIX muno8 paccmampueaemol UHgopmayuu ¢ y4emom
KOHKPEeMHbIX ycr108ull 3Kcrsiyamayuu UHGopMayUOHHOU cUCmembl;

- orucaHusi murnos paccmampusaemol UHbopMayuu, He yKa3aHHbIX 8 Mpue8edeHHOM 8bilLE epeyHe.

OnipedeneHue xapakmepucmuk 6e3zonacHocmu

Heobxodumo onpedenums xapakmepucmuku 6e3onacHoCmMuU He MOJIbKO NepPCOHaslbHbIX OaHHbIX, HO U
Xxapakmepucmuku 6e3onacHocmu ecex 00bekmos, kKomopble Obiiu orpedesieHbl KakK B03MOXHbIE
06BeKmMbI yepoa3.

OcHoB8HbIMU (KlaccudeckuMu) xapakmepucmukamu b6e3ornacHocmu si8Nsilomcsi KOHguOeHUuaibHOCMb,
uenocmHocme U doCmyrnHOCMb.

B OononHeHue K nepeyqucrieHHbiM 8biuie€ OCHOBHbIM Xxapakmepucmukam be3ornacHocmu Moaym
paccmampueambCsi makxe U Opyaue xapakmepucmuku b6e3ornacHocmu. B 4YacmHocmu, K makum
XapakmepucmukaMm OmMHOCAMCS Heomka3yemMocmb <1>, y4yemHocmb <2> (UHo20a 8 Kadecmee
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CUHOHUMa Ucrofb3yemcss mepMuH "MoOKOHMpPoObLHOCMb"), aymeHmu4yHocms <3> (UuHo20a 8 kayecmee
CUHOHUMa ucrosib3yemcs mepmMuH "0ocmogepHocms") u adekgamHocmb <4>.

<1> Heomka3syemocmb - criocobHocmbs Ookazamb, 4mo Odelicmaue unu cobbimue rnpou3owsno maxkum
obpasom, ymo ¢hakm Oelicmeausi unu cobbimus He moxem b6bimb onposepeHym (MCO 7498-2:99 u UCO
13888-1:2004).

<2> YyemHocmb

- ceolicmeo, obecriequsalujee 00OHO3Ha4YHOe omcrexuesaHue cobcmeeHHbix Oelicmeull 1106020
noauyeckoz2o obbekma (MCO 7498-2:99);

- obecrieyeHue moeo, Ymo Oelicmausi Cybbekma o OMHOWEHUK K 06bekmy Mo2ym bbimb NpOC/IeXeHb!
YHUKaIbHO 110 OMHOWEHUI0 K cyObekmy.

<3> AymeHmu4HoCcmb

- ceolicmeo obecrieyeHusi udeHmu4yHocmu cybbekma unu pecypca 3aserieHHol UdeHMuUYHOCmU.
AymeHmu4yHOCMb MNpUMEHsiemcsi K makuMm cybbekmam Kak rosib308ameriu, rpouecchl, cucmembi U
uHgpopmayus (ISO/IEC 13335-1:2004);

- udeHmMu4Hocmb 0b6LeKkma momy, 4mo 3asi8/1eHo.

<4> AdexkeamHocmb - ceolicmeo coomeemcmeusi npedHaMepeHHOMYy Mo8edeHuU0 U pesyrnbmamam
(ISO/IEC 13335-1:2004).

[pusedeHHbIli criucoK xapakmepucmuk be3zonacHocmu He fefidemcs ucyepribisarouum. BoamoxHocmb
bonbwozo vucrna xapakmepucmuk  be3ornacHocmu — Kpoemcsi 8  onpedesieHuUuU  OHSAMus
"xapakmepucmuka 6e3onacHocmu obbekma":

"xapakmepucmuka be3onacHocmu obbekma - mpebosaHue K 06beKmMy UMU K yCrio8UsIM €20 CO030aHus u
cywiecmeosaHus, unu K uHgopmayuu o6 obbekme u ycriosusix €20 C030aHUs U CyuecmeosaHus,
8bIMO/IHEHUE KOMOP0o20 Heobxodumo Onsi obecrneyeHuUss 3auyUuUeHHOCMU XU3HEHHO 8aXXKHbIX UHMEPECOo8
JniuyHocmu, obwecmea unu 2ocydapcmea”.

Kak npasurio, ycrnosusi co30aHusi U CywecmeogaHusi peasbHbiXx 06bekmo8 oCmamoyYHO CrI0XKHbI U, KaK
criedcmeue, K HUM MOXHO rpedbsagumbs 00CmMamo4YHO MHO20 caMbiX pa3nuyHbix mpebosaHul.

Tak kak yeposa be3zonacHocmu obbekma - 803MOXHOE HapyweHue xapakmepucmuku be3onacHocmu
obbekma, mo repeyeHb 8cex xapakmepucmuk 6e3onacHocmu 071 8CeX 803MOXHbIX 0ObEKMOo8 y2po3,
rno cymu, onpeodesnigem mModesib y2p0o3 8EPXHEZ0 YPOBHS.

Hanpumep, ecnu e uHgopmayuoHHoU cucmeme mpebyemcs obecrieyumb MOMbKO 3awumy om
YHUYMOXEHUS, UesiocmHocmbs u 0ocmyrnHocmb 3awjuwaemMol uHghopmayuu (8 kadecmee 803MOXHO20
npumepa makol UHHOPMayUOHHOU cucmeMbl MOXHO rpusecmu UHGOPMAUUOHHYIO cucmemy
WKOMIbHO20 y4umerns, codepxawyto obujedocmyrnHble nepcoHasnbHble 0aHHbIe yYauwjuxcs), mo modesb
y2p03 8epxHe20 ypoeHs codepxxum credyrouull nepedyeHs yepos:

- y2po3a yHUYMOXeHus 3auuwaemMol UHhopmayuu;

- yepo3a HapyweHuUs1 yess0cm+Hocmu 3awjuujaemMol UHghopmMayuu;

- yeposa HapyweHusi 6ocmynHocmu sawjuwaemMmoul UHghopmayuu.

3.3. Memodonoeaus chopmuposaHusi demarnusuposaHHoU Moderu yepo3

CoenacHo rnipusedeHHoMy 8 3akoHe Poccutlickol ®edepauyuu "O 6e3onacHocmu" onpedeneHuro
noHamus "yeposa 6e3onacHocmu" Heobxodumo orpedenumes COBOKYNMHOCMb ycroeul U ¢hakmopos,
co3darowux 0nacHoCmMb HapyWweHUs xapakmepucmuk 6e3ornacHocmu 603MOXHbIX 00BbEKmMo8 yepo3.
3Omo u ecmb codepxxaHue pabom o cosfaHuto demarnusuposaHHOU Modenu yepoa3.

MoxHo npusecmu rnipumepsbl, ko2da yesrecoobpasHo co3ddaHue modesiell y2p03 HECKObKUX yposHel
demarnus3auuu.

O4eBUOHBLIM ~ MPUMEPOM  MOXem  CHyXumb  0b6bekm  yepo3, npedcmassnsaowull  CIOXHYH
meppumopuarnbHO pacrnpedesieHHyl0 asmomMamu3uposaHHyro cucmemMy, Ons Komopol ycroeusi
OYHKUUOHUPOBAHUSI pasfiudHbIX COCMasHbIX Yacmel cucmeMbl MO2ym CyWeCcmeeHHO passiuvyambCs.
lpu aHanuse makol cucmembl, Kak rpasusio, UCIMOoMb3yemcsi MPUHUUN OGeKOMo3uyuu CII0XKHO20
obbvekma. Ecnu xe cocmaeHble HYacmu CcucmeMbl Mmakxe 8ecbMa CJIOXKHbI, MO UX aHanu3 cHoea
nompebyem ucronb308aHuUe npuHyuUna O0eKoMo3uyuu CcroXHo2o obbekma. B paccmampusaemom
cny4dae yenecoobpasHo coddaHue modenel yepo3 0ns kaxdo2o obbekma, nonyvaroujeaocs 8 npoyecce
OeKoMro3uyuu.

lpu onpedeneHuu yepo3 besonacHocmu obbekma crnedyem pasnudams:

- y2po3bi, He siensouuecss amakou;

- amaku.

PexomeHOyemcs ucronb3o08ame criedyrouwyro CmpyKmypy yepo3, He S6/sioWuxcs amakamu:

- yepo3bl, He cesidaHHbIe C 0essIMeNIbHOCMbIO YesiogeKka: cmuxulinble 6edcmeus U npupoOHbIe S8rMeHUs
(3emrempsiceHusi, HaBOOHeHUsI, ypaaaHbl U m.0.);
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- yepo3bl coyuarnbHO-MoIUMUYeCKo20 xapakmepa: 3abacmosku, cabomaix, /lI0KasibHble KOHGIUKMbI U
m.o.;

- owuboyHbie delicmeus U (Unu) HapyweHuUss mex unu uHbix mpebosaHul nuyamu, CaHKUUOHUPOB8AHO
g83aumodelicmesyowuMu C 803MOXHbIMU O0bbekmamu yepo3. Ecnu, Harnpumep, 8 kadecmee obbekma
y2po3 ebicmyrnaem asmomamu3upogaHHasi cucmema 8 3aujuLyeHHom ucrosHeHuu (AC3U), mo Kk makum
delicmeusiM U HapyWeHUSIM, 8 4aCMHOCMU, OMHOCSAIMCS:

- HerpeldyMbILWIIEHHOE UCKaXXeHuUe urnu ydaneHue rnpozpaMmmHbiX KoMrnoHeHmos AC3U;

- BHEOPEHUE U UCr0/1b308aHUE HeYHYMEHHbIX po2pamm;

- UgHOpupoBaHUe opeaHuU3ayUOHHbIX 0gpaHuYeHuUl (ycmaHo8eHHbIX npasusl) npu pabome ¢ pecypcamu
AC3U, eknrodasi cpedcmea 3awumsl UHGopMauuu. B yacmHocmu:

- HapyweHue npasusl XpaHeHusi UHgopmMayuu o02paHu4eHHo20 docmyna, ucrosb3yemol  npu
aKkcnnyamayuu cpedcme 3awumel  UHGbOpMauuu (8 4YacmHocmu, Kiro4yeeol, MaposrbHOU U
aymeHmuguuupyrowel uHgopmayuu);

- npedocmasneHue nocmMopPoHHUM flulamM 803MOXHOCMU docmyra K cpedcmeam 3auumsl UHGhopMayuu,
a makxe K mexHu4ecKum U ripocpaMMHbIM cpedcmeaM, CrOCOBHbIM 08/IUSIMb HAa 6bINO/IHEHUEe
npednbssnsieMbIX K cpedcmeam 3awumsi UuHgpopmauuu mpebosaHuli;

- Hacmpolika U KOHGbuaypuposaHue cpedcme 3alwumbl UHOpMayuu, a makxXe MmexHU4YecKux u
rnpozpaMmHbIX cpedcme, CrioCOBHbIX MOBMUSIMb Ha BbIMNOSIHEHUE MpedbssnseMblx K cpedcmeam
3awumsi UH¢hopmayuu mpebosaHull, 8 HapyWeHUe HOPMaMmUEBHbIX U MEXHUYECKUX OOKYMEHMO08;

- HecoobuweHue o0 thakmax ympambl, KOMApoMemauuu Kro4yeeou, naposnibHouU u aymeHmuguyupyrouwel
UHghopmayuu, a makxe fr0bol Opyaol UHghopmayuu oepaHU4eHHo20 docmyrna;

- y2po3bl MEeXHO2eHHO20 Xapakmepa, OCHOBHbLIMU U3 KOMOPbIX SA6/IS0MCs:

- aeapuu (Omk/YeHUe SMEeKMPONUMaHuUsi, CucmeMbl 3a3eM/IeHUs, pPaspyweHUe UHXEHEPHbIX
coopyxeHul u m.o.);

- HeucrnipasHocmu, cbou annapamHbix cpedcms, HecmabusrbHOCMb napaMempos8 Ccucmesbl
anekmponumadusi, 3azemneHusi u m.o.;

- iomexu u HagoOKu, npusodsujue K cbosim 8 pabome annapamHbix cpedcms.

Criedyem ommemumsb, 4mo, Kak npasusio, 3awjuma om y2po3, He S18/sIoWUXCs amaKkaMmu, 8 OCHOBHOM
peanaMeHmMupyemcs UHCMPYyKUUsiMu, pa3pabomaHHbIMU U ymeepX0eHHbIMU orepamopamu C y4ermom
ocobeHHocmel aKCrlyamauuu UHGhopMayUOHHbIX cucmem u delicmeyroweli HopmamusHoU 6a3bi.

Kak nokasan mupoegoli u ome4decmseHHbIU Orfbim, amaku siensiomcs Hauboriee onacHbIMU y2po3amu
(4mo obycnosneHo ux muamesibHoU MoO20MmoeKoU, CKPbIMHOCMbIO POBeOeHUS, uesieHarnpasneHHbIM
8bI60poM 06BEKMOB U yenel amak).

Amaku eomoeamcsi U 1poeoosamcs HapywumerneM, pu4eM B03MOXHOCMU MposedeHusi amak
06ycro6/eHbl  803MOXHOCMSIMU — Hapywumerns. WHbIMU  crioeaMu, KOHKPemHble 803MOXHOCMU
Hapyuwumernsi onpedesisitom KOHKPEMHbIe amaku, KOmopble MOXem npos8ecmu Hapywumerib.

Ho moeda c¢ y4demom onpedeneHusi noHamusi "MoOesib Hapywumensi" ece B03MOXHble amaku
onpedenstomcsi MOOesbo Hapywumeris.

Modenb Hapywumenss mecHo cesisaHa C MOOesbio y2po3 U, 0 Cymu, SIefIssemcsi ee 4Yacmbio.
Cwmbicriogble omHoweHus mex0y Humu cnedyruwue. B modenu yepo3 colepxumcsi MakCumalsbHO
rnosiHoe ornucaHue y2po3 be3zonacHocmu obbekma. Modenb Hapywumerns codepxum ornucaHue
rpedrnosioxeHUss 0 803MOXHOCMSIX Hapywumersis, Komopble OH MOXem ucrofib3oe8ams 05151 pa3pabomku
U nnposedeHusi amak, a makxe 06 ogpaHU4YeHUSX Ha 3Mu 803MOXHOCMU.

3.4. Memodonoausi chopmuposaHusi Modesnu Hapywumerns

CoenacHo nocnedHemy u3 orpedeneHHbIx 8 1. 3.1 Memoduyeckux pekomeHOayul npuHyuny (MpUuHYUN
7) Hapywumernb mMoxem delicmeogamb Ha pasfluyHbIX 3marnax XU3HeHHO20 Yukna Kpunmocpedcmea u
COK (nod smumu samanamu 8 Hacmosiuem OOKyMeHme roHumaromesi paspabomka, rnpou3eodcmeo,
XpaHeHuUe, mpaHCrIopmuposKa, 86800 8 3KCr/lyamauuto, 3KCrlyamayusi npoepaMMHbIX U MEeXHUYECKUX
cpedcms kpurnimocpedcms u COK).

Omanbi pa3pabomku, npou3goocmea, XpaHeHUsl, MPaHCIopmMupPOoBKU, 8800a 8 3KCryamayuto
MeXHUYeCKUX U npoz2pamMmMHbIX cpedcme Kpurimocpedcmea u COK

Ha amanax paspabomku, npou3sodcmea, XpaHEeHUs, MmpPaHCropmuposKU, 8800a 8 3KCrjyamayur
MexXHUYeCKUX U rpoepaMmMHbix cpedcme Kpunmocpedcmea u COK obpabomka nepcoHarsribHbIX OaHHbIX
He npouseodumcs. [Mloamomy obbekmamu amak mo2ym 6bimb MOMAbLKO camu amu cpedcmea U
GoKyMeHmauusi Ha HUX.

B ces3u ¢ U3rnoxeHHbIM Ha yKa3aHHbIX 3marax 803MOXHbI criedyrowue amaku:

- B8HeceHUe Hez2amueHbIX (DYHKUUOHalIbHbIX B03MOXHOCMel 8 mexHUYeCcKuUe U rpo2paMMHbIe
KoMrioHeHmbI Kpunimocpedcmea u C®K, 8 mom 4qucrne ¢ ucrosib3o8aHueMm 8pedOHOCHbIX poapamMm
(KomMrbromepHble 8UPYChbl, "MpPosIHCKUEe KOHU" u m.0.);
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- BHECEHUE HECAHKUUOHUPOBAHHbIX U3MEHEHUU 8 OOKYMEeHmMauuUro Ha Kpurnmocpedcmeo U mexHU4YecKue
u npoepammHbie komrnoHeHmbs! COK.

Heobxodumo ommemums, YmMO yKa3aHHbIe amaku:

- Ha amanax pa3pabomku, npoussoocmea U mpaHCropmMuUpPOBKU MEXHUYECKUX U MpoepamMMHbIX cpedcme
kpurimocpedcmea u COK moaym rnpog8odumbCsi MmosibKO 8HE 30HbI OMBEMCmMeeHHOCMU oriepamopa;

- Ha amarie XpaHeHUs MEeXHUYeCKUX U MpospaMMHbIx cpedcme Kpunmocpedcmea u COK moeym
poeodumbCs Kak 8 30He, MmakK U 8He 30Hbl OMBEeMCIMEEeHHOCMU orepamopa;

- Ha amarie 88o0a 8 3KCIlyamauyur MexHU4YecKUx U rnpozpammHbix cpedcms kpunmocpedcmea u COK
Moeaym npo8oduUMbCS 8 30HE OMBEMCIMEEeHHOCMU orepamopa.

B c8513U C U3/10XK€HHbIM oriepamopbl OO/KHbI IPedycMompemb Mepbl KOHMPOJIS:

- coomeemcmeusi MexXHU4ecKUX U rnpoepaMmHbIx cpedcme Kpurnmocpedcmea u COK u dokymeHmauyuu
Ha amu cpedcmea, rnocmynaruwux 8 30Hy 0meemcmeeHHOCMU oriepamopa, 3malioHHbIM obpa3suam
(Hanpumep, onepamop dormkeH mpebosamb om 10CMAaBWUKO8 2apaHmuli coomeemcmeus
mexHuU4YecKux U npozpaMmHbIx cpedecme kpunmocpedcmea u COK u dokymeHmayuu Ha amu cpedcmea,
rnocmynarowux 8 30HYy O0meemcmeeHHOCMU orepamopa, 3malioHHbIM obpasuam unu MexaHU3Mbl
KOHMPOIIsi, 10380/I5IoWUe orepamopy ycmaHo8ums CaMoCmosimesibHO makoe coomeemcmaue);

- 4esiocmHOCMuU mexHU4YecKuX U npoegpamMmHbix cpedcmea Kpurimocpedcmea u COK u dokymeHmayuu Ha
amu cpedcmea 8 rpoyecce xpaHeHuUsi u 8800a 8 3KCrslyamauuro amux cpedcme (C ucrosib308aHUEM KakK
MexaHU3MO8 KOHMPOJIs, OMuCaHHbIX 8 OOKyMeHmauyuu, Harnpumep, Ha Kpurmocpedcmeo, mak U C
ucrnosib308aHUEM  Ope2aHU3aUUOHHbIX U  Op2aHu3ayUOHHO-MEeXHUYEeCKUX Mep, pa3pabomaHHbIX
oriepamopomM C y4yemom mpebogaHuli COOMEeMmMCM8yWUX HOPMamueHbiX U MemoOu4YecKuX
dokymeHmos, - cm. 11. 2.1 Memoduyeckux pekomeHOayul).

Oman akennyamayuu mexHU4eCKUX u rnpoepamMmHbix cpedcme kpunmocpedcmea u COK

Amaka kak swoboe uerneHanpasneHHoe Oelicmeue xapakmepudyemcsi psOOM  Cyu,eCmeeHHbIX
npusHakos. K amum cywecmeeHHbIM rpu3HakaM Ha 3mare 3Kcrjyamauyuu MmexHU4Yeckux u
npoepammHbix cpedcme Kpunmocpedcmea u COK ernonHe ecmecmeeHHO MOXHO OMHeCmu:

- Hapywumerns - cybbekma amaku;

- 06bekm amaku;

- yesib amaku;

- UMerWwyocs y Hapywumersi uHghopmauyuro o6 obbekme amaku;

- umerowyuecs y Hapywumerss cpedcmea amaku;

- KaHaJs amaku.

Bo3moxHbie 06bekmbl amak U uyesu amak ornpedesnisromcsi Ha amane ¢hopMuposaHuss Mooesu yepos3
8EPXHE20 YPOBHSI.

lpu onpedeneHuu obbekmos amak, 8 YacmHocmu, OO/KHbI 6biMb PaccMOMPEHbl KakK 803MOXHbIe
0bbekKmbl amak U npu HeobxodumMocmu KOHKPemu3upog8aHbl C y4emoM UCMOMb3YEMbIX 8
UHGbOpMayUOHHOU cucmeme UHOPMaUUOHHbIX MEXHOMo2ull U mexHu4Yeckux cpedcms credyroujue
0b6beKMbI:

- QoKyMeHmauusi Ha Kpurnmocpedcmeo U Ha MexHU4YecKue U rnpoepammHble KoMrnoHeHmb! COK;

- 3auwjuwaeMbie nepcoHasibHbie OaHHbIE;

- K/o4esasi, aymeHmucbuyupyrouas U naposbHas UHghopmayus;

- Kpunimoepacgpudecku onacHasi uHgopmauyusi (KOU);

- Kpunimocpedcmeo (po2paMMHbIe U arrnapamHbie KOMIIOHEeHMbI Kpunmocpedcmea);

- mexHu4YyecKue u npozpamMmHbie KomrnoHeHmMbl COK;

- OaHHble, nepedasaemMbie o KaHanam Ces3u;

- MIOMEWeHUs, 8 KOMOPbIX Haxo0sIMcs 3awjuu,aemMble Pecypcbl UHGhOPMaUUOHHOU cucmeMsl.

B mex cny4asix, koeda modesnb y2po3 pa3pabambigaemcs nuyamu, He A8/[WUMUCS crieyuanucmamu 8
obnacmu 3awumsl UHGOPMayUU, peKoMeHOyemcsi 02paHUuYUMbCsl NpueedeHHbIMU 8bllue rpuMepamu
803MOXHbIX 06BEKMO8 amak.

Paspabomuuku modenu yepo3 - crieyuasaucmsl 8 obsacmu 3awumsl UHGbopMayuu Mo2ym ymoYyHUMb
yKa3aHHbIl 8bllue repedyeHb B03MOXHbIX 00BLEKMOo8 amak C [pusedeHUeM CcOoOm8emcmeyruLUx
obocHosaHuli. PekomeHOyemcsi ykazaHHOe ymo4yHeHue Oenamb MOMbKO 8 crydyae Heobxodumocmu
paspabomku HO8020 mura Kpurnmocpedcmaa.

YmouHeHue nepeyHsi 803MOXHbIX 06BbEKM0o8 amak O0/KHO OCYWEeCmaIsmbCs Mymem:

UCKITIOYEHUSsT 06beKmo8 amak U3 yKa3aHHO20 8bilE ePEeYHs, KOmopble S8/somcsl U3bbIMOYHbIMU 8
cuny cneyugbuku KOHKpemHoU UHGopMayUuOHHOU cucmeMbl;

KOHKpemu3ayuu u 0emanu3ayuu He UCK/TIOYEeHHbIX 06BbeKmMOo8 amak C y4emoM KOHKPEMHbIX ycroeull
3KCMIyamayuu UHgopMayuoHHOU cucmembl;

onucaHusi 06bLeKmo8 amak, He yKa3aHHbIX 8 MPUBeOEeHHOM 8bilIe MepeyHe.

C yyemom U3MOXeHHO20 MoOesnb Hapywumens Ofd amana SKcrislyamayuu MEexXHUYEeCKUx U
npozpammHbix cpedcme kpurimocpedcmea u COK dormkHa umems credyrowyro Cmpykmypy:

- onucaHue Hapywumernel (cybbekmoe amak);
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- npedronoxeHusi 06 umerowelicss y Hapywumernsi uHgpopmayuu 06 obbekmax amak;
- npednonoxeHusi 06 umMewuxcsl y Hapywumerns cpedcmeax amak;
- ofnucaHue KaHasfo8 amakx.

Onucarue Hapywumernel (cybbekmos amak)
1) Pasnuyarom wecmb OCHOBHbIX muroe Hapyuwumeneu: H, H ,..., H .

12 6
lpednonascaemcs, ymo Hapywumenu muna H u H moaym cmaeums pabomsi o
5 6

cosdaHur criocobos u cpedcme amak 8 Hay4yHO-uccriedo8amesibCKUX UeHmpax,
crieyuanuaupyowuxcs 8 obracmu paspabomku u aHanu3sa Kpurimocpedcms u COK.

BosmoxHocmu Hapywumens muna H  eknodarom e cebsi B03MOXHOCMU Hapyuiumensi

i+1
muna H (1 <=i<=5).
i

Ecnu sHewHul Hapywumens obradaem 803MOXHOCMSAMU MO co30aHuto criocobos
Mod2o0moeKU amak, aHasi02u4HbIMU COOMB8EeMCMaYUUM 803MOXHOCMAM Hapywumesns muna
H (3a ucknovyeHuem 8o3moxHocmed, npedocmassisieMbix rnpebbieaHuemM 8 MOMEHM amaku
i
8 KOHmMposiupyemoli 30He), mo amom Hapywumerb makxe 6ydem 0b603Ha4YambCs Kak
Hapywumenbs muna H (2 <=i<=6).

i

2) OaHHbIl pasden modenu Hapyuwumersi QoImkeH codepxamab:
- repeyveHb UL, KOMOpPble He paccMampuearomcs 8 Kayecmee romeHyuanbHbIX Hapywumeneu, u
0b0CHO8aHUe amo20 nepeyHs (npu Heobxodumocmuy);

- npedronioxXeHuUe O HE8O3MOXHOCMU ca2o8opa Hapywumerneu (0551 ecex murnos
Hapywumesel) unu rnpedrofioxXeHUss O 803MOXHOM c2080pe Hapywumeneld u o
Xapakmepe caoeopa, 6K/oYas rnepeyqucrieHue OG0rnomHUMEerbHbIX 803MOXHOcmedl,
Komopbie Mo2ym UCIo/b308amb Haxo0sauuecs 8 C2080pe Hapywumersnu 0511 M0020mosKuU
u nposedeHusi amak (0na Hapywumenel muna H - H ).
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lMpumeyaHue.
HaHHbIl pa3den modesnu Hapywumersns umeem criedyroujee murnogoe cooepxaHue.
CHavana ece c¢pusudeckue nuuya, umeroujue 0ocmyrn K MEXHUYECKUM U fpoepaMMHbIM cpedcmeam
UHGhopMayUOHHOU cucmembl, pa3densomces Ha crnedyruue kKameaopuu:
- kameeopusi | - nuya, He umeruue npasa Aocmyra 8 KOHMPOAUPYEMYH 30HY UHGOPMayUOHHOU
cucmemsbl;
- kameeopus Il - nuya, umerouwue NPaso NMOCMOSIHHO20 UU pa3ogo20 docmyrna 8 KOHMPOUPYEMYO 30HY
UHGhOpMayUOHHOU cucmemabil.
[anee ece nomeHyuaneHbie Hapyuwumesu nodpa3oesnsromcs Ha:
- BHEWHUX Hapywumernel, OCYyWecmensiuwux amaku u3-3a npedesiog KoHMPOAupyemol 30HbI
UHGOpMayUOHHOU cucmemsbl;
- BHYMPEHHUX HapywumeJsel, OCyuwecmessaiuux amaku, Haxoldscb 8 rnpedenax KOHMponupyemou
30HbI UHGhOPpMaUUOHHOU cucmemsl.
KoHcmamupyemcs, ymo:
- BHEWHUMU Hapyuwumensamu mo2ym bbimb Kak fiuya kamezopuu |, mak u nuya kamezaopuu Il;
- BHYMPEeHHUMU Hapywumesnsamu Mo2ym bbimb mosibKo nuya kameaopuu .
Jaemcs onucaHue npusuneauposaHHbIX Mosib3ogamernel UHGOPMayUOHHOU cucmembl (41eH08 2pynrbi
adMuHUCMpPamopos), Komopble Ha3HavYarmcs U3 qucra ocobo 008EPEeHHbIX MUy, U ocyuwecmensiom
mexHu4yeckoe o006cCyXueaHUe MEeXHUYECKUX U rpoepaMMHbix cpedcme kpurnmocpedcmea u COK,
gK/oYasi ux HacmpolKy, KOHguaypuposaHue u pacripedesieHue Knwo4yegol OOKyMeHmauyuu Mexaoy
Hernpususieaupo8aHHbIMU M0/1b308amesmul.
Hanee cnedyem 060CHOB8aHUE UCKIHOYEHUSI MeX Ufu UHbIX muros snuy kameeopuu Il u3 4ducna
rnomeHyuanbHbIX Hapywumerneul. Kak npasurio, npususieaupo8aHHbIe rofb308amesiu UHGhopMayUOHHOU
cucmemMbl UCK/IYaromes U3 Yyucia rnomeHyuarbHbIX Hapywumened.
U, HakoHeu, paccmampueaemcsi 80rpPOC O 803MOXHOM c2080pe Hapywiumersied.

lpednonoxeHust 06 umerowielics y Hapyuwiumerns uHghopmayuu 06 obbekmax amak

HaHHbil pa3den modesnu Hapyuwumerss O0/mKeH codepamab:

- npeodronoxeHuUe O mMOM, 4YMO romeHyuasbHble Hapywumenu obnadarom eceli uHgopmayued,
Heobxodumol Onsi nod2omoeku U npogedeHuUs amak, 3a UCKIYeHUeM UHgopmayuu, oocmyn K
KomopoUl €O CMOPOHbI Hapywumesis UckdYaemcess cucmemol 3awumsl uHgopmayuu. K makol
UHbopMayuu, Hanpumep, OMHOCUMCS naposibHasi, aymeHmugbuyupyrouasl u Krodesasi UHghopmayusi;



- 060CHOBaHHbIe 02paHUYeHUsI Ha cmerneHb UHGOPMUpPO8aHHOCMU Hapywumerns (nepe4yeHsb ceedeHul, 8
OMHOWEHUU KOMOpbIX pedrnofiazaemcs, 4mo OHU Hapywumesiro HeOoCmyrHbl).

lMpumeyvaHue.

Ob60ocHOBaHHbIE O2paHUYeHUs] Ha CcmerneHb UHEGOPMUPOBaHHOCMU Hapywumessi Mo2ym Cyu,ecmeeHHO
CHU3UMb mpebosgaHusi K Kpurimocpedcmeay rpu e2o paspabomke.

lpu onpedeneHuu oepaHu4eHUlU Ha cmeneHb UHEOPMUPOBaHHOCMU Hapywumess, 8 4YacmHocmu,
O0/mKHbI 6bIMb paccMompeHsbi criedyuiue ceedeHUs:
- codepxxaHuUe mexHu4Yeckol G0KyMeHmauyuu Ha mexHu4eckue u rnpozpammHbie KomrnoHeHmsl COK;
- 0orle08peMeEHHbIe KIToYU Kpurimocpedcmea;
- 8Ce BO3MOXHble OaHHbIe, nepedasaeMble 8 OMKPbLIMOM 8ude Mo KaHanam C853U, He 3aujULEeHHbIM Om
HecaHKUyuoHuUposaHHo2o Oocmyna (HC/L) k uHgopmayuu opeaHu3ayuOHHO-MeXHUYEeCKUMU Mepamu
(¢pasosbie rycku, CUHXPOMOChLINKU, He3awugposaHHbIe adpeca, KoMaHOb! yrpasaeHus U m.n.);
- ceedeHusi O NIUHUSIX C8513U, 10 KOMOpbIM nepedaemcs 3awjuujaemMast UHpopmayusi;
- 8ce cemu ces3u, pabomarowjue Ha eOUHOM KITHYe;
- 8ce rposesaWUEecs 8 KaHamax cesa3u, He 3awjuweHHbix om HC/ k uHgopmayuu opaaHu3ayuoHHO-
mexHU4YecKUMU MepamMu, HapyweHuUs rnpasusn akcniayamayuu kpurimocpedcmsa u COK;
- 8ce rposenawuecs 8 KaHanax cesa3u, He 3awjuweHHblx om HC/H k uHgopmayuu opaaHuU3ayUuoOHHO-
mexHUYecKUMU Mepamu, HeucrpasHocmu u cbou mexHudeckux cpedcmes Kkpurimocpedcmsa u COK;
- ceefeHusi, nony4Yyaemble 8 pes3y/ibmame aHanu3da obbiX CusHaro8 O0m MexHU4YecKux cpedcme
kpunimocpedcmsa u COK, komopbie MOXem riepexeamumpb Hapywumerib.

Tonbko Hapywumensm muna H - H moaym 6bimb u3gecmHbl 8ce cemu c8s3u,
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pabomarowjue Ha eOUHOM KITHoYe.

Tonbko Hapywumenu muna H - H pacnionazatom Hapsdy ¢ docmyrHbiMU 8
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ce0b60dHol npodaxe dokymeHmauuel Ha Kkpurnmocpedcmeo u COK ucxoOHbIMU mekcmamu
npuknadHo20 npospamMmMHO20 0becreYeHus.

Tonbko Hapywumenu muna H pacrnonazarom eceli dokymeHmauyuel Ha

6

Kpunimocpedcmeo u COK.
B mex crniyqasix, koeda modesib yepo3 pa3pabambigaemcs nuyamu, He 8MSWUMUCS crieyuanucmamu 8
obnacmu  3awumbl  UHGOPMauuU,  PEKOMEeHOyemcsi  02paHuU4yuUmbCsi  MPUBEOEHHbIM  8bilie
rpedrosioXeHUeM O MOM, 4YmO [omeHyuanabHble Hapywumenu obnadarom ecell uHgopmauyued,
Heobxodumoti 0519 NoO20moeKU U rpoeedeHuUsT amak.
Paspabomuuku modesu yepo3s - creyuanucmsi ¢ obrnacmu 3awjumsl UHghopMmayuu mMo2ym nodaomosums
060CHOBaHHbIE O2paHUYeHUss Ha cmerneHb UHPOPMUPOBaHHOCMU Hapywumerns. PekomeHdyemcs
yKazaHHOe oOzpaHuyYyeHue O0eflamb MOJbKO 8 Clyvyae Heobxodumocmu paspabomku HO8020 muna
Kpunmocpedcmaea.

lpednonoxeHus 06 umerowuxcsl y Hapywumerns cpedcmeax amak

HaHHbIl pa3den modesnu Hapyuwumerns 0ormkeH codepxamab:

- ripedrionoxeHue 0 MOM, 4Ymo Hapywumesb umeem ece Heobxodumbie Oris rpoeedeHUss amak o
docmynHbIM eMy KaHanaMm amak cpedcmea, 803MOXHOCMU KOMOPbIX He rpesocxo0sm 803MOXHOCMU
aHasloeu4HbiX cpedcme amaKk Ha UHgopmauyur, codepxawyro ceedeHus, cocmaensuue
eocydapcmeeHHyo malHy;

- 060CHOBaHHbIE 02paHUYEHUSI Ha UMEKWUECS y Hapywumerssi cpedcmea amakx.

lNpumeyaHue.

ObocHoBaHHbIE O2paHUYeHUs1 Ha UMerUuecs y Hapywumerns cpedcmea amak Mo2ym CyuieCrmeeHHO
CHU3UMb mpebosgaHusi K Kpurimocpedcmay rpu e2o pa3pabomke.

lpu onpedeneHuu oepaHuyYyeHUli Ha uMerowUecss y Hapywumesns cpedcmea amak, 8 4YacmHOCmu,
OO0ImKHbI 6bIMb PAaCCMOMPEHbI:
- annapamHbie KOMIoHeHmMbI Kpunmocpedcmsa u COK;
- docmyriHble 8 ce0b0dHOU rpodaxe mexHuU4eckue cpedcmea U rpoepaMMHoe obecriedeHue;
- cneyuasnbHo paspabomaHHblie mexHuU4yeckue cpedcmea u npoepamMmmMmHoe obecriedeHue;
- wmamHble cpedcmea.

Hapywumenu muna H u H pacnonazarom mosnbko 00CmynHbIMU 8 C80600HOU
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npodaxxe annapamHbIMU KOMIOHEHMamu Kpunmocpedcmea u COK.

JononHumernbHble 803MOXHOCMU Hapywumenet muna H - H ro nony4eHuro
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annapamHbiX KOMoHeHm Kpunmocpedcmea u C®K 3asucsm om peanu308aHHbIX 8



UHGhOpMayUOHHOU cucmeme opeaHU3ayUoHHbIX Mep.

Hapywumenu muna H pacnionazatom f0bbiMu annapamHbIMU KOMIOHeHmamu

6

Kkpurnnmocpedcmesa u COK.

Hapywumenu muna H moaym ucnonb3oeams wmamHble cpedcmea mosibKo 8 mom

1

crlyyae, ecriu OHU pacrionoXxeHbl 3a rpedenamu KOHMpPOosupyemol 30HbI.

BoamoxHocmu Hapywumenel muna H - H no ucnonb3o8aHuro wmamHbix cpedcms
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3a8UCcsim om peasnu308aHHbIX 8 UHOPMAaUUOHHOU cucmeme opaaHu3aUuUOHHbIX Mep.

Hapywumenu muna H - H moeym nposodums nabopamopHbie uccriedosaHusi
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Kpurimocpedcms, ucrnonb3yemMblx 3a rpedesamu KOHmMpoaupyemol 30HbI UHGhoOpMayUOHHOU
cucmemsi.
B mex cnyqasix, koeda moderib y2po3 paspabambieaemcs nuyamu, He AensuuMUcs crneyuanucmamu 8
obrnacmu 3awumsl UHOPMayUU, pekoMeHOyemcsi 02paHU4YUMbCS MOJLKO npueedeHHbIMU 8bllie
cpedcmeamu amak.
Paspabomyuku modenu yepo3 - crieuuanucmsi 6 obnacmu 3awumsi UHGhOpMayUU Mo2ym YmOoYHUMb
npueedeHHbIll ebluie nepedyeHb cpedcme amak. PexkomeHOyemcsi ykazaHHOe ymo4HeHue Oenamb
morsibKo 8 crlydae Heobxodumocmu pa3pabomku HO8020 murna Kpunmocpedcmea.

OnucaHue KaHaoe amak

C npakmuyeckoli mMOYKU 3peHuss amom paslen sensemcsi O0HUM U3 8axHelwux 6 moodenu
Hapywumens. Ezo coldepxaHue o cywecmsy ornpedenissemcsi ka4ecmeoMm opmuposaHusi modenu
y2Pp03 86PXHE20 YPOBHS.

OCHOBHbIMU KaHanaMu amak si8/1sIlomcsi:

- KaHarnbl €653U (KaKk 6Hympu, mak U 8He KOHMPOMupyemol 30Hbl), He 3awuuweHHole om HC/ «k
UHbopMayuu opaaHu3ayUoHHO-MEXHUYECKUMU Mepamu;

- wmamHble cpedcmea.

B0o3MOXHbIMU KaHanamMu amak, 8 4acmHocmu, Moaym bbimb!

- KaHasbl HerlocpedcmeeHHO20 docmyna K 06bekmy amaku (akycmu4eckul, 8usyarbHbil, ¢hududeckull);
- MawuHHbIe Hocumesiu UHgopmayuu;

- Hocumernu uHghopmayuu, 8bI8€0eHHbIE U3 yriompebrieHus:;

- MexHU4YecKue KaHalbl ymeyKu;

- CUeHallbHble Uenu;

- yenu anekmponumaxusi;

- yenu 3a3eMsieHus;

- KaHaJsl1 ymeyKu 3a c4em 3/1eKMPOHHbIX yCmpoUlicme HeanacHo20 MosyYeHUs: UHghopMayuu;

- UHGbopMayUOHHbIe U yrnpasnsruue uHmepgelicsi CBT.

B mex cny4asx, koeda modesnb y2po3 pa3pabambigaemcs nuyamu, He A8/s[WUMUCS creyuanucmamu 8
obnacmu 3awjumel UHOpPMayUU, PEKOMEHOYemcs O2paHUYUMbCS MOJIbKO MpU8eO0eHHbIMU 8bIlie
OCHOBHbIMU KaHannaMu amak.

Paszpabomyuku modenu yepo3 - crieyuanucmsl 8 obnacmu 3awumbi UHGhoOpMayuu Mo2ym YmOoYHUMb
rnpueedeHHbIl 8bile repedYyeHb KaHasoe amak. PekomeHOyemcsi yka3aHHOe ymouyHeHue Oesnamb
moribKo 8 crlydae Heobxooumocmu pa3pabomku HO8020 mura Kpurnmocpedcmea.

OnpedeneHue muna Hapywumerns
Hapywumens omHocumcsi k murny H ecnu cpedu npedrnonoxeHul o ee2o
i
B803MOXHOCMSAX ecmb rpeOdrnosioXeHUe, OMHOCAWEeEecs K Hapywumensam muna H , u Hem
i
rnpednonoxeHuUl, OMHOCAWUXCS MOSbKO K Hapywumenam muna H (j > i).
j
Hapywumens omHocumcsi kK murny H 8 uHghopmayuoHHbIX cucmemax, 8 Komopbix
6
obpabamebigaromcs Haubosiee 8axHble NepcoHarsbHble OaHHbIe, HapyWeHUe XapakmepucmukK
b6e30nmacHoCmMU KOmMOopPbIX MOXem rpusecmu K 0cobo msixesibIM rocsiedcmeusim.
PekomeHOyemcsi npu OmHeceHUU ornepamopoMm Hapywumens k mury H
6

coznacosbigeame Modesib Hapywumess ¢ ®Cb Poccuu.

4. YposeHb Kpunmozpaghu4eckol 3auumbl nepcoHasibHbiXx OaHHbIX,
YPpO8HU crieyuarnbHOU 3auumbl 0m ymeyKu o KaHanam rnoboYHbIX



usrnydYeHul u HagoOOoK U ypOBHU 3aliumbl
Om HecaHKUUOHUpo8aHHo20 docmyna

4.1. Pasnuyarom wecmpb yposHel KC1, KC2, KC3, KB1, KB2, KA1 kpunmoepacudeckol 3aujumsl
nepcoHarbHbiX 0OaHHbIX, He codepxawux ceedeHul, cocmasnsaruux 2ocydapCmeeHHy malHy,
onipedesieHHbIX 8 Opsi0Ke 8os3pacmaHusi Kojuyecmea U XecmKkocmu  rpedbsaeriieMbiX K
Kpunnmocpedcmeam mpebosaHul, U COOMBEMCMEBEHHO WeCMb Kacco8 Kpurnmocpedcms, Mmakxe
obo3Havaembix Yepe3 KC1, KC2, KC3, KB1, KB2, KA1.
YpoeeHb Kpunmoepaghudeckol 3awumabi nepcoHasnbHbIX 0aHHbIX, obecrneqyusaemoul Kpunmocpedcmeaom,
onpedesnissiemcss 0onNepamopoM [MymeM OMHECeHUs Hapywumers, 0elicmeusiM Komopo2o OOKHO
IpomueoCcmosmb Kpunmocpeodcmeo, K KOHKPEeMHOMY murly.
lpu omHeceHuu 3aka34ukom Hapywumens k muny H kpunmocpedcmeo O0/mKHO
1
obecriequms Kpunmoepaghudeckyro 3awumy o yposHo KC1, k muny H - KC2, k muny
2

H -KC3, kmuny H - KB1, k muny H - KB2, k muny H - KA1.
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4.2. Pasnuyarom mpu yposHsi KC, KB u KA crneuyuanbHoU 3auumbsl OmM ymey4ku o KaHanam rnobo4yHbIX
u3ny4eHuUl u HagoOOK Mpu 3aujume nepcoHasibHbIX OaHHbIX C UCMOb308aHUEM Kpurnmocpedcms.
lMpu omHeceHuu Hapywumens k muny H - H domkHa 6bimb obecrieqyeHa

1 3
cneyuanbHas 3awuma o yposHwo KC, k munny H - H - no ypoeHto KB, k muny

4 5
H - no yposHio KA.
6
4.3. B cnyyae npuHssmusi ornepamopoM peweHus 0 3aujume rnepcoHarnbHbiX OaHHbIX 8 UHGOPpMaUUOHHOU
cucmeMe om HeCaHKUUOHUPOoB8aHHO20 Aocmyrna 8 coomeemcmeuu ¢ HOpMamueHbIMU OOKyMeHmamu
@®Cb Poccuu pasnuyarom wecmb yposHel AK1, AK2, AK3, AK4, AK5, AK6 3zawumbsl om
HecaHKUUOHUpOB8aHHO20 dOocmyna K MNepCoHallbHbIM OaHHbIM 8 UHQOPMaUUOHHbIX cucmemax,
onpedesieHHbIX 8 MOpPsiOKe 803pacmaHusi Koiudecmea U XXecmKkocmu rpedbsaeriieMbiX K cucmemam
3awumbsl mpebosaHul, U COOMBEMCMEBEHHO WeCMb K1acco8 UHEOPMAUUOHHbIX CUCMEM, Mmakxe
obo3Havaembix Yepes AK1, AK2, AK3, AK4, AK5, AKG6.

[Mpu omHeceHuu 3aka34yukom Hapywumesns Kk muny H e uHgpopmayuoHHoU cucmeme
1

domkHa 6bImb obecredyeHa 3awjuma om HeCaHKUUOHUPOBaHHO20 docmyrna K
rnepcoHarbHbiM OaHHbIM 110 ypoeHto AK1, k murny H - no ypoeHio AK2, k muny H -

2 3
o yposHto AK3, k muny H - no ypoeHio AK4, k muny H - o yposHto AKS, k mury
4 5
H - no ypoeHio AK6.
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5. TpebosaHusi K KOHMPOIIKO 8CMpausaHus Kpurimocpedcmea

5.1. BcmpausaHue kpunimocpedcme knacca KC1 u KC2 ocyulecmernsemcsi 6€3 KOHMpOoris CO CMOPOHb!
@®CB Poccuu (ecnu amom KOHMPO/b He npedycMompeH mexHu4eckum 3adaHueM Ha pa3pabomky
(ModepHu3ayuro) UHGhoOpMayUOHHOU cucCmeMsbl).

BcmpausaHue kpunmocpedcme knacca KC3, KB1, KB2 u KA1 ocywecmensemcss mosibko o0
KoHmporem co cmopoHbl @CB Poccuu.

5.2. BcmpausaHue kpurimocpedcms knacca KC1, KC2 unu KC3 moxem ocyuiecmensambscs 1ubo camum
rnonb3oeamenieM Kpunmocpedcmea npu Hamu4uu coomeemcmeyouwel nuyeHsuu ®Chb Poccuu, nubo
opeaHu3ayuel, umetoujell coomsemcmesyrowyro nuuyeH3uro ®CE Poccuu.

BcmpausaHue kpunmocpedcmea knacca KB1, KB2 unu KA1 ocywecmensemcsi opaaHu3ayued,
umeroujeli coomeemcemeyrouwlyro nuyeHsuro ®Chb Poccuu.

5.3. B xode koHmpors co cmopoHbl ®CE Poccuu ecmpaugaHus Kpurimocpedcmea Mogym pelwiambcs, 8
yacmHocmu, crnedyoujue 3adayu:

- rnposepka mpebosaHuli OOKyMeHmauuu Ha Kpurnmocpedcmao, OMHOCAUWUXCS K 8cmpausaHuto
Kpunmocpedcmea, 8 MmoMm qucrie:

- aHaJslu3 KOpPEeKmMHoCmuU ecmpausaHusi;

- aHaJsu3 rnpasusibHoCMuU (byHKUUOHUPOBaHUSI CUCMEeMbI YripasieHUs KinYamu;

- 9KcriepuMeHmarsnbHas rposepka pabomocrnocobHocmu  Kpunmocpedcmea U npasunbHoCcmu
8bIMOSTHEHUST BO3/IOXKEHHbIX Ha HE20 Uernesbix (hyHKUUU;



- OUEHKa B/IUSIHUS MEXHUYECKUX U MPpo2paMMHbIX cpedcmes, COBMECIMHO C KOMOpPbIMU ripedrosiazaemcs
wmamHoe  hbyHKUUOHUPOBaHUe  Kpunmocpedcmea, Ha  8bINOfIHEHUE  MpPedbssrisieMbiX K
Kpurimocpedcmeay mpebosaHud.

Memoduka u npozpamma KOHMPOIs ecmpausaHusi Kpunmocpedcmea paspabameigaromces u (unu)
obocHosbIgaromcesl crieyuanu3upogaHHol opaaHu3ayuel, rnpoesodsweli memamuyeckue uccriedosaHusi
Kpunimocpedcmea, u coanacosbigaromcesi ¢ ®Chb Poccuu.



