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BBEJAEHUE

Hacrosmue Metoanueckue pekoMEH1alluy 10 cocTaBiIeHuo YacTHON Mozenu
yrpo3 0e30macHOCTH MEePCOHANBHBIX JAaHHBIX (Janee — MeToauueckue peKoMeH 1a-
un) npu ux obpadorke B UCII/IH yupexxaeHuit u opraHuzanuii 3[paBoOOXpaHeHUs,
COLIMAJIbHON Cepbl, TpyAa U 3aHATOCTU (nanee — YUpeKIeHHsI) ¢ UCII0JIb30BAaHUEM
CPEICTB aBTOMATH3allUM, pPa3paboTaHbl B COOTBETCTBMM C M. 12 mocTaHOBIEHUS
[IpaButensctBa Poccuiickoit deneparuu ot 17 Hos6ps 2007 roma Ne 781 «O6
yTBepxkaeHnn [lonoxxenus o6 oOecredeHUH OE30MACHOCTH MEPCOHANBHBIX JaHHBIX
pu uX 00paboTKe B MH()OPMAIIMOHHBIX CUCTEMAX MEPCOHAIBHBIX TaHHBIX).

Meronuueckrue peKOMEHIAlUu COAEPKAT CUCTEMATU3UPOBAHHBIN IEPEUYCHb
yIrpo3 0€30MaCHOCTH MEPCOHATIBHBIX JAHHBIX MPHU MX 00paboTKe B MH(POPMAIMOHHBIX
cucteMax nepcoHaibHbIX JaHHbIX (MCIIIH). 9T yrpo3sl 00yciaoBieHb! NpeTHaMepeH-
HBIMHU WJIM HENPEeIHAMEPEHHBIMU AEUCTBUSMHU (U3UYECKUX JIML, JEHCTBUSIMU 3apy-
OEKHBIX CIELCITYX 0 WM OpraHu3alyid (B TOM YHCIIE TEPPOPUCTHUYECKHX ), & TAKKE KPUMU-
HAJIBHBIX TPYIIHPOBOK, CO3JAIOIIMMU YCIOBHS (TIPEIOChUIKN) A HapylleHus Oe3omac-
HOCTH niepcoHaIbHBIX aHHbIX (I1/]H), KoTopble BeAyT K yiiepOy *U3HEHHO Ba’KHBIM WH-
Tepecam JIMYHOCTH, 00I1IeCTBa U TOCY1apCTBa.

Meronuueckue pEKOMEHJAUUU SBISIOTCS METOAMYECKUM JIOKYMEHTOM H
IpeIHa3HAYEeHbI JJI ONEepPaTOPOB MEPCOHAIBHBIX JAHHBIX YUYPEXKICHUN, OCYLIECTB-
asroux o0padoTKy I1/IH, ¥ UCTIONIB3YIOTCS MTPU PEIICHUHU CIIEIYIOIINX 3a/1a4:

- pa3paboTKa yacTHbIX Moesen yrpo3 6e3onacHocty [1/1n B konkpetnbix UCI/Ix
C YYETOM MX Ha3HAUEHUS, YCIOBUA U OCOOEHHOCTEN (PyHKIMOHUPOBAHUS;

- ananu3 3amumiennoctu MCIIJIH ot yrpo3 6e3omacHoctr 110 B X01¢ opra-
HU3AIlMU U BBIOJHEHUs padoT 1o odecneuenuto 6ezomnacHoctu [11H;

- pa3paboTtka cuctembl 3ammThl [1J[H, obOecmeunBaroleit HEUTpaIU3aAIUIO
IpEanojaraéMbplX yIrpo3 C HCHOJIb30BaHHMEM METOAOB U crnocoOoB 3ammthl [1/1H,

MPEyCMOTPEHHBIX 1J11 cOOTBETCTBYIOMIETO Kiacca MCIITH;



- POBE/ICHNE MEPONPUATUH, HATIPABIEHHBIX HA MPEAOTBPAILIEHUE HECAaHKLIO-
HUpOBaHHOTO AocTyna K [1/[x u () nepenaun ux aunam, He UMEIOIIUM IIpaBa J10-
CTyIa K Takoi nuudopmanuu;

- HeJlomyieHne Bo3zeiicTBus Ha TexHuueckue cpeacrsa MCII/IH, B pe3ynbTa-
T€ KOTOPOTO MOKET OBITh HAPYIIECHO MX (YHKIIMOHUPOBAHHUE;

- KOHTPOJIb 32 00ECIIEYEHNEM YPOBHS 3aITUIIICHHOCTH MEPCOHATBHBIX TaHHBIX.



OIIPEJAEJIEHUSA

B HacTosi11eM TOKYMEHTE UCIIONB3YIOTCS CIEAYIOIINE TEPMUHBI U UX OMpeJie-
JICHUSL:

ABTOMATH3MPOBAaHHAsI CHCTEMa — CHCTEMAa, COCTOAILIAs W3 IEpPCOHala H
KOMILJIEKCA CPECTB aBTOMATU3AlMU €T0 JIEATEIbHOCTH, peanusyromias nHdopmaiu-
OHHYIO TEXHOJIOTUIO BBHITIOJHEHUS YCTAHOBICHHBIX (YHKITHI.

AyTeHTH(PUKAIMA OTHPABHUTENS] JAHHBIX — MOATBEPKIECHUE TOTO, YTO OT-
IIpaBUTENb MOJYYECHHBIX JAHHBIX COOTBETCTBYET 3asBJICHHOMY.

be3onacHOCTh MEPCOHANBHBIX JAHHBIX — COCTOSIHUE 3aIMILEHHOCTH MEpPCo-
HQJIBHBIX JAaHHBIX, XapaKTepU3yeMoe CHOCOOHOCTBIO I0JIb30BaTENICH, TEXHUYECKUX
CpPEICTB U HMH(POPMAIMOHHBIX TEXHOJOTUN o0OecrneunTh KOH(GUIECHIIUAIBHOCTD, Iie-
JIOCTHOCTh U JIOCTYITHOCTh MEPCOHAJIBHBIX JaHHBIX NPU UX 00paboTke B MH(pOpMalu-
OHHBIX CHCTEMAaX MEPCOHAIBHBIX TaHHBIX.

buomerpuyeckne nepcoHabHbIe JaHHbIE — CBEJICHUSA, KOTOPbIE XapaKTepu-
3yIOT (PU3UOJOTNYECKHUE OCOOCHHOCTH YEJIOBEKAa M HA OCHOBE KOTOPBIX MOYKHO yCTa-
HOBUTH €r0 JINYHOCTb, BKItOUas Gororpaduu, oTreyaTkd najblieB, 00pa3 ceTyaTKu
rj1a3a, 0COOCHHOCTH CTPOEHUSI TeJIa U IPYTYI0 M0A00HY0 HH(POPMAITUIO.

BJioKkMpoBaHNe MEePCOHATBHBIX JAaHHBIX — BPEMEHHOE IpeKpalleHue coopa,
CUCTEMATU3allMM, HAKOIUICHHS, WCIIOJb30BAHUS, PACHPOCTPAHEHUs, NEPCOHAIBHBIX
JAHHBIX, B TOM YHCJIE UX MepEauH.

Bupyc (KoMnbHOTEpHBIH, NPOrPAMMHBIN) — HCHOJHIEMBIA NPOTrPaMMHBIN
KOJI UJIM UHTEPIPETUPYEMBIN HA0Op UHCTPYKIIUH, 00JIa a0l CBOMCTBAMU HECAHK-
IMOHHMPOBAHHOTO PacHpOCTpaHeHUsI U camoBocipousBeaeHus. Co3aHHble qyOnnKa-
Thl KOMITBIOTEPHOI'O BUPYCa HE BCEI/la COBMAJAIOT C OPUTMHAJIOM, HO COXPaHSIOT
COCOOHOCTD K JalIbHEHIIeMYy paclpOCTPAaHEHHUIO U CAMOBOCIIPOU3BEICHUIO.

Bpenonocnasi mporpamMma — nporpaMma, NpeAaHa3HayeHHas sl OCYyIIEeCTB-
JICHUS HECAHKIIMOHWPOBAHHOIO JOCTyna W (WiIM) BO3JACMCTBUS Ha IMEPCOHAIbHbBIE

JAaHHBIC WM PeCypChl HHPOPMAITMOHHONW CUCTEMBI IEPCOHATILHBIX JaHHBIX.



BcenoMoraTte/ibHble TeXHHYECKHE CPeICTBA M CHCTEMBbI — TEXHHYECKHUE
Cpe/CTBa U CUCTEMBI, HE IpeJHa3HauUCHHbIE JJIs Iepeaayd, oOpaboTKU M XpaHEHUs
NCPCOHAJIBHBIX JaHHBIX, YCTAHABJIIMBACMBIC COBMCCTHO C TCXHUYCCKHMMU CPCACTBAMU
U CHCTEMaMH, IMpeIHa3HAYeHHBIMU IJIi 00paOOTKMU MEPCOHATBHBIX JAaHHBIX WA B
MOMEIIECHUSIX, B KOTOPBIX YCTaHOBJICHbI MH(POPMAIIMOHHBIE CUCTEMBI MEPCOHAIIb-
HBIX JAHHBIX.

JlocTynl B ONIEpalMOHHYI0 Cpely KOMIIbIOTepa (MH(OPMALMOHHOM CHCTe-
MbI ME€PCOHAJBHBIX JAHHBIX) — IMOJTYYEHUE BO3MOKHOCTH 3aITyCKa Ha BBIMOJIHEHUE
IITATHBIX KOMaH, (DYHKIMH, MPOIETYp OINEPAIMOHHONW CHUCTEMbI (YHHUUTOXKEHHUS,
KOMMUPOBAHUS, TIEPEMEILICHUS W T.I1.), UCTIOJHAEMBIX (PaiIOB MPUKIATHBIX IPO-
rpaMM.

Joctyn k uHdopMamun — BO3MOXHOCTb MOITyYeHUsT UHPOpMAIUK U €€ UC-
MOJIb30BAHUSL.

3akj1a/l04HOe YCTPOiCTBO — DIIEMEHT CPEe/ICTBA CheMa MH(POPMAITIH, CKPBIT-
HO BHEAPSEMbIN (3aKJIaAbIBAEMbIA WJIM BHOCUMBIM) B MEeCTa BO3MOKHOTO CheMa HH-
dbopMmarmu (B TOM YUCIIEe B OIpakJIeHUE, KOHCTPYKIIMIO, 000PYIOBaHUE, TIPEIMETHI
VHTEPbEPA, TPAHCIIOPTHBIE CPEACTBA, & TAKKE B TEXHUUECKUE CPEACTBA U CHUCTEMBI
00paboTKu MH(MOPMAILIKH).

Baumuuiaemasi uHpopmanus — UHOOPMAITHSI, SBISIOIIASACST TPEIMETOM COO-
CTBEHHOCTH U TOJIJIC)KAINAS 3AIUTE B COOTBETCTBUH C TPEOOBAHUSIMH TIPABOBBIX J0-
KyMEHTOB WJIM TPeOOBaHUSIMH, YCTaHABIMBAEMbIMU COOCTBEHHUKOM UH(OpMAIIIH.

NnenTnduxamus — NpucBoeHUE CyObeKTaM U 00BbEKTaM JI0CTYIa UICHTU(H-
KaTopa v (W) CpaBHEHUE MPEIbIBISIEMOrO WACHTU(UKATOpA C TIEPEUYHEM MPUCBO-
CHHBIX UJECHTU()HUKATOPOB.

NudopmaTuBHBIN CUTHAJ — DJIEKTPUUECKUE CUTHAJIBI, aKyCTUYECKUE, DIIEK-
TPOMarHuTHbIE U Jpyrvue GU3MYECKHe MoJs, M0 MapaMeTpaM KOTOPhIX MOXET ObITh
packpeiTa KoH(UAeHITMATLHas nHGopMaIys (TepcoHANIbHBIE TaHHBIE) 00padaThIBa-

€Mas B PIH(i)OpMaI_IPIOHHOfI CHUCTCMC IICPCOHAJIbHBIX JTaHHbIX.
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HNudopmanuonnas cucrema nepcoHaibHbIX AaHHbIX (MCIIAH) — undop-
MAallMOHHAs CHCTEMa, TPEICTABIIIONIAass cOOOW COBOKYITHOCTh IEPCOHATBHBIX IaH-
HBIX, COJACPKAINNXCA B Oase JaHHBIX, a4 TAKXKC I/IH(I)OpMaI_II/IOHHBIX TEXHOJIOTUHN U TEX-
HUYECKHUX CPEJICTB, MO3BOJISIONINX OCYIIECTBIISATH 00pabOTKY TaKMX MEPCOHATBHBIX
JTaHHBIX C MCIOJIB30BAaHHEM CPEJICTB aBTOMATH3AIMH MU 0€3 MCTIOIh30BAHMS TAKHX
CPENCTB.

NudopManuoHHbIe TEXHOJOIHH — TIPOIIECCHI, METOJIBI MTOKCKA, cOopa, Xpa-
HEHMsI, 00paOOTKH, TPEOCTABICHHUS, PACIPOCTPaHEHU WH(POPMAIMK U CIIOCOObI
OCYILIECTBJIEHUS TAKUX ITPOLIECCOB U METOJIOB.

Hcnosb30Banne MePCOHANBHBIX AAHHBIX — JCHCTBHS (OMEpalum) ¢ Mepco-
HAJIbHBIMH JTAHHBIMH, COBEPIIIAEMbIC ONEPATOPOM B LIEJISIX MPUHSATUS PEHICHUHA WM
COBCPIICHHUA HWHBIX HCﬁCTBHﬁ, MOPOKAAOMUX HOPHUANICCKUC TTOCIACACTBUA B OTHO-
MICHUHU CY6T)CKT21 MNEPCOHAJIBHBIX JAaHHBIX WJIM APYIUX JIMI] JIN00 WHBIM 06pa30M 3a-
TParuBarolInX MpaBa U CBOOO bl CYOBEKTa IEPCOHATBHBIX JAHHBIX WX JIPYTHX JIHII.

HcTouHUK yrpo3nl 0e3omacHocTH MH(popManuu — CyObEKT J0CTyIa, MaTe-
pUATBHBIN O0BEKT WM (PU3NUECKOE SIBJICHHE, SBJISIOLUMECS MMPUYMHON BO3HUKHOBE-
HUS yTPO3bl 0€30MaCHOCTH MHGOPMAITUH.

KonTpoaupyemasi 30Ha — IPOCTPAHCTBO (TEPPUTOPHUS, 3AaHUE, YACTh 31aHUS,
MOMEUIEHKE), B KOTOPOM HCKITIOYEHO HEKOHTPOJIMPYEMOe MPeObIBaHIE TIOCTOPOHHUX
JIWII, & TAK)KE TPAHCTIOPTHBIX, TEXHUUECKUX U MHBIX MaTepUaIbHbBIX CPEJICTB.

KoHnduieHMaJibHOCTh MEPCOHAIBHBIX JaHHBIX — 00s3aTeNIbHOE IS CO-
OJrOIeHNsT ONIEPaTOPOM WIIM MHBIM TIOYYHBIIIAM JIOCTYT K MEPCOHATBLHBIM JaHHBIM
JMIIOM TpeOOBAHUE HE JIOMYCKAaTh UX PACHPOCTPAHEHUE Oe3 CorIacusi CyObeKTa nep-
COHAJILHBIX JIAHHBIX WJIM HATMYHS MTHOTO 3aKOHHOTO OCHOBAHMSI.

Me:kceTeBoii IKpaH — JIOKAJIbHOE (OAHOKOMIIOHEHTHOE) WM (DYHKIIMOHAIIb-
HO-pacIpeIeSIeHHOe TporpaMMHOE  (IPOrpaMMHO-AMINapaTHOE) CPEACTBO  (KOM-
TUTEKC), peajIi3yIoIee KOHTPOJIb 3a HH(OPMAIIMCH, ITOCTYTIAIOICH B MH(POPMAITHOH-
HYIO CHCTEMY TEPCOHAIBHBIX JaHHBIX M (WJIHM) BBIXOIAIICH W3 MH(DOPMAITMOHHON

CHCTCMBI.



Hapymmureab 6€30MaCHOCTH MEPCOHAIbHBIX TaHHBIX — (DU3UUECKOE JIHIIO,
CITy4JaiiHO WJIM TIPeTHAMEPEHHO COBEPINAIOIIEE ICHCTBUS, CIICICTBUEM KOTOPBIX SIBIIS-
€TCsl HapyIIeHHne 0e30MacHOCTH TIEPCOHATTBHBIX JAHHBIX TPU UX 00pabOTKe TeXHUYC-
CKUMH CpEeICTBaMH B MH(POPMAITMOHHBIX CUCTEMaX MEPCOHATLHBIX JTAHHBIX.

HeaBToMaTH3MpOBaHHasi 00pad0OTKA MEePCOHAIbHBIX JaHHBIX — 00paboTKa
HEPCOHANBHBIX JAaHHBIX, COAEPKAIIUXCA B MH()OPMAIIMOHHOW CHCTEME MEPCOHAIb-
HBIX JaHHBIX JHOO W3BJICYCHHBIX M3 TaKOW CHCTEMBbI, CUMTAETCS OCYIIECTBICHHOM
0e3 MCIOJIb30BaHUS CPEICTB aBTOMATH3aIMK (HEaBTOMATH3UPOBAHHOM), €CIIH TaKue
JCUCTBUSL C TIEPCOHAIBHBIMHU JAHHBIMH, KaK HCIIOJIB30BaHHE, YTOYHEHHE, PACIpPO-
CTPaHCHUC, YHUITOXKCHUC IICPCOHAIIBHBIX AAHHBIX B OTHOHICHWH Ka)XI10I'0 H3 CY6’b—
CKTOB IICPCOHAJIBHBIX AAHHBIX, OCYHICCTBIIAIOTCA IIPH HCIIOCPCACTBCHHOM Y4YdaCTHHU
YeJIoBeKa.

HenexjapupoBaHHble BO3MOKHOCTH — (DYHKIIMOHAJIBHBIC BO3MOXKHOCTH
CpE/ICTB BBIYMCIIMTEIILHOM TEXHUKH, HE OIMCAHHBIC WM HE COOTBETCTBYIOIIME OITH-
CaHHBIM B JIOKYMEHTAIM{, TIPU HCIIOJIHL30BAHUM KOTOPBIX BO3MOKHO HapyIlICHHE
KOH(HUICHITUAILHOCTH, AOCTYITHOCTH WJIM IIEJIOCTHOCTH OOpabarhiBaeMoil HHOOP-
MallrH.

HecaHKUMOHUPOBAHHBIN A0CTYN (HECAHKUUMOHUPOBAHHBIC JAEHCTBUSA) —
JOCTYN K HH()OPMAIIMHU WM ISHCTBUSI ¢ MHGOPMaITel, HapyIaroIye paBiiia pas-
TPaHUYCHUS JOCTYTIA C UCTIOJIb30BAHMEM INTATHBIX CPEJICTB, MPEIOCTABIISIEMbIX WH-
dbopMaIMOHHBIMHU CHCTEMaMH TIEPCOHAIBHBIX TaHHBIX.

Hocurens undopmanun — PU3MUECKOE JIMIO WIA MaTepPUATIbHBIN OOBEKT, B
TOM YHCIie (PU3MYECcKoe TMoJie, B KOTOpOM MH(OpMAIMs HaXOIUT CBOE OTPAKCHHE B
BHUJIC CHMBOJIOB, 00pa30B, CUTHAJIOB, TEXHMYECKUX PEIICHUA M TPOIIECCOB, KOJIMYe-
CTBEHHBIX XapaKTEPUCTUK (PU3UICCKUX BEITUIHH.

O6e3MYHBaHNE MEPCOHATBHBIX JAHHBIX — JICHCTBHS, B PE3yIbTaTe KOTO-
PBIX HCBO3MOXHO OIPCACIUTL NMPHHAAJICKHOCTD IICPCOHAIBHBIX AAHHBIX KOHKPCET-

HOMY CYOBEKTY MEePCOHAIBHBIX TAHHBIX.
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O0pa6oTKa MepCcoHANBHBIX JAHHBIX — JICHCTBUSI (OMepallu) C MePCOHATb-
HBIMH JIJAHHBIMU, BKJIIOUasi COOpP, CUCTEMAaTHU3al1I0, HAKOIUIEHUE, XPaHEHUE, YTOUHEe-
HUE (OOHOBJICHHE, U3MEHEHHE), MCIIOJIb30BAaHUE, PACIIPOCTpaHeHHE (B TOM YHCIIE
nepenaday), oOe3TMYUBaHue, OJOKMPOBAHHWE, YHUUYTOXKEHHE TMEPCOHAIBHBIX JIaH-
HBIX.

O6uienocTyNHbIE MEPCOHAIbHbIE JaHHBIE — IEPCOHAIBHBIC TAHHBIC, JOCTYII
HEOTPAHUYEHHOTO KPyTa JIUI K KOTOPHIM MPEAOCTABIICH C COTMIachs CyObeKTa mepco-
HaJIbHBIX JaHHBIX WJIX Ha KOTOPBIC B COOTBCTCTBHH C q)eI[CpEUILHBIMI/I 3aKOHaMH HE
pacrpocTpaHsieTcs TpeOoBaHUEe COOMIOICHHS KOH(DUICHIIMATBHOCTH.

OmnepaTop (mepcoHANBHBIX JaHHBIX) — T'OCYJIAPCTBEHHBIA OPraH, MyHUIIU-
NaJIbHBIN OpraH, OPUIMYECKOe WM (DU3UYECKOE JIUI0, OpraHu3yloliee U (W)
OCYILECTBIIAOIIEE 00PadOTKY MEPCOHATBHBIX JAHHBIX, & TAKXKE OMPEACIISIOIINE 11e-
JIM ¥ coJiepKaHue 00padOTKU NEPCOHATIBHBIX TAHHBIX.

Texnnuyeckue cpeacrsa HHPOPMALMOHHOH CHCTEMbI MEPCOHAIBHBIX JAaH-
HBIX — CpEJCTBA BBIYMCIIUTEIILHON TEXHUKH, WH(POPMAIMOHHO-BBIUYUCIUTEIBHbIC
KOMIUIEKChl U CETH, CPEICTBa M CUCTEMbI Mepenauu, npuema u obpabotku [1/1n
(cpeAcTBa U CHCTEMBI 3BYKO3aIMCH, 3BYKOYCHJICHUSI, 3ByKOBOCIIPOM3BE/ICHUS, TIepe-
TOBOPHBIE U TEJIEBU3UOHHBIE YCTPOMCTBA, CPEACTBA U3TOTOBIICHHS, TUPAKUPOBAHUS
JOKyMEHTOB U JPYTH€ TEXHHUYECKHE CPENICTBA 0OpaOOTKU pPEueBOM, rpaduiecKon,
BUICO- U OYKBEHHO-IIM(PPOBOI MH(POPMAITIH), IPOTPaMMHBIE CPEICTBA (ONeparioH-
HBIC CUCTEMBI, CUCTEMBbI yTIpaBJIeHUsI 0a3aMHu JJAHHBIX U T.I1.), CPEICTBA 3aIUThHI UH-
dbopmairu, NpuMeHsieMble B THPOPMAITMOHHBIX CUCTEMAX.

IlepexBat (MuH(popManMu) — HEMPABOMEPHOE TMOTydeHUE WH(GOPMAITUHU C HUC-
M0JIb30BaHMEM TEXHHUYECKOTO CPEIICTBA, OCYIIECTBIIAIONIEIO OOHAPYKEHUE, TIPUEM H
00paboTKy MH(POPMATUBHBIX CUTHAJIOB.

IlepconanbHble qaHHbIe — JT100ast HH(GOPMAIUSI, OTHOCSINASICS K OMPEICIICH-
HOMY WJIM OIpEAeNsieMOMY Ha OCHOBAaHMHM Takod MHGopMauuu (HU3HUYECKOMY JIUILY

(cyOBEeKTy MepCOHAIBHBIX JAaHHBIX), B TOM YHCJE €ro (GaMujus, UMsl, OTY€CTBO, IO/,
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MeECsLl, 1aTa U MECTO POXACHHS, aJpec, CEMEIHOE, COLMAIbHOE, UMYIIECTBEHHOE
NoJIOKEHUE, 00pa3zoBaHue, npodeccusi, T0X0oAbl, Apyras HHGOpMAIIHS.

IHo0o4HbBIEe IJIEKTPOMATHUTHbIE U3JIYYEHUS M HABOAKH — BJICKTPOMAarHUT-
HBbIC U3NTyYEHUs TEXHUYECKUX CPEACTB 00pabOTKM 3amuiiaeMord MHGOpMaluu, BO3-
HUKAIONINE KaK MOOOYHOE SIBJICHUE U BbI3BAHHBIC DJIEKTPUUYECKUMH CUTHAJIAMHU, ACH-
CTBYIOIIIMMU B MX AJIEKTPUUYECKUX U MArHUTHBIX LETSIX, @ TAKKE DJICKTPOMArHUTHHIE
HABOJIKU 3TUX CUTHAJIOB Ha TOKOIIPOBOISIINE TUHUU, KOHCTPYKIIUU U LIETIH TUTAHUS.

IHonuTHKa «YHUCTOr0 CTOJAa» — KOMIUIEKC OpPraHU3allMOHHBIX MEPOIPUSATUH,
KOHTPOJUPYIOIINX OTCYTCTBUE 3aNMChIBAHUS Ha OyMa)kKHbIC HOCUTETU KITFOYEH U aT-
puOyTOB JocTyma (Taposieil) U XpaHeHus UX BOJIU3U 0OBEKTOB JIOCTYTIA.

IHoab3oBaTesb MHPOPMANMOHHONH CHUCTEMBI MEPCOHAIBHBIX TAHHBIX — JIH-
110, Y4acTByIoIIee B (PYHKIIMOHUPOBAHUHN WH(GOPMAIIMOHHON CUCTEMBI MEPCOHAIBHBIX
JTAHHBIX WM UCTIOJB3YIOIIEe PE3yIbTaThl €€ (yHKIIMOHUPOBAHUSI.

IIpaBuia pasrpaHuveHusi J0CTYNa — COBOKYIHOCTh MPaBWII, pEriaMeHTH-
PYIOIIUX MpaBa J0CTyIa CyObEeKTOB JIOCTYIAa K 00bEKTaM JOCTYyIIA.

IIporpammHuasi 3akjiaika — KOJI IIPOTrpaMMbl, MpeaHAMEPEHHO BHECEHHBIN B
POrpaMMy C IEJIbI0 OCYIIECTBUTHh yTE€UKY, U3MEHUTh, OJIOKUPOBATh, YHUYTOXHUTH
uHOOPMAIUIO WIK YHUUYTOXKUTh U MOAU(PUIIMPOBATH MPOTPAMMHOE OOecreueHue
MH(POPMAITMOHHON CHUCTEMBI MEPCOHAIBHBIX AaHHBIX U (KMU) OJIOKMPOBATH ammapat-
HBIE CPE/ICTBA.

IIporpamMmMHoe (MpOrpaMMHO-MaTeMaTHYE€CKOE) BO3AeiiCTBUE — HECAHKIIU-
OHUPOBAHHOE BO3JICHCTBHUE HA PECYPChl aBTOMATU3UPOBAHHON MH(DOPMAIIMOHHON CH-
CTEMBI, OCYIIECTBIISIEMOE C UCIOJIB30BAHUEM BPEAOHOCHBIX MPOrPAMM.

PackpbiTHe MepCOHANBHBIX JAHHBIX — YMBIIUICHHOE WU CIy4ailHOe Hapy-
eHNue KOH(QUICHITMATLHOCTH MEPCOHATBHBIX TAHHBIX.

PacnpocTpaHenne nepcoHAJbHBIX JAHHBIX — JCHCTBUS, HAMPABICHHBIE HA
nepeayy NepCOHANBHBIX JAHHBIX OMNpeaeeHHOMY Kpyry jaull (mepejgada mepco-
HaJIBHBIX JAHHBIX) WJIA HAa O3HAKOMIICHHE C TMEPCOHAIBHBIMU JaHHBIMH HEOTPAHU-
YEHHOT'O Kpyra Jull, B TOM YHuCJe OOHapOJOBaHUE NMEPCOHAIBHBIX JaHHBIX B Cpej-

CTBax MAacCOBOM uH(popmaruu, pa3MelieHue B uH(pOpMaITMOHHO-
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TEJIEKOMMYHUKALMOHHBIX CETSAX WM IPENOCTaBICHUE JIOCTYNA K IEPCOHAIBHBIM
JTAHHBIM KaKHUM-JINOO UHBIM CITIOCOOOM.

Pecypc nndopmManuoHHOM CHMCTEMblI — UMEHOBAHHBIA AJIEMEHT CUCTEMHOTIO,
MPUKJIAAHOTO WM anmapaTtHoro odecrnedyeHusi GyHKIMOHUPOBAHUS WH(OpMAaIMOH-
HOW CUCTEMBI.

CnennajbHble KATErOPUMH NMEPCOHAJIBHBIX JAHHBIX — EPCOHAIBHBIE JIaH-
HbI€, Kacalolluecs pacoBOM, HAIMOHAIBHOW MPUHAJIEKHOCTH, MTOJIUTHYECKUX B3IJIS-
JIOB, PETTUTHO3HBIX WK PriIocoPCKuX yOKIEHUMN, COCTOSHUS 3J0POBbSl U HHTUMHOMN
KU3HHU CyObEKTa NEPCOHATBHBIX JaHHBIX.

CpeacrBa BBIYHCJINTEIbHOM TeXHUKH — COBOKYITHOCTH IIPOTPAMMHBIX U
TEXHUYECKUX 3JIEMEHTOB CHUCTEM OOpa0OTKH JaHHBIX, CIIOCOOHBIX (DYHKITHOHHPO-
BaTh CAMOCTOSATEJIBHO UJIN B COCTABE APYIUX CUCTEM.

Cy0bekT goctyna (cy0beKT) — JIMIO WIM HPOLECC, NEUCTBUS KOTOPOIO pe-
NNIAMEHTUPYIOTCA IIPaBUIaMU pa3rpaHUYEHUs JOCTYIIA.

TexHuveckuil KaHaJa yreykd HHGpopMauuu — COBOKYIIHOCTE HOCUTENS WH-
dbopmarmu (cpeacTsa 00padoOTKH), PU3MUECKON Cpebl pacpocTpaHeHNsT HH(DOpMa-
TUBHOT'O CUTHAJIA M CPEICTB, KOTOPBHIMH JOOBIBACTCS 3aIlUIaeMas nHhOopMaIlus.

TpancrpanuyHasi mepeaada NnepcoHAJbHBIX JaHHBIX — Iepefada IMepco-
HaJIbHBIX JAHHBIX OIEepaTopoM depe3 l'ocymaapcTBeHHyro rpanuny Poccuiickoit @e-
JIepalliy OpraHy BJIACTM MHOCTPAHHOTO TOCYJapcTBa, PU3NYECKOMY WM HOpHUINYE-
CKOMY JIMIY THOCTPAHHOT'O TOCY1apCTBA.

Yrpo3bl 6€30MacHOCTH MEPCOHATBHBIX JAHHBIX — COBOKYITHOCTb YCIIOBUM U
(haKTOpOB, CO3AAIONTNX OMACHOCTh HECAHKITMOHUPOBAHHOTO, B TOM YHUCIIC CITyYaiiHO-
r0, JIOCTyNa K IEPCOHAIBHBIM JAaHHBIM, PE3YJIBTaTOM KOTOPOI'O MOXKET CTaTh YHU-
YTOXKEHUE, W3MEHEHHE, OJIOKUPOBAHUE, KOIMPOBAHME, PACIPOCTPAHEHHE IIEPCo-
HAJILHBIX JIAHHBIX, a TAKOKEe WHBIX HECAHKIIMOHUPOBAHHBIX JACHUCTBHUMA MPHU UX 00pa-
00TKe B MHPOPMAITMOHHOW CHCTEME TIEPCOHATLHBIX JTAHHBIX.

YHHUYTOKEeHHE MEePCOHATBHBIX JAHHBIX — JICUCTBUS, B PE3YJIbTATE KOTOPBIX

HEBO3MOKHO BOCCTAHOBHTH COJICP)KaHWE TIEPCOHATBHBIX JAHHBIX B MH()OPMAIIMOH-
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HOW CHUCTEME TEPCOHABHBIX JAHHBIX WIA B PE3YyJIbTAaTe KOTOPBIX YHUUYTOKAIOTCA
MaTEePUAIBLHBIE HOCUTEIN ITEPCOHATIBHBIX TAHHBIX.

Yr1euka (3ammnmaemMoin) uHGOpPMAIMHU M0 TEXHNYECKUM KaHAJaM — HEKOH-
TPOJIMPYEMOE pacipocTpaHeHHe HHPOPMAITUKM OT HOCUTEIS 3aIyIiaeMoi nadopma-
UK Yepe3 PU3HUECKYIO CPeTy 0 TEXHUYECKOTO CPEJICTBA, OCYIIECTRISIOIIETO T1e-
pexBaT uH(poOpMaLuUu.

Yupexaenne — yupexJICHUS 3[paBOOXPAHECHUS, COIIMATBHON cdeprl, Tpyaa u
3aHSTOCTH.

VYA3BUMOCTb — CJ1A00CTh B CPEJCTBAX 3allUThI, KOTOPYIO MOXKHO MCIIOJIB30-
BaTh JJIs1 HAPYIIICHUS CUCTEMBI WM COACPIKaITCHCs B HEM HHGOpMAaIHH.

IlesocTHOCTH MH(OPMAIIME — CITTOCOOHOCTH CPEICTBA BHIYUCIUTEIILHON TEX-
HUKU WIM aBTOMAaTH3UPOBAHHOW CHCTEMbI 0OECIIeYnBaTh HEM3MEHHOCTh MH(OpPMa-

IIUM B YCJIOBUSIX CITYYalHOTO W/WJIM TIPEHAMEPEHHOTO UCKAYKEHUS (pa3pyIleHus ).
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1 O0uue moJioKeHUA

PaboTsl o co3panuio YacTHOM MoJenn yrpo3 0e30MacHOCTH MEPCOHANbHBIX
TAHHBIX, TIPH UX 00pab0TKe B HHPOPMAIMOHHBIX CHCTEMaX IMEPCOHATBHBIX TaHHBIX C
UCIIOJB30BaHUEM CPEJICTB aBTOMAaTH3aluM (nanee — HHGPOpMAIMOHHAs CHUCTEMA)
MPOBOJISATCA B COOTBETCTBUU CO CIICAYIOIIMMHU OCHOBHBIMU JOKYMEHTAMHU:

- ®enepanpubiii 3akoH OT 27 utonst 2006 rona Ne 149-03 «O6 undpopmaium,
MH(OPMAIMOHHBIX TEXHOJIOTHUSAX U O 3alllUTe HHDOpMAIUNY;

- Genepanpublii 3akoH 0T 27 utonst 2006 roga Ne 152-03 «O nepcoHaIbHBIX
TAHHBIX»;

- [Tonoxxenue 006 obecriedeHUU OE30MACHOCTH MEPCOHANBHBIX JAHHBIX MPH UX
00paboTke B MH(DOPMAIIMOHHBIX CHUCTEMaX MEPCOHAIBHBIX JAHHBIX, YTBEPXKICHHOE
nocta”oBiienueM [IpaBurensctBa Poccuiickoit @enepanuu ot 17 Hosi6ps 2007 rona
Neo 781 (nanee — Ilonoxxenue);

- [Topsimok mpoBeneHust KiaccupUKauu WH(MOPMAIMOHHBIX CHCTEM MEPCO-
HaJIbHBIX JaHHBIX, yTBepxkAcHHbIN npukazoM @CTIK Poccun, ®Ch Poccun u Mu-
HuHpopMmcBsa3u Poccun ot 13 depans 2008 roma Ne 55/86/20 (3apeructpupoBan
Muntoctom Poccuu 3 anpens 2008 rona, peructpannonsbiii Ne 11462) (nanee — Io-
PAIOK);

- bazoBast Mojiesib yrpo3 0€30MacHOCTH MEePCOHATBHBIX JaHHBIX MPU UX o0pa-
00TKke B MH(POPMAIMOHHBIX CHCTEMax IEePCOHAIBHBIX AaHHBIX (YTBepKIeHa 3ame-
ctuteneM aupekropa PCTIK Poccuu 15 despansa 2008r.);

- Meroauka ompeaeieHus aKTyallbHbIX YIrpo3 O€30MacCHOCTH TMEPCOHATBHBIX
JAHHBIX MPU X 00pabOTKe B MHPOPMAIMOHHBIX CHUCTEMaX MEPCOHAIBHBIX JTAHHBIX
(VTBepxaena 3amectureniem nupektopa @CTIK Poccun 14 despans 2008r.).

B cootBercTBuu ¢ 1. 2 [lonoxenus 6e30MacHOCTh MEPCOHATBHBIX JTAHHBIX TIPH
X 00paboTke B MHOOPMAIIMOHHBIX CHCTEMaX 00E€CIICYMBACTCS C IIOMOIIBIO CHCTEMBI
3aIUThI IEPCOHAIBHBIX JIAHHBIX, BKIIIOYAIOIIEH OpraHu3allMOHHBIE MEPhI U CPEJICTBA
3amuThl uHGoOpMaru (B TOM Yucie mu@poBaibHbIe (KpunTorpaduyeckue) cpe-

CTBa, CPEJICTBA MPEJOTBPAILECHNS HECAHKIIMOHUPOBAHHOIO JOCTYIA, YTEUKH UHPOP-
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MalUy N0 TEXHUYECKHM KaHajliaM, MPOTrpaMMHO-TEXHUYECKUX BO3ACUCTBUN Ha TEX-
HUYECKUE CPEeJCTBa 00pabOTKH MEPCOHATIBHBIX JAHHBIX), a TaK)KE HUCIOJIb3yeMbIE B
uH(POPMAIIMOHHON cucTeMe MH(OPMAIIMOHHBIE TEXHOJOTMH. TEeXHUYEeCKHe U TMpo-
IrpaMMHbBIE CPEJCTBA JIOJKHBI YIOBIETBOPSATh YCTaHABIUBAEMBIM B COOTBETCTBUU C
3aKOHOJaTeIbCTBOM Poccuiickoit denepanvu TpeOOBaHUSIM, 00ECIEYMBAIOIIUM 3a-
HMIUTY HHPOPMAITIH.

B cootBerctBumu ¢ 1. 12 IlonoxkeHus HEOOXOAMMBIM YCIOBUEM pa3pabOTKU
CHCTEMBI 3aIIUTHI MEPCOHATIBHBIX JAHHBIX SBIAETCA (HOPMUPOBAHHE MOJETH YIrpo3
0€30MacCHOCTH MEPCOHANIBHBIX JaHHBIX (Jjalee — MOJIeINIb YIPO3).

Kpome storo, B coorBercTBUU C 1. 16 Ilopsaka Monens yrpo3 HeoOxoauma
JUTS ONIPEAEIICHUs KJacca CelaIbHOM HH(OPMAIIMOHHON CUCTEMBI.

Mogens yrpo3 ¢popMupyercss U yTBEPKJIAeTCsl OlepaTopoM B COOTBETCTBUU C
METOJMYECKUMH JIOKyMEHTaMHU, pa3padOTaHHBIMU B COOTBETCTBUU C IIYHKTOM 2 TO-
ctanoBneHus [IpaButensctBa Poccuiickoit @eaeparuu ot 17 Hosiopst 2007 1. Ne 781
«O0 ytBepxkaenuu Ilonoxenus o0 obecrieueHMN OE30MACHOCTHU MEPCOHATIBHBIX JaH-
HBIX TIpU UX 00paboTKe B MHGOPMAIIMOHHBIX CUCTEMaX MEPCOHANBHBIX JaHHBIX).

Mogenb yrpo3 MoKeT ObITh IEpECMOTPEHA:

- 110 PEILIEHHUI0 ONEPaTOpa Ha OCHOBE MEPUOINYECKU TPOBOAUMBIX UM aHAJIN3a
U OIEHKU YTpo3 OE30MacCHOCTH MEPCOHANBHBIX JAHHBIX C YY4E€TOM OCOOCHHOCTEH H
(W111) M3MEHEHHU I KOHKPETHOM MHPOPMAITMOHHON CUCTEMBI;

- 110 pe3yJbTaTaM MEPONPHUATHI IO KOHTPOJIO 32 BEITIOJHEHHEM TPEOOBaHMIA K
oOecrieyeHunto 0€30MaCHOCTH MEPCOHANBHBIX JAaHHBIX MPU UX 00paboTKe B MHPOpMa-

ILIUOHHOM CHUCTEME.
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2 MetonoJiorusi poOpMHPOBAHUA MOIEJIH YIPO3

Pa3zpaboTka Mozenu yrpo3 aomkHa 0a3UpoBaThCs HA CAEAYIOMIMX MTPUHITUTIAX:

1) bezonacHOCTh MEPCOHATLHBIX JaHHBIX MIPH UX 00pabOTKEe B HH(POPMAITHOH-
HBIX CHCTEMaxX OOECTICUMBACTCS C MOMOIIBIO CUCTEMBI 3aIUTHI MEPCOHATBHBIX JTaH-
HbIX (C3I1/In).

2) [Ipu popmupoBaHMM MOJCIH YIpo3 HEOOXOIMMO YUUTBHIBATH KaK YTPO3Fl,
OCYIIECTBJICHUE KOTOPBIX HAPYIIAeT OE€30MaCHOCTh NMEPCOHABHBIX JAHHBIX (Hanee —
npsiMasi yrpo3a), Tak U YIrpo3bl, CO3JAIONTNE YCIOBUS JJISl TIOSIBJICHUS MPSMBIX YIPO3
(mamee — KOCBEHHBIC YTPO3bl) I KOCBEHHBIX YTPO3.

3) IepcoHanbHbIC TaHHBIE 00Pa0ATHIBAIOTCS U XPaHATCS B MH()OPMAIMOHHON
CHUCTEME C WCIOJIb30BAHUEM OIPEACICHHBIX WH(POPMAITMOHHBIX TEXHOJIOTHH U TEX-
HUYECKUX CPEJICTB, MOPOXKIAIOIMINUX O0BEKThI 3aIlIUTHI PA3JIMYHOTO YPOBHS, aTaku Ha
KOTOPBIE CO3AI0T MPSIMbIE WU KOCBEHHBIE YTPO3bl 3aIIUIIAEMON HHPOPMAIIUH.

4) Cuctema 3aIIuThl MEPCOHATBHBIX JAHHBIX HE MOXET OOCCIICUUTH 3aIlHUTy
uHbopMaIUu OT JACHCTBUHM, BBIMOJHAEMBIX B paMKaxX MPEJOCTABICHHBIX CyOBEKTY
nevictBuit moaHomounit (Hanpumep, C3I1/IH He MokeT obecneunTh 3amuTy UHGPOP-
Mallid OT PACKPBITHsI JUIIAMH, KOTOPHIM MPEIOCTABICHO MPABO Ha JOCTYI K ITOU
uHbopMaIun).

Jlnst pa3paboTKku MOJZIEN yrpo3 HEOOXOAMMO TOCTIEA0BATEIIBHO OCYIIECTBHUTH
CJIeIyIOIUE TIaru:

1) ommucats UCII/IH (cMm. pa3aen 3 Ha cTp. 19);

2) onpenenuthb nonb3oBateneit UCITIH (cm. pasaen 4 Ha ctp. 25);

3) onpenenuts i UCIu (cM. pa3aen 5 Ha ctp. 28);

4) onpeenuTh UCXOHBIH ypoBeHb 3amuineHnoct MCIIIn (cM. pa3aen 6 Ha
cTp. 32);

5) onpenenuth BeposTHOCTH peanusanuu yrpo3 B UCII/IH (cm. pasmen 7 Ha
cTp. 36);

6) onpenenuTh BO3MOXHOCTh peanusaruu yrpo3 B UCII/Ia (cMm. pasaen 8 Ha

cTp. 71);
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7) OIICHUTH OMACHOCTH YIpo3 (cM. pasaen 9 Ha ctp. 90);

8) onpenenutk aktyaiabHOCTh yrpo3 B UCII/IH (cm. pa3nmen 10 Ha crp. 104);

[Tocne mpoxokaeHusi Bcex mmaroB OyaeT chopMUpOBaHAa 4YacTHAs MOJENb
yrpo3. Monens yrpo3 cocrasisieTcs: s kKaxaoil BeisiBneHHo MCIIn u opopmis-

CTCA B BUAC JOKYMCHTA Mojaenb yrpo3 0€30I1aCHOCTH INCPCOHAJIBHBIX JaHHBIX.

18


Приложения/Приложение%2011%20Модель%20угроз%20безопасности%20персональных%20данных.doc

3 Onucanue UCI1/In

Onucanne UCII/IH sBIsieTCS NEPBBIM IArOM NP MOCTPOEHUHU MOJIENN yTPO3
U OCYIIIECTBIISICTCS HA ATare cOopa U aHaTu3a UCXOAHBIX TaHHBIX.

Onucanune UCIT/IH coCTOUT U3 CAEAYIONUX TYHKTOB:

1) Onucanue yclIoBHiA CO31aHus U ucnojb3oBanus [1/1H;

2) Onwucanue Gopm npencrapnenus [1/1H;

3) Onwucanue crpykrypsl UCI1/IH;

4) Onrcanye XapaKTePUCTUK 0€30I1aCHOCTH.

3.1 Onpenesienne ycjaoBUiA CO3TaHUA ¥ UCIIOJIb30BAHNS MEPCOHATBHBIX JAHHBIX

JloJKHBI OBITH OMHMCAHBI YCIOBUSL CO3/IAaHUS U MCHOJIB30BaHUS MEPCOHATBHBIX
JaHHBIX. {11 3TOTO OMpEeneNsItoTCs XapakTep U CTPYKTypa oOpabaThiBaeMbIX MEPCO-
HaJIbHBIX JTaHHBIX:

- 1es1b 00padoTku [1/1H;

- coctaB II/In (dpamunus, uMsi, OTYECTBO, JaTa POXKACHUS, MACIOPTHBIC JTaH-
HBIC, CBEJICHUS O COCTOSIHUU 3/I0POBbS (MIEPEYUCITUTH) U T.11.);

- ICCTBUSI OCYIIECTBIISIEMbIE C JAaHHBIMU B XOJ€ MX 00paOOTKH (IeHCTBUs
(omepaiuu) ¢ MepcoHaIbLHBIMU JIAHHBIMH, BKJIFOYas cOOp, CUCTEMATHU3allUI0, HAKOTI-
JIeHuE, XpaHeHue, yTouHeHue (OOHOBJICHHE, U3MEHEHHE), UCIOJIb30BaHUE, PACIIPO-
cTpaHeHue (B TOM 4HuCIe nepeaady), 00e3TnuruBaHue, OJIOKUpOBaHUE, YHUUTOKECHUE
NIEPCOHAJIBHBIX JaHHBIX);

- YCIIOBHS TIpEKpalieHnust o0paboTKu;

- CyOBEKThI, CO3/IAl0IIHE MTePCOHAbHBIE TaHHbIC (B KAUECTBE TAKOTO CyObeKTa
MOXET BBICTYNaTh JUIO WIH €r0 NPEICTaBUTEIb B BUJIE MPOrPAMMHOIO WJIU TEXHU-
YECKOI'0 CPEJICTBA);

- CyOBEKThI, KOTOPHIM MTEPCOHAILHBIE JaHHbIE TIPEIHA3HAUCHBI;

- TIpaBWJIa JOCTYTIA K 3alUIaeMoi HHGOpMAIIHH;

- "H()OPMAILIMOHHBIE TEXHOJOTHHU, 0a3bl JAHHBIX, TEXHUYECKUE CPEACTBA, MC-

MOJIB3yEeMbI€ JUIsl CO3/IaHUsI U 00paOOTKH MEPCOHATBHBIX TAHHBIX;
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- UCIIOJIb3YCMBIC B IIPOLECCCC CO3AaHUS U UCIIOJIb30BAHUA IICPCOHAJIBHBIX daH-
HBIX O6’b€KTI>I, KOTOPBIC MOT'YT OBITH 00OBEKTAMU yrpo3, Co3garomrMn yCJIIOBUA OJIA
MOABJICHUA YI'PO3 IICPCOHAJIBHBIM AJaHHBIM. Takoro poaa 00BEKTaMU MOT'YT 6BITB,
HaIlpUMCP, TCXHUYICCKUC U IIPOTrPaMMHBIC CPCACTBA.

OHpC,ZIeJICHI/IG YCJIOBI/Iﬁ CO31aHUs U UCIIOJIB30BaHUA HI[H OCYHICCTBJIACTCA HA

ocHOBaHUH OTUeTa 0 pe3yJbTaTaxX IIPOBEACHNUS BHYTPEHHEN TPOBEPKHU.

3.2 Onucanue (l)OpM NpEeaACTABJICHUA MEPCOHAIBHBIX JTAHHBIX

[lepcoHasibHbBIE JIaHHBIE UMEIOT Pa3JIMUHbIE (POPMBI MIPEACTABICHUS (HOCUTEIH
[I/TH) ¢ y4eToM HCMOIB3yEMBbIX B MH(POPMALMOHHOW cHCTEME HH(POPMALMOHHBIX
TEXHOJIOTUI U TEXHUYECKUX CPEJICTB.

Hocurens [1/Iln — maTepuanbHblii 00BEKT, B TOM uuclie (pU3nyeckoe moje, B
koTopoM IIJIH HaXOAUT CBOE OTpakeHHUE B BUJIE CUMBOJIOB, 00pa30B, CUTHAJIOB, TEX-
HUYECKUX PEIICHUH U MPOIECCOB, KOJIMUYECTBECHHBIX XapaKTEPUCTUK (PU3NYECKUX Be-
JTUYHH.

Hocutenu I[1/In MoryT conepkath MH(pOpMaIUio, MPEACTABICHHYIO B CIlEIy-
IOIINX BUJAX:

- akycTuueckas (peueBasi) mHbOpMalUs, COAEpIKaIAiACsI HEMOCPEACTBEHHO B
npousHocumoi peun nonb3zoBatens UCIIH npu ocyliecTBIeHUN UM (PYHKIIUU TO-
nocoBoro BBoja I1/ln B UCII[H, nuG0 BOCTIPOU3BOIUMON aKyCTHUUECKUMU Cpel-
ctBamu MCIIJIH (ecnu Takue (QyHKIIMU MPEAyCMOTPEHBI TEXHOJIOTHEH 00padoTKU
[111), a Takke coiepsKamascs B JIEKTPOMATHUTHBIX MOJSX U IJICKTPUUYECKUX CHUT-
Hajax, KOTOpbIe BO3HUKAIOT 33 CYET MPeoOpa3oBaHUi aKyCTHYECKON MHPOpMALIHH;

- BUioBasi nHGOpMaIHs, IPeACTaBICHHAs B BUAEC TEKCTa U M300paKCHUM pas-
JUYHBIX YCTPOUCTB OTOOpaKCHUSI MH(POPMAIIMHA CPEIACTB BBIYUCITUTEIIPHOW TEXHHKH,
WH(OPMAITMOHHO-BBIYMCIIUTEIFHBIX KOMITJIEKCOB, TEXHUUECKHUX CPENICTBA 00pabOTKH
rpaduueckoi, BHUIEO- U OyKBEHHO-IIM(PPOBON HH(OpPMAIUHU, BXONAIIUX B COCTaB
NCTIH;

- uapopmanus, oopadbareiBaemas (nupkynupytomas) B UCIIIH, B Buge siek-

TPHUUYCCKHX, DJICKTPOMAIrHUTHBIX, OIITHYCCKHUX CUTHAJIOB,
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- unopmanus, odbpabartsiBaemas B WMCII/IH, npencrtaBneHHass B BHUAE OuT,
0aiT, |P-ipoToKkos0B, (haiJIOB U IPYTUX JOTUUECKUX CTPYKTYP.

HeoOxoaumo naTh onucaHue HOCUTENEH NepCOHAbHBIX JaHHBIX.

OcnoBubiMH HOcuTeNsiMU [1JIH B UCITIH YupexaeHuil BISIIOTCS:

- BUJI0Basi HHGOpMaIus;

- unopmanus, odbpabatsiBaemas B MCII/H, mpencrtaBneHHas B BHUAE OuT,
0aiT, IP-ipoToKoJI0B, (haiJIOB U IPYTUX JOTUUECKUX CTPYKTYP.

OcTanibHbI€ TUITBI HOCUTENEH MOXHO UCKIIOYUTD 0 CIEAYIOIUM IPUYUHAM:

- akycTH4ecKkyto (pedeByro) uHbopmarnmio, ecau B MCII/In He mpousBoauTcs
r0J0COBOTO BBOJIA IEPCOHANIBHBIX JAHHBIX;

- uadopmanus, odpadateiBaemas (rupkynupytomias) B UCII/IH, B Buge snek-
TPUYECKUX, DTEKTPOMATHUTHBIX, ONITUYECKUX CUTHAIIOB, eciu Bce anemeHTsl UCIIIH
HAXOJIATCA BHYTPH KOHTPOJIUPYEMOIl 30HBI.

@opwmsl npeacraBiaeHus U Hocutenu [1/IH onpenensarca Ha ocHoBanun Otyera

0 pe3vJjbTaTax IMpPOBCACHUA BHVTDGHHeﬁ IIPOBCPKH.

3.3 Onucanue crpykrypsl UCII/In

Ha ocHOBe aHanu3a yclIOBUM CO3/1aHUS U UCIIOJIb30BAHUS NIEPCOHAIBHBIX JaH-
HBIX JIOJDKHBI OBITH OMPEACNICHBI PJIEMEHTHl U MH(pOpMaIUs, COMyTCTBYIOMIAS MPO-
1eccaM CO3JaHusl U UCIIOJIb30BAHUS IEPCOHATIBHBIX JAHHBIX.

[Tocne sToro momkHa OBITH ONMMCaHa CTPYKTypa U mpencraBieHa cxeme MC-
IT/1H, a Tak xe onucanbl 5eMeHThl MCII/IH:

1) Texunueckue cpenctea MCII/H, B ToM ymcie:

- Onucanue cepBepoB 0a3 AaHHBIX, r1e xpanarcs [IJ[H. Ecnu cepBepa
bJl uMMEIT YHHUKAIBHYIO NPOTPAMMHYIO, TEXHUUYECKYK) WJIM JIOTHYECKYIO
CTPYKTYpY, HEOOXOAMMO ONTUCAHUE KaXKO0TO CepBepa.

- Onucanne cepepoB b/l, pacmnoyioKEHHBIX BHE MPENEIOB KOHTPOJIHU-
pyemoiil 30Hbl WK sBIsOIMXcs yactbto apyrux MCIIJIH, ¢ koTopeiMu Balia

nH(pOpMaIMOHHAs cCTeMa OOMEHUBAETCS IaHHBIMHU.
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- Omucanne APM mnonb3oBareneii. Ecnu B Bamielr mHpoOpMamoHHOM
cucteme APM mnonb3oBareneit yHU(PUIIMPOBAHBI, TO JOCTATOYHO MEPEUUCIUTD
nmporpaMmMHoe obecrieueHrne UCroiap3yeMoe, mpu oopadotke [1J][H u ycTaHOB-
JICHHBIE CpEeJICTBA OE30MaCHOCTH.

2) Ucnonb3yeMble KaHalbl CBSI3H, ¢ MOMOIILI0 KoTopbix MCIT/IH oOMeHuBaeT-
Csl TaHHBIMU C IPYTUMU cucTeMaMu. KaHalloM CBSA3M TakK K€ SIBISETCS MOAKIIOUCHUE
Bceit CIIJIH mim ee 2J1eMEHTOB K CeTU MEXKIyHapoaHoro ooMeHa MuTtepHer, gaxe
€clii PeXuM paboThl MH(DOPMAIMOHHOW CHUCTEMBI HE TMPEAINOaraeT CIy>KeOHON
HEOOXOMMOCTH TIepeaun JAHHBIX MO CETSAM OOIIETO MOJb30BAHMS M MEKTyHApO/I-
HOT0 0OMEHa.

OnucaHue KaHajia IpoOU3BOAUTCS B hopMe:

- XapakTepucThKa KaHaja (BbIJICJICHHBIN KaHall, MOJIEMHOE TOJIKIII0Ue-
HUE U T.11.);

- [losmydarenu nmaHHBIX (OpraH MCHOJIHUTEIBHOW BiacTU (Ha3BaHUE),
KOHTPOJIMPYIOIINE OpPraHbl (Ha3BaHUE) U T.I1.);

- XapakTep U BUJ EPEChIIAEMbIX JJAHHBIX (KOHCOJIUIUPOBAHHBIC OTYE-
ThI, CHHXPOHM3AIUs JaHHBIX Mexay b/l u T.1m.).

3) Iporpammusie cpeacrea MC/IH, B ux gwucie:

- Ucnionb3yembie onepaluoHHbIC CUCTEMBI,

- Ucnionp3yeMbie MpOrpaMMHO-annapaTHbIE KOMIUIEKCHI, Y4aCTBYIOIIHE
B 00pabotke I1/1H;

- OCHOBHOE TOJIB30BATENBCKOE MPOTPAMMHOE OOECIEYeHHE, y4acTBY-
romue B oopadotke [1/]H;

- [1O coOcTBeHHOM pa3pabOTKU WM CTaHJAPTHBIE MPOTPaMMBI, CIICLIH-
IbHO JOPAOOTaHHBIC MO/ HY Kbl OpTaHU3AIINH;

- AHTUBHPYCHYIO 3aLIUTY.

4) Hupkxymupyromue B UCIT/In uHpOpMaIIMOHHBIE TOTOKH, B BUJC:
omnpasumensy (Quzuueckoe unu opuouUyecKoe Iuyo, npoyecc, NPocPammHblil

MOOYIIb U M.N.) — noydamens (Qhuzuueckoe uiu puouyeckoe Juyo, npoyecc,
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NPOCPAMMHDBIN MOOYIb U M.N.). popmam 0OMeHa OAHHbIMU (edcemecsuHble
(keapmavHble) OMuemsl, pecucmpbul, peecmpul, 3anPocbl AOOHEHMO8 U M.1N.).
5) OmmcaTth HCHOJIB3yeMble TEXHUYCCKHUE CPEACTBA WM IPUHITUIIBI 3alTUTHI,
otoOpa3uth ux Ha odmier cxeme MCIIJIH. MoryT BKIIfO4aTh B ce0s:

- MexceTeBbie dKpaHbI;

- 'pannvHOE TEIEKOMMYHHUKAIIMOHHOE 000PYI0BaHUE;

- O0opynoBanue hopMupyromue BupTyanbhbie yactabie ceTd (VPN);

- Paznenenue Ha BupTyanmsHbIe JokanbHbie cetd (VLAN, Virtual Local
Area Network).

Crpykrypa UCIIJIH onpenensiercs Ha ocHoBaHMM OT4YeTa 0 pe3ysbTrarax Impo-

BCIACHUA BHVTDGHH@IZ IIPOBCPKHU.

3.4 OnpenesieHne XapaKTePUCTUK 0€30MIACHOCTH

Tak ke HEOOXOUMO ONPEAENIUTh XapaKTEPUCTUKU O€30IaCHOCTH 3JEMEHTOB
cuctemMbl ¥ Bcert UCII/IH B 1ienmom.

OCHOBHBIMH (KJTaCCHUYECKHMHU) XapaKTEPUCTUKaMH O€30MaCHOCTU SIBIISIOTCS
KOH(HIEHIIMAJIBHOCTB, LIEJIOCTHOCTh U IOCTYTTHOCTb.

KonpuaenunanbHocTs HHPoOpMaNMU — 00513aTEIBHOE )11 BBITIOJTHEHUS JIH-
1IOM, TOJIYYMBIIUM JIOCTYI K OIpene’IeHHON mH(popMaluu, TpeOoBaHUE HE mepena-
BaTh TaKyl0 MH(POPMALIMIO TPETHUM JIMLIaM 0e3 coryiacus ee o0agaTens.

esgocTHOCTH, HHpOPMALIMH — CTIOCOOHOCTh CPEACTBA BBIYUCIUTEIHLHOM TEX-
HUKU WK MHPOPMAIIMOHHOM cHUCTEeMBbl 00ecreunBaTh HEM3MEHHOCTh MHPOpPMALUU B
YCJIOBUAX CIIYYalHOTO W/UJTU MPETHAMEPEHHOIO NCKAKEHUS (pa3pyLIeHHS).

JlocTynHOCTHL HH(GOPMALMHM — COCTOsSHUE MH(OpMaIuu (pecypcoB aBTOMAaTH-
3UPOBAaHHON MH(GOPMALIMOHHON CUCTEMBI), TP KOTOPOM CYOBEKThI, UMEIOIINE MPABO
JIOCTYTIa, MOTYT PEaIU30BBIBATH UX OECHPEIATCTBEHHO.

[Ipu o6paboTtke mnepcoHanbHbIX naHHbIX B WCII[H yupexnenuit MuHn-
3paBcolpa3BuTus Poccur HEOOXOIMMO 00ECHEeUUTh CIEAYIONINE XapaKTEPUCTUKU

0€3011acHOCTH — KOH(PUIESHIIHAIBHOCTb, IIEJIOCTHOCTD.
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BriOpannbie xapaktepuctuku 0ezonacHoctu [1/lH oTpakarorcs B AKTe Kiac-

CI/I(bI/IKa[II/II/I HHd)ODMaHI/IOHHOI?I CHUCTCMBEI IICPCOHAJIBHBIX TAHHBIX.
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4 Tloaw3oBaTeau UCIIIn

B nanHoMm pasnene BaMm HEOOXOJMMO COCTaBUTh MaTpHIly JocTyna. Matpuia
nocTyma B TabmuyHOU opMe oTpakaeT mpaBa Bcex rpyri monb3oBareneit NCIIx
Ha JICUCTBUSI ¢ IEPCOHATBHBIMU TaHHBIMU. [[elicTBuUs (Omepanuu) ¢ IepCOHATbHBIMU
JAHHBIMH, BKJIIOYAIOT cOOp, CHUCTeMaTH3allii0, HAKOIUICHUE, XpaHEHHE, YTOUHEHHE
(oOHOBIIEHHE, U3BMEHEHNUE), UCTIOJIb30BAHUE, PACTIPOCTPAHEHHE (B TOM UHCIIE TIEpeia-
qy), 00e3TMYuBaHKe, OJIOKUPOBAHNUE, YHUUTOKECHUE MTEPCOHATBHBIX TAHHBIX ).

Ecte Tpu ocHoBHble rpynmbl noJibzoBareneid MCIIIn (rpynmsl onmucaHbl B

Konuennum nadhopMalinoHHON 0€30IIaCHOCTH )

- Anmunnctparopsl UCII/IH, oCcylIecTBISIONINE HACTPOMKY U YCTAHOBKY TE€X-
Huueckux cpenctB UCII/IH u oOecnieunBaroime ee 6ecrnepedoitnyo padborty;

- Pazpaborunku MCIIIH, ocymecTBistomuye pa3paboTKy U MOIJASPIKKY IIPO-
rpaMMHOr0 oOecreueHuss COOCTBEHHOM pa3pabOTKH WM CTaHJIAPTHBIX MPOrpamm,
CIEUAIIBHO JOPAaOOTAHHBIX MO HYK/Ibl OpraHU3al1u;

- Oneparopsl UCIIJIH, ocymiecTBisIoNMe TEKYIIy0 paboTy ¢ MEPCOHATbHBI-
MU JTaHHBIMH.

Kaxmas rpymnma MoxeT ObITh YTOUHEHA (MpUMEp YTOUHEHUs1 onucaH B [losum-

TUKE WHGOPMAIIMOHHON 0€301aCHOCTH), HAPUMEP, MOXKET ObITh JBe Tpyribl Ore-

patopoB UCIIJIH. IlepBas ocyluecTBIsE€T JIMIIb COOp M CHCTEMATH3aLUIO IEpPCOo-
HaJIbHBIX JAHHBIX, BTOPasi — yTOYHEHHUE, UCIIOJIB30BaHUE U paclpocTpaHeHue. B mar-
pHIE JOCTyIa JOJKHO OBITh ONMHUCAHKME BCEX TPyNi, 00JagaroluX NIpaBaMu Ha Orpe-
neneHnsle aerctBud ¢ [1JH. JokeH ObITh YTOUHEH CHHMCOK Pa3pelieHHbIX 1eUCTBUMA
Ka)JI0W U3 TPYIIII.

Tumnosas matpuna nocryna ansa UCI/Ax yupexnennii MuH3apaBcoupa3BUTHUS

Poccum npencrasnena B Tabauie 1.

Tabmuma 1
Tunosast posb YpoBens gocryna K [1/{xH Pa3pemennbie qercTBus
AJIMHHHUCTpATOP O6nanaeT nmoyiHOM HHPOP- - cbop
NCITu MaIyen 0 CHCTEMHOM M TIPU- | - CUCTEMaTU3allns
KJIaJITHOM MTPOTPaMMHOM - HaKOILICHHUE
obecneuenun UCIIJIH. - XpaHEHHe
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YTOYHEHHUE

O6mamaet mosHOM MHGOP- UCIIOJIb30BaHUE
ManMen O TEXHHYECKUX pacnpoCcTpaHeHue
CpencTBax U KOH(HUTypaIuH 00e3TMIBaHKE
NCII/Jn. OJIOKUpOBaHUE
YHUYTOXEHUE
Nwmeet nocTym Ko BceM TeX-
HUYECKUM cpeacTBaM oOpa-
00TKM MH(pOpMAITUU U JaH-
HbiM UCITIH.
Ob6nagaet nmpaBaMu KOH(U-
TYpUPOBaHUS U aIMHHUCTPA-
TUBHOU HACTPOUKHU TEXHUYE-
ckux cpeacts UCII/H.
PazpaboTunk UC- Oo6nanaer undopmarueit 0o CHUCTEMAaTHU3ALUS
[ 1u aNIropuTMax U mporpammax HAKOIJICHUE
00paboTku nHGOpMAIIH HA XpaHEeHue
NCITH. YTOYHEHUE
o0e3nuurBaHue
OO6amaer mpaBaMu BHeECE- 0JIOKUpOBaHUE
HUS U3MEHEHUH B TIPO- YHUYTOXEHUE
IrpaMMHOE 0O€eCTieueHHE
NCIIIH Ha cranum ee paspa-
OO0TKH, BHEAPEHHUS U COMPO-
BOXKJICHHUSI.
Pacnonaraer Bceit unpopma-
it o Torojoruu UCITIH u
TEXHUYECKUX CPEJICTBAX 00-
pabotku u 3amwuTsl [1/1H, 06-
pabatsiBaembix B UCIIJIH
Omnepatop UCITI[Iln | O6magaer mpaBaMu AOCTyma coop
K noaMHOkeCcTBY [1/]H. cucTeMaTHu3aIus
HAKOIIJICHUE
Pacnonaraer ungopmarueit XpaHeHue
o tonosioruu MCI1/Ix Ha 6a- YTOUYHEHUE
3€ JIOKJIbHOW U (WJIK) pac- HCIIOJIb30BaHUE
npeaeneHHoi napopmaru- pacripocTpaHeHHE
OHHOU crcTeMaM, Yepe3 KO- o0e3nmuynBaHue

TOPYIO OH OCYLIECTBIISIET JI0-
CTYyI, U COCTaBE TEXHUYE-
ckux cpeacts MCIT/H.
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JlomkeH OBITh OMHUCaH MOPSIOK MPEAOCTABICHUS U MIPEKPAILIEHUS TOCTyIIa TEM
WIM WHBIM N0Jb30BaTessiM. [Ipu HacTymiieHun, Kakux coObITUH (IIPUEM U YBOJIbHE-
HUE C padOThl, HHUIIMATUBA WIN TPEOOBAHUE PYKOBOAMTEIIA, CIY OBl O€30MaCHOCTH
U T.I.) U HA OCHOBAaHUM KAKUX JIOKYMEHTOB (TIOJMTUK U MHCTPYKLHUN) MPOUCXOIUT
IIPEIOCTABIICHUE U IIPEKPAILIEHNE JOCTYIIA.

BrocneacTBuM COTPYIHUKH BBISBICHHBIX TPYIIT IOJb30BAaTENCH, JIOJKHBI

OBITh PaCCMOTPEHBI B KAaueCTBE MOTCHIMAIBHBIX HapymuTene (cM. pasmen 7.2 Ha

ctp. 37).
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5 Tunsl UCIIIn

Yrpo3sl 6e3onacHoCcTH mepcoHanbHbIX AaHHBIX (YBII/IH) 3aBucaT oT Tuma

NCITdua. UCITAH pa3ninyaroT Mo CIeIyOIUM XapaKTEPUCTUKAM.

5.1 Xapakrepuctuxku UCII/In

ITo cTpykType nHGOPMALIMOHHBIE CUCTEMBI MTOAPA3AEIISIOTCS:

- Ha aBTOHOMHBIE (HE MOJKIIOYCHHBIE K WHBIM WH(OPMAITMOHHBIM CHCTEMAaM )
KOMILJIEKCHl TEXHUYECKUX W MPOTPAaMMHBIX CPEJCTB, MpeAHa3HaueHHbIE AJid o0pa-
OOTKH NMEePCOHANBHBIX JTAHHBIX (ABTOMATU3UPOBAHHBIC paboUYne MeCTa);

- Ha KOMIUIEKChl aBTOMATU3UPOBAHHBIX pab04YMX MECT, OOBEUHECHHBIX B €1-
HY10 HH()OPMAIMOHHYIO CUCTEMY CPEACTBAMU CBSI3U 0€3 UCIOIb30BAHUS TEXHOJIOTHH
yAaJIEHHOTO JOCTYyMa (JTOKaJbHbIe UHPOPMAITMOHHBIE CUCTEMBI);

- Ha KOMIUJIEKChl aBTOMATU3UPOBAHHBIX PA00OUUX MECT U (MJIM) JTOKATbHBIX WH-
(GOpMAaIIMOHHBIX CHUCTEM, OOBEIUHEHHBIX B €IUHYI0 HH(GOPMAIIMOHHYIO CHCTEMY
CPEACTBAMHU CBSI3U C HUCIOJIb30BAHUEM TEXHOJOTHM YIAJIECHHOTO JOCTyma (pacrpese-
JICHHBbIE UHPOPMAITMOHHBIE CUCTEMBI).

ITo HAMMYHIO MOAKIIYEHNH K CeTAM CBSI3M OOIIEro MOJIb30BaHUS U (MJIN)
CeTSAM MEXIyHapOJIHOT0 WH(OPMAIMOHHOTO OOMeHa HMH(POPMAIMOHHBIE CHUCTEMBI
MOAPA3JAEIAIOTCS HA CUCTEMbI, UMEIOIIUE MOJKIIOYEHUS, U CUCTEMbI, HE MMEIOLIUE
MMOIKJTIOUECHHU.

NCIIIx nMeeT MOAKIIOUSHHS K CETSIM CBS3H OOIIEro MoJIb30BaHUs U (MIJIH) ce-
TSAM MEXIYHApOJHOTO MH(OPMAIMOHHOTO OOMEHa, €Clu BCS CHCTeMa WM €€ dJie-
MEHTBI MEPEChUIAIOT JIaHHBIC MO SJEKTPOHHBIM KaHajaM CBSI3M B JPYTHME CUCTEMBI
WJIU UMEIOT NOJAKII0ueHHE K cetu IHTepHeT.

Ilo pe:xkumy 00paGoOTKM NMEPCOHAJbHBIX JAHHBIX B MH()OPMAIIMOHHOW CH-
cTeMe WH(OPMAIIMOHHBIE CHUCTEMBbI MOAPA3ACISIOTCS HAa OJHOIMOJb30BATEIBLCKUE U
MHOT'OTO0JIb30BaTEIbCKUE.

NCII/IH sBasieTcss OQHOMOIB30BATEIBCKOM, KOTJa OJIUH COTPYAHUK COUYETAET B

cebe ponu AnmunncTtparopa u [lons3oBarens UCII/IH, u eqMHOMMYHO OCYIIECTBIIS-
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eT 00pabOTKy MEPCOHATBHBIX IAHHBIX HA OJJHOM aBTOMAaTH3MPOBAHHOM paboueM Me-
cre. Bo Becex npyrux cnydasx, UCII/IH aBisieTcs MHOTOMOJIb30BATEIbCKOM.

Ilo pa3drpaHuyYeHnio MpaB JA0CTyNAa MoJib30BaTejJeldl MHPOPMAIMOHHBIE CH-
CTEMBI MOJIPa3IEISAIOTCA Ha CUCTEMBI 0€3 pa3rpaHUueHuUs MpaB JOCTyNa U CUCTEMBI C
pa3rpaHUYECHHUEM IPaB JOCTYIIA.

NUCIIIn sBnsieTcs CHCTEMOW C pa3srpaHWYEHUEM IpaB, €CIM B HEW NPUCYT-
CTBYIOT pa3Hble TPYyMIbl MOJb30BaTENICH C pa3HbIMH MpaBamu (CM. paznen 4 Ha
ctp. 25). UCIT[IH sBiisieTcst cucTteMoi Oe3 pa3rpaHWYCHHsI MpaB, KOT/Ia BCE ITOJIH30-
BATEIN UMEIOT OJIMHAKOBBIE IIPaBa HA JECUCTBUS C IEPCOHAIIBHBIMU JTAHHBIMU.

NudopmarmonHbie cUCTEeMbl B 3aBUCHUMOCTH OT MECTOHAXOKIEHUSI UX TEX-
HUYECKHUX CPEACTB MOAPA3JICISIIOTCS HA CUCTEMBI, BCE TEXHHUYECKHE CPEICTBA KOTO-
pBIX HaxonsTcs B mpenenax Poccuiickor Penepanuu, U CUCTEMbl, TEXHUUYECKUE
CpPEeACTBa KOTOPBIX YACTUYHO WJIA LIEJIMKOM HaxoAATCs 3a mnpenenamu Poccuiickon
denepanu.

Bce UCII[In MunsznpapconpaszButusi Poccun, Haxonarcst mpenenax Poccuii-
ckori denepanmu. Eciu kakue-mu60o snementsl MUCII[IH HaxoasTCs BHE MpEEiioB
Poccuiickoit @enepanuu, To UCITIH paccmaTtpuBaetcs, kak Pacnpenenennas VC I

tuna (cM. pazzaen 5.2 Ha ctp. 29) ¢ coorBercTByronumu Y BIT/H.

5.2 Tummuzamust UCITIu

Ucxona u3 xapakrepuctuk UCIIIH (cm. pazaen 6.1.), onpenensiercss tun UC-
[Idu Yupexaenuii. CymectBytoT cieaytomue tunbsl UCITIH:

- ABroHomHasi UC | Tuma — oJHOIOJIB30BaTEIIbCKOE, aBTOHOMHOE pabouee
MECTO, HE UMEIOIIee MOAKIIOUECHUSI K CETSIM CBSI3U OOIIEro Mmojib30BaHus U (M) ce-
TSM MEXTyHApOIHOTO HHPOPMAIIMOHHOTO 0OMEHa NH(POPMAITMOHHBIE CUCTEMBI.

- ABronomHasi UC |l Tuna — oJHOIOIB30BaTENIHCKOE, ABTOHOMHOE pabouee
MECTO, UMEIOIIEE TTOIKITFOYCHHE K CeTSAM CBSI3U OOIIETO MOIb30BaHUS U (UITH) CETIM
MEXIYHApOIHOTO HH(POPMAITMOHHOTO OOMeHa HH()OPMAITMOHHBIC CHCTEMBI.

- ABronomHasi UC |1l Tuna — MHOTOIOIE30BaTEILCKOE AaBTOHOMHOE pabouee

MECTO, HE UMEIOIIEee TOAKIIOUCHHS K CETSIM CBSI3M OOIIETO TOJIb30BaHMS U (M) Ce-
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TAM MEXIyHApOJHOTO MH(POPMAIIMOHHOTO 0OMeHa MH()OPMALIMOHHBIE CUCTEMBI, 0€3
pasrpaHU4eHus MpaB JIOCTYTIA.

- Apronomuasi UC IV tuma — MHOTOmos30BaTebckoe, aBTOHOMHOE pado-
yee MECTO, UMEIOIIee MOJKIIOUEHUE K CETSIM CBSI3U OOILEro Moiab30BaHus U (1K) ce-
TSAM MEXKIYHApOAHOTO0 MHPOPMALIMOHHOTO 0OMeHa MHPOPMAIlMOHHBIE CUCTEMBI, 0€3
pasrpaHUyCHUsI IpaB AOCTYIIA.

- ApTronomHasi UC V Tuna — MHOTOMoJib30BaTeIbCKOE, aBBTOHOMHOE pabouee
MECTO, HE MMEIOIIEE MOJIKIIOUCHHUS K CETSIM CBSI3M OOIIEro MOJb30BaHus U (M) Ce-
TSAM MEXIYHApOJTHOTO WH(GOPMAIMOHHOTO OOMeHa WH(GOPMAIMOHHBIE CHCTEMBI, C
pasrpaHU4YeHHEM TPaB JIOCTYTIA.

- ABronomuasi UC VI tunma — MHOromnoJib30BaTeibCkOe, aBTOHOMHOE pado-
yee MECTO, UMEIOIIEe MOJKII0OUEHUE K CETSIM CBS3U 0OOIIEro Mojib30BaHus U (W) ce-
TAM MEXAYHApOJIHOTO MH(GOPMAIIMOHHOTO OOMeHa MH(GOPMAIIMOHHBIE CHUCTEMBI, C
pasrpaHUYCHUEM MpaB JOCTYIIA.

- JIUC | Tuma — nokanpHas MHGOPMAIIMOHHAS CHCTEMa, HE UMEIoIas IMoj-
KIIFOUEHUSI K CETSIM CBSI3M OOIIETO MOJb30BaHUSA M (MJIM) CETAM MEXKIyHApOIHOTrO
nH(pOpMaITMOHHOTO OOMeHa MH(GOPMAIIMOHHBIE CUCTEMbI, C pa3TpPaHUYCHUEM IpaB
JOCTyTa.

- JIUC Il Tuna — nokanpHas uHGOPMAIMOHHAS CUCTEMA, UMEIOIIas TOIKIIO-
YEHHUE K CETSIM CBSI3HM OOIIETO MOJb30BaHUS U (MJIM) CETIM MEXKITyHApOIHOTo UHMOP-
MaIlMOHHOTO OOMeHa MH(OPMAIIMOHHBIE CUCTEMBI, C pa3TpaHUUECHUEM TIPaB JOCTYIIA.

- Pacnpenenennass UC | tuna — pacnpenenenHas uHGopMalvoHHasi CUCTe-
Ma, HE UMEIOIIasl TTOAKIIOYEHUS K CETSIM CBSI3M OOIIEro MOJIb30BAHUS U (UJTH) CETSIM
MEXIYHAPOJAHOTO MH(POPMALIMOHHOTO OOMEeHa MH(OPMAIMOHHBIE CHUCTEMBI, C pas-
IrpaHUYEHUEM TIPaB JIOCTYIIA.

- Pacnipenenennas UC |l Tuna — pacnpenenennas nadopmaimoHHasi CUCTe-
Ma, UMEIOIAs MOJKIIOYEHUE K CETSIM CBSI3UM OOILEro MOJb30BaHUS U (WJIM) CETAM
MEXIYHAPOJIHOTO MH(POPMAIIMOHHOTO OOMeHa MH(OPMAIMOHHBIE CUCTEMBI, C pa3-

IpaHUYEHUEM TIpaB JOCTYyIA.
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HeoOxomumo onpenenuts Kk kakomy tuiy otHocutcs UCIIJnH. Tlocae yero, B
cootBercTBUM ¢ TUNoM WCII/IH, ompeneianTs ypoBeHb HCXOMHOW 3alIUIICHHOCTU
(cM. pazmen 6 Ha ctp. 32), BeposTHOCTH (cM. paszen 7 Ha cTp. 36) W BO3MOXKHOCTH
peanu3anuu yrpo3 (cm. paszaen 8 Ha crp. 71), ux omacHocTs (cM. paszaen 9 Ha crp. 90)
U aKTyajapHOCTD (cM. pasaen 10 na crp. 104).

B npunoxxennn npeacTaBieHbl 0000MEHHBIE YaCTHBIC MOJEIH YTPO3 IS Kax-
noro u3 TanoB UCIT/Ix (cm. [Tpunoxenus Ha ctp. 124).

JlanHas TAMHA3aIMs BBEJACHA JUTsl YIPOIICHUS TOCTPOSHUS MOJICTTH YTPO3 U MC-
MOJIb3YETCA JUIIb B JaHHOW MeTtonuke. /[aHHbIe TUIBI He TOJIKHBI UCIIOJIb30BATHCA

npu cocraBiiennn B Aktax kiaccudukanmu UCI/IH 1 1100bIX IPYTUX TOKYMEHTOB.
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6 YpoBeHb MCXOHOM 3aIIUIIIEHHOCTH

[Ton oOmMM ypOBHEM 3aIUIIEHHOCTH ITOHUMAETCsl 0O0OIIEHHBIN [T0Ka3aTeb,
3aBUCSAIIMKA OT TEXHWYECKMX M IKcruryatanuoHHbIX xapakrtepuctuk WCIIIr (Y1),
NIPUBEICHHBIX B TaOIHUIE 2.

Tabmuma 2

TexHnYeCKHe U IKCIUTyaTallHOHHBIE VYPOBCHB 3alIUIICHHOCTH

xapakrepuctuku UCII/In Beicokuii | Cpeaunii | Huskwuit
1. [1o TeppuTOpraIbHOMY Pa3MEIICHUIO:
pactpenenénnas MUCIIJ/IH, koTopas oxBaTbIBaeT
HECKOJIbKO 00J1acTel, KpaeB, OKPYTrOB WU rOCy- +
JapCTBO B LIEJIOM;
ropozackas UCIT/IH, oxBaThIBaromas He 6ojee
0JIHOTO HACEJIEHHOTO MYHKTa (ropoja, MOCENKa);
kopriopatuBHas pacnpenenennas UCII/IH, oxBa-
THIBAIOIIAs] MHOTHE MOAPA3IAEICHNS OJHOM Oopra- +
HH3ALIUH;
nokanbHas (kamiycHasi) UCII/IH, pa3BepHyTas B
npeenax HECKOJIbKUX OJM3KO PacioI0KEHHbBIX +
3JIaHUM;
nokanbHas UCII/IH, pa3BepHyTas B peaeax oa-
HOT'O 3JIaHMSI.
2. ITo HAIMUWIO COSAMHEHUS C CETSIMU OOIIETO MOJIH30BAHUS:
NCII/Ix, nMeroniasi MHOTOTOYEYHBIM BBIXO/I B
CETh OOIIIEro MOJIb30BAHU,
NCII/IH, nMeroiiasi 0IHOTOYEUHBIN BBIXOJ B CETh
00I11ero MoJIb30BaHM;
UCIIH, dusnuecku oTaeieHHas: OT CETH OOILEro
T10JIb30BAHMUSL.
3. ITo BcTpOCHHBIM (JIETaTBHBIM) OTIEPAIIHSIM C 3aMUCSIMH 0a3 MepCOHATBHBIX JTaH-
HBIX:
YTCHUC, IOKCK; +
3aIUCh, Y TAJIEHUE, COPTUPOBKA, +
MoauduKaIus, nepeaayva. +
4. I1o pa3rpaHMYeHHIO JOCTYNa K MEPCOHATbHBIM JJTAHHBIM:
NCII/H, kK KOTOpOM UMEET OCTYN ONpeIeTICH-
HBIW NIEPEYEHb COTPYAHUKOB OPraHU3alnu, sB-
nsouteiics BnagensueM UCII/IH, mu6o cyObekT
I1/1H;
NCIIIH, K KOTOPOI UMEIOT JOCTYI BCE COTPY -
HUKW OpraHW3alliM, SIBJISIIONICICS BIaJACIbIIEM

+

+
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WCTITg;

NCII/IH ¢ OTKPBITBIM TOCTYIIOM.

5. I1o Hammuuto coenunenuit ¢ apyrumu 6azamu I1/{x naeix UCI1JIH:

unterpupoanHas UCIIJIn (opranuzanus uc-
noJib3yeT Heckosibko 6a3 [1/In UCII[IH, mpu 3TOM
OpraHu3alys HE SBJISETCS BIIAJICIIbIIEM BCEX UC-
noiab3yembix 0a3 [1/1H);

NCIIIH, B KOTOpOU UCIIONB3YETCS 0/1HA Oa3a
[1/11, npuHaanexamas opranu3anui-BiaaaeIIbIly
nanHon MCII/IH.

6. [To ypoHto (06e3nmmunBanus) I1/1x:

NCII/JH B KOTOpO# ITpeaocTaBiIsieMbI€ MOJIb30Ba-
TEJII0 JTAaHHBIC ABJISIOTCS 00€3TMYCHHBIMU (Ha
YPOBHE OpraHu3alu, OTpaciu, 00JacTH, peruoHa
uT.1.),

NCII/IH, B KOTOPOii JaHHBIE 00E3TMYMBAIOTCS
TOJIBKO IIpY IIepefade B Apyrue OpraHu3aluy u
HE 00€3JIMYEHBI NIPH NMPEAOCTaBICHUHU 10JIb30Ba-
TEJIX0 B OpraHu3aluu;

NCII/H, B KOTOpO# IpeaocTaBisieMbI€ MOIb30Ba-
TEeJII0 JaHHBIC HE SBIIIIOTCS 00€3TMYCHHBIMH (T.€.
MPUCYTCTBYET UHPOPMAITHS, TTO3BOJISIONIAS
uaeHTubuurponats cyobekra [1/1H).

I1/T1 6e3 npenBapuTeaIbLHON 00pabOTKHU:

7. ITo o6bemy I1JIH, KOTOpBIE MPEIOCTABISAIOTCA CTOPOHHUM Mosb3oBaTensimM UC-

NCIIIn, npenoctapistomias Bcro b/ ¢ I1]1H;

+

NCII 11, npenocTtapistonias yactsb 11/{H;

NCII/IH, He npeaocTaBsonIue HUKaKoi nH}op-
MAallUH.

HcxomHast cTeleHb 3allUIEHHOCTH ONPESIAeTCs CICIYIOMNUM 00pa3oM:

1) UCI1/In umeeT BBICOKUW YPOBEHb MCXOIHOM 3aIIMIICHHOCTH, €CITU HE Me-
Hee 70% xapakrepuctuk MCIIJIH cOOTBETCTBYIOT YPOBHIO ""BBICOKUI" (CYMMUPYIOT-
Csl TIOJIOKUTEINIbHBIE PEIICHUs 10 EPBOMY CTOJIOIY, COOTBETCTBYIOLIEMY BBICOKOMY

YPOBHIO 3alIUIIIEHHOCTH), & OCTaJIbHbIE — CPEHEMY YPOBHIO 3aIUILIEHHOCTH (I10JI0-

KHUTEIbHBIC perreHus mo sropomy ctojoiry) (Yi=0).

2) UCIIIH uMeeT cpeHUN YPOBEHb MCXOJHOM 3alUIICHHOCTH, €CITU HE BbI-

MOJIHAIOTCS ycsoBus o MyHKTY 1 u He meHee 70% xapakrepuctuk MCII/IH cooTBeT-
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CTBYIOT YPOBHIO HE HIDKe "cpemHuid" (OepeTcsi OTHOIIEHUE CYMMBI MOJIOKUTETbHBIC
pelieHuil Mo BTOPOMY CTOJIOIYy, COOTBETCTBYIOLIEMY CPEAHEMY YPOBHIO 3allIUIIECH-
HOCTH, K OOIIeMYy KOJMYECTBY PEIICHHI), a OCTAIbHBIC - HU3KOMY YPOBHIO 3aIllH-
mennoctH (Y= 5).

3) UCIT/IH uMeeT HU3KYIO CTEIEeHb MCXOMHOM 3aIMIIEHHOCTH, €CIU HE BbI-
noJiHsieTcs yeiaoBus 1o myHktaMm 1 u 2 (Y= 10).

YpoBeHb MCXOIHOM 3aIMIIEHHOCTH JIOJDKEH OBITh ONpelesieH s KaxKIou
NCTIH.

Oco0oe BHMMaHHE CleAyeT yACIUTh ompeaeieHnto Hamwmuaus coemuHeHus c
apyrumu 0azamu [1/In B unbix UCIIIH (mysHkT 5, Tabmunsl 2) u O6bemy [1/1H,
npeoCcTaBsieMbIXx CTOpOHHUM noJib3oBatensiMm UCII/Ixn 6e3 npenBapurtebHoil oOpa-
OOTKH (ITyHKT 7, TaOJMIIBI 2).

s Pacnpenenennsix MC o0oux TUMOB, BAXKHO OINPEACIUTh UX TEPPUTOPHU-
aJIbHOE pa3MenieHue (MyHKT 1, Ta0auIb! 2).

B tabnuue 3 mpeacraBieHo 0000IIEHHOE ONPEICICHUE YPOBHS UCXOIHOM 3a-

IIMUIEHHOCTH 111 Kaxkaoro u3 TumnoB UCII/IH.
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Tabmanma 3

Texunueckue u
AKCIUTyaTallMOHHbIE
XapaKTEePUCTUKHU

ABTOHOMHA
s UC | tuna

ABTOHOMH
asg UC I
THIIA

ABTOHOMHA
a UC I

THUIIA

ABTOHOMHA
a UC IV

THUIIA

ABTOHOMHA
s UICV

THUIIA

ABTOHOMHA
s UC VI

THUIIA

JIMC |
THIIA

JIMC I
THIIA

Pacnpen.

NC I

THUIIA

Pacnpen.
HUcCIi

THUIIA

[To TeppuroprabBHOMY
pa3sMEIICHUIO

BBEICOKHI

BBEICOKHI

BBICOKHUI

BBICOKHUI

BBEICOKHUI

BBEICOKHUI

BEICOKUH

BBEICOKHUI

cpeaHuid

CpeHuUiA

I1o Hannuuro coequue-
HUS C CETSIMU O0ILIETO
OJIL30BaHUS

BBEICOKHI

CpeaHui

BBICOKHUI

cpeaHui

BBEICOKHUI

CpeaHui

BEICOKHH

cpeaHuid

cpeaHuid

CpeHuUiA

ITo BcTpoeHHbIM (J1e-
raJIbHbIM) ONIEPALIUsM C
3anucsmMu 0a3 nepco-
HAJIbHBIX JAHHBIX

CpelHuH

CpelHuH

CpelHuur

CpelHuur

cpeaHui

CcpeaHui

CpeTHU I

cpeaHui

HU3KUNI

HU3KUHN

[To pasrpanuuenuto ao-
CTymna K NePCOHAIbHBIM
JTAHHBIM

CpeaHui

CpeaHui

CcpeaHui

CcpeaHui

cpenHui

cpenHui

CpeaHuii

cpeaHui

cpeaHui

CpeHuii

[To Hanuumro coennHe-
HUH C Ipyrumu 0azamu
IT1x uaeix UCTTIn

BBICOKHI

BBICOKHI

BBICOKHUI

BBICOKHUI

BBICOKHUI

BBICOKHI

BBICOKUH

BBICOKHUN

BBICOKHUI

BBICOKUH

[To ypoBHto (00e3m1uu-
Banus) [1J1n

CpenHui

CpeaHui

CpeaHuin

CpeaHuin

CpenHuin

CpenHui

CpeqHui

CpeaHun

CpeaHun

CpenHui

[To o6vemy I1/IH, kOTO-
pble MPEOCTABISIOTCS

nssm UCTTIn 6e3 mpen-

CTOPOHHUM II10JIB30BATC-

BapUTEJIbHOM 00paboTKH

CpeaHui

CpeaHui

CpeaHui

CpeaHuin

CpenHui

CpenHuin

CpenHui

CpeaHuin

CpeaHuin

CpenHui

YpoBeHb 3alMIIEHHO-
CTH

cpeaHui

CpeaHui

CpeaHui

CpeaHui

cpeaHui

cpeaHui

CpeaHuii

cpeaHui

cpeaHui

cpeaHui

3Hauenue Y1

5

5

5

5

5

5

5

5

5

5

Onpez[eﬂeHI/Ie HNCXOOHOTO YPOBHS 3allIMIICHHOCTH ONPCACIIACTCA HAa OCHOBAHUUA OTuera o PE3VvJbTaTaXx IMPOBCACHNI BHYTPCH-

HEU MPOBEPKHMU.
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/ BepoSITHOCTH peajiu3aluu yrpo3 0e30macHOCTH
7.1 Knaccuduxanus yrpo3 06e30nacHOCTH

[lepedenb yrpo3, ysI3BUMOCTEH U TEXHUYECKUX KaHAJIOB YTEUYKU MHGOpMAIIUH
c(OopMHUPOBAH B COOTBETCTBHH C TPEOOBAHUAMHU PYyKOBOIAIINX JOKyMeHTOB DCTOK
Poccun.

Cocras u conepxanue YBII/IH onpenensiercss COBOKYITHOCTBIO YCIIOBUM U (haKTOPOB,
CO3JAI0UIMX OMACHOCTh HECAHKIIMOHUPOBAHHOI'O, B TOM YHCJIE CIIy4ailHOro, TOCTyIIa
k [1JIn o6pabaTeiBaeMbiM B MCIT/IH.

NCIIn yupexaenuii u opranuzauuii Munzapascoupassutus Poccum mnpen-
CTaBJIAIOT COOOM COBOKYMHOCTh WH(POPMAIIMOHHBIX U TMPOrPAMMHO-AINIMAPATHBIX
3JIEMEHTOB U UX OCOOEHHOCTEHM Kak 00BEKTOB obecreueHus: 6ezonacHocTd. OCHOB-
HbIMU d1eMeHTamu MUCII/IH sBastoTcs:

- IepcoHaIbHbIEe JaHHbIe, 00OpabdaTeiBaeMble B ICII/H;

- "HGOPMAIIMOHHBIE TEXHOJIOTHUH, KaK COBOKYIMHOCTh IMPUEMOB, CIIOCOOOB U
METO/I0B IPUMEHEHUS CPEACTB BBIUUCIUTENBHOM TEXHUKH ITpu oOpadoTke [1/1H;

- texunueckue cpencrsa MCII/IH, ocymectrisitomme obpadotky [1/IH (cpencrBa
BeuncuTeNnbHoN TexHuku (CBT), nHpopMamoHHO-BBIYNCIUTENbHBIE KOMIUIEKCHI U
CETH, CPEJICTBA M CUCTEMBI Tiepeiaun, ipuemMa 1 oopadotku [1/1H;

- IPOTPaMMHBIE CPEJICTBA (OTIEPAIIMOHHBIE CUCTEMbI, CUCTEMBI YIIpaBiIeHHs 0a3a-
MU JIaHHBIX U T.I1.);

- cpencrsa 3anmthl nHbopmaru (C31), Bkmrouas CK3U;

- BCIIOMOTI'aTeJIbHBIE TEXHUYECKHUE CPEJICTBA U CUCTEMbI (TEXHUYECKUE CPEICTBA U
CUCTEMBI, UX KOMMYHUKAIH, HE MpeIHa3HaueHHbIe /i1 00padboTku [1/1H, HO pa3mMertieH-
HbIC B TIOMEIEHUSX, B KOTOpPhIX pacnoiokeHbl MCIIJIH, Takve kak cpeacTBa BBIYMCIIHU-
TEIBHOM TEXHUKH, CPEJICTBA U CUCTEMBI OXPAHHOW Y TIOYKAPHOM CUTHAJIM3ALIMH, CPELICTBA
U CHCTeMbI KOHJWIMOHMPOBAHMS, CPEACTBA AJIEKTPOHHOW OPITEXHUKUA W T.I1.) (manee -
BTCC);

- nokymeHTauusi Ha CK3M u Ha TeXHWYECKHE W MPOTrpaMMHBIE KOMIIOHEHTBI
NCIIdn;

- KJTI04YeBas, ayTeHTUDUIIMPYIOIIas ¥ maposibHas HHGOpMAIIHS;
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- IOMEILEHHUS, B KOTOPBIX HAXOASATCS 3alUIIAEMbIE PECYPCHI.

Bo3mosknoctu ucrounnkoB YBII/IH 00ycnoBiaeHbl COBOKYITHOCTBIO METOJIOB U
CIOCOOOB HECAHKIIMOHMPOBAHHOTO U (WK) ciTyyaiHoro aoctyna k I1/IH, B pe3ysbrare Ko-
TOPOr0 BO3MOKHO HapyIIeHHE KOH(PUACHIIMAIBHOCTU (KOMUpPOBAHUE, HEMpPaBOMEp-
HOE PacHpOCTPaHEHHE), IEJIOCTHOCTH (YHUUYTOKEHHE, U3MEHEHUE) U JOCTYIMHOCTU
(6moxupoBanue) [1/]H.

VYrpoza 6e3onacHoctu [1JlH peanusyercss B pe3ysibrare 0O0pa3oBaHHs KaHajla
peamzanun YBII/IH MeXIy HWCTOYHHUKOM YTPO3bl U HOCUTENEM (MUCTOYHUKOM)
[1/IH, 4TO co3/maeT HEOOXOAUMBIEC YCIOBUA ISl Hapyuienus 6e3onacHoctu I1/[H (He-
CaHKIIMOHWPOBAHHBIN UM CITyYalHBIN TIOCTYTI).

OCHOBHBIMHM 3JIEMEHTaMU KaHana peanmsaunu Y bI1/[H aBisrorcs:

- uctouyHuK YBII/IH — cyOBeKT, MaTepuanbHblii 00BEKT WIH (PU3NYECKOE SBIIE-
Hue, cozaaromue YBIIJIH;

- cpena (myTh) pacrnpoctpanenus [1/[H unu Bo3aeicTBUi, B KOTOpol ¢uznye-
CKO€ II0JIe, CUTHAJI, JaHHbIE WJIM IIPOrpAMMBbl MOTYT PacHpOCTPaHATHCA U BO3JEH-
CTBOBATh Ha 3alllMIaeMble CBOMCTBA (KOH(QUACHIMAIBLHOCTD, LEIOCTHOCTh, JOCTYI-
HoCTh) [1/1H;

- Hocutens [IJIlH — dusudeckoe JIUIO WM MaTEpPUATIbHBINA OOBEKT, B TOM YHC-
ne ¢usnueckoe nose, B koropoM [1JIH HaXoauT cBOE OTpakeHUE B BUJE CUMBOJIOB,
00pa3oB, CUTHAJIOB, TEXHUYECKUX PEIICHUH U MPOIECCOB, KOJIMYECTBEHHBIX Xapak-
TEPUCTHK (PU3UUECKUX BeTUUnH (cM. pasaen 3.2 Ha cTp. 20).

Hcrounnkamu yrpo3z HCJl B UCIT[H MoryT ObITh:

- HApYIINUTEIIb;

- HOCUTEIb BPEAOHOCHOM MPOTPaMMBI.

7.2 Knaccudukanus HApymureJaen

[To nmpusznaky npuHagnexHoctd Kk MCII/IH Bce HapymuTenu nenarcs Ha JBe
IPYIIIBL:
- BHEIIHUE HApYIIUTENU — (PU3MUECKHUE JUIA, HE UMEIoIIMEe NpaBa npedbiBa-
HUS Ha TEPPUTOPUU KOHTPOJUPYEMOM 30HbI, B MpEJenax KOTOPOr pa3melaercs 00o-
pynosanue UCIIH;
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- BHYTPEHHHE HAPYIIUTETN — (U3NYECKUE JUIA, UMEIOIIME MPaBO MpeObIBa-
HUS Ha TEPPUTOPUU KOHTPOJUPYEMOM 30HBI, B MpeJieax KOTOPOr pa3Mernaercs 00o-

pynoBanue UCIT/IH.

7.2.1 BHemIHUi HAPYIIUTE/Ib

B kadecTBe BHEIIHEro HapylUTENsl MHPOPMAIMOHHON O€30MacHOCTH, pac-
CMATPUBAETCS HAPYUIUTEIb, KOTOPBIM HE UMEET HEMOCPEACTBEHHOTO JOCTYyIA K T€X-
HAYECKUM CPEJICTBAM U peCcypcaM CHUCTEMBI, HAXOASIIMMCS B IIpEAeIax KOHTPOJIUPY-
€MOM 30HBI.

[Ipennosiaraercsi, 4TO BHEIIHUWA HApPYLIMTEIb HE MOXKET BO3/IEHMCTBOBATH HA
3alMIaeMyI0 HH(POpPMAIUIO 10 TEXHUYECKUM KaHallaM yTEYKH, TaK Kak 00beM HH-
dbopmanuu, xpanumoit u oopadarsiBacmoit B UCII/IH, siBNsieTCsl HETOCTATOUHBIM IS
BO3MOYKHOW MOTHUBALlMM BHEIIHETO HApyLIUTENsl K OCYLIECTBICHUIO JCHCTBUU,
HaIpaBJICHHBIX YTEUKY HHMOPMAIIUU MO TEXHUYECKUM KaHaJlaM yTeUKH.

[Ipennonaraercsi, 4YTO BHEIMIHUM HAPYIIUTENb MOXKET BO3JIEWCTBOBATH HA 3a-

MUIracMy o I/IH(l)OpMaIII/IIO TOJIBKO BO BPCM:A €C IICPCaadn 110 KaHaJlaM CBA3H.

7.2.2 BHyTpeHHUI HAPYLIUTEJIb

B03M0HOCTH BHYTPEHHETO HAPYIIUTENS CYIIECTBEHHBIM 00pa30M 3aBUCST OT
JEUCTBYIOIUX B MpeEJeax KOHTPOIUPYEMOH 30HbI OTPAHUYUTENBHBIX (PAKTOPOB, U3
KOTOPBIX ~ OCHOBHBIM  SIBIIIETCA  peaM3alus KOMIUIEKCA  OpraHM3allMOHHO-
TEXHUYECKUX MEp, B TOM YHCIIC 1O MOJ00PY, PACCTAHOBKE U 00ECIIEYEHUIO BHICOKOM
podecCHOHaNBbHOM MOATOTOBKU KaJPOB, NOMYCKY (PU3NYECKUX JUI] BHYTPh KOHTPO-
JUPYEMOU 30HBI M KOHTPOJIIO 32 MOPSIAKOM IMpOBeASHUs] padOT, HaNpaBJIEHHBIX Ha
MIPEIOTBPALICHNE U IPECCUYCHUE HECAHKIIMOHUPOBAHHOIO JOCTYMA.

Cuctema pasrpanunuenus goctymna UCITa UCII/In oOecnieunBaeT pasrpaHu-
YeHHUE MPaB MOJIb30BATENICH HA JIOCTYN K WH(POPMAIIMOHHBIM, TPOTPAMMHBIM, ariia-
patHbIM 1 ApyruM pecypcam MCII/IH B COOTBETCTBUU C MPUHSATON MOJUTHUKON WH-

dbopmanionHoi Ge3zonacHocTH (mpaBwiamu). K BHYTpeHHUM HapyLIUTENSIM MOTYT
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OTHOCHUTBCA (CHI/ICOK JIUI, JOJIKCH OBITH YTOYHCH B COOTBCTCTBUU C I'pyIllIiaMH 110JIb-

30BaTejiel onucaHHbIX B [lonuTrke HHd)ODMaHHOHHOﬁ 6630H3CHOCTI/I):

- anmuaucTparopsl UCIIIH (kaTeropus I);

- QJIMUHHUCTPATOPbl KOHKPETHBIX MojacucteM win 6a3 nanubix MCII/H (kate-
ropus I1);

- nosb3oBarenu UCII/Iu (kateropus III);

- TIOJIb30BATEIIH, SIBISIONIMECS BHEIIHUMH 10 OTHOUIEHUIO K KOHKpeTHOM AC
(xareropus IV);

- 1A, 00Jagarone BO3MOXKHOCTBIO JIOCTyIAa K CHCTEME Tepeadyd JaHHbBIX
(xateropus V),

- corpynnuku JIITY, nMmeroniyue CaHKIIMOHMPOBAHHBIN JOCTYIl B CIY>KEOHBIX
LEJSAX B MOMEIICHHS, B KOTOPBIX pazMemarorcs anementam WCII/IH, HO HE umero-
1IMe npasa 0CcTymna K HuM (kateropus VI);

- o0cy KuBarOIMK nepcoHan (oxpaHa, paOOTHUKU MHXEHEPHO—TEXHUYECKUX
ciyx0 u T.1.) (kateropus VII);

- YIIOJTHOMOYEHHBIN niepcoHan pazpadorunkoB MUCIIJIH, KOTOpsIil HA JOrOBOP-
HOM OCHOBE MMEET MPABO HA TEXHUYECKOE OOCITYKMBAHUE U MOJAU(PUKAIINIO KOMIIO-
HerroB MCIT/In (kateropus VIII).

Ha nun xateropuit | u |l Bo3oxkeHbl 3a7a4u MO0 aIMUHUCTPUPOBAHUIO TIPO-
rpaMMHO-anmapaTHbIx cpeAcTB u 6a3 nanubix UCIIJIH ana uaTerpanuu u odecreye-
HUSI B3aUMOJEHUCTBUS PA3IMYHBIX MoAcUcTeM, BXxoasumx B cocraB UCII/H. Anmu-
HUCTPATOPHI MOTEHIMAIIBHO MOTYT PEaIM30BbIBaTh Yrpo3bl b, UCMOIB3ysi BO3MOXK-
HOCTH TI0 HETIOCPEJICTBEHHOMY JIOCTYIY K 3aluiiaeMoi nHopmMammu, oopadaTsiBa-
emoi u xpanumon B MUCII/IH, a Takke K TEXHUYECKUM U MPOrPaMMHBIM CpPEICTBAM
NCIIH, BKIItO4as Cpe/iCTBa 3alUThI, UCIIOIb3yeMble B KOHKPETHBIX AC, B COOTBET-
CTBHUH C YCTAHOBJICHHBIMU JIJISI HUX aIMUHUCTPATUBHBIMH MOJTHOMOYUSIMH.

OTH JIMIIa XOPOIIIO 3HAKOMBI ¢ OCHOBHBIMH aJITOPUTMaMHU, MTPOTOKOJIAMH, pea-
JU3YEMBIMHU U UCIOJB3yeMbIMU B KOHKpeTHBIX mojcucremax u VMCII/IH B uenomMm, a

TAKKE C IPUMCHACMBIMHU ITPUHIOUITAMU U KOHLCIIIUAMUA 0e30MacHOCTH.
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[Ipenmonaraercs, 4To OHU MOTJM OBl MCIMOJIB30BAaTh CTaHAAPTHOE 000PYAOBaA-

HHE MO0 I UACHTU(DUKALINK YSI3BUMOCTEH, 100 11 peanusaruu yrpo3 Ub. Jlan-
HOE 000pYyIOBaHHE MOXKET OBITh KaK YaCThIO IITATHBIX CPEJCTB, TAK M MOXET OTHO-
CUTBCSI K JIETKO TOJTydaeMoMy (HampuMmep, MporpaMMHOe 00ecIieueHHE, MOJyYeHHOE
13 OOIIEOCTYIMHBIX BHEITHUX UCTOYHUKOB).

Kpome Toro, mpemmonaraeTcsi, 9TO 3TH JIMIIA MOTJIM OBl pacrojiarath cuerma-

JIN3UPOBAHHBIM O6ODVI[OBaHI/I€M.

K muuawm kareropuii | u |l BBuay nx uckmountensHoi pos B UCI/IH nomken
NPUMEHATHCS KOMIUIEKC OCOOBIX OpTraHU3alMOHHO-PEKUMHBIX MEp MO UX MOA00pY,
OPUHATHIO HA pabdoTy, HA3HAYEHHIO HA JOJHKHOCTh U KOHTPOJIIO BBIIOJHEHUS (PyHK-
[IMOHAIBbHBIX 00A3aHHOCTEMN.

[Tpennonaraercs, uro B uncio aun kateropuid | u 1l 6yayT BkitouaThCst TOJIb-
KO JIOBEPEHHBIE JIMIIA U MO3TOMY YKa3aHHbIE JIMILIA UCKIIIOYAIOTCS U3 YUCIA BEPOSIT-
HBIX HAPYILIUTEIIEH.

[Ipeanonaraercs, uro smma kareropuii IlI-VIII oTHOCATCS K BeposTHBIM
HAPYIIUTEISIM.

[Tpenmnonaraercs, 4To BO3MOXKHOCTb CIOBOpa BHYTPEHHHX HapylIUTENeH Ma-

JIOBEPOSATHA BBUY IIPUHSTHIX OPraHU3aLMOHHBIX U KOHTPOJUPYIOIIUX MEP.

7.2.3 IlpeanoJio:keHusi 00 MMelOIelcs Y HAPYIIUTeNs UH(popMauuu 00
00beKTaxX peajn3anu yrpo3

B kauecTtBe OCHOBHBIX YpOBHEW 3HaHMI HapymuTenaeit 00 AC MOXHO Bblje-
JIUTH CIIEYIOLIHE:

- oowas ungopmayus — vaGopMalKM 0 Ha3HAYCHUS U OOIIUX XapaKTEPUCTHU-
kax UCIIH;

- JKCHIlyamayuoHHas ungopmayus — AHGopmManus, NOJydYeHHas U3 IKCIUTya-
TallMOHHOM IOKYMEHTalUU;

- yygcmeumenvHas uHgopmayus — UHPOpPMAIKs, JONOJHSIOAS SKCIUTyaTa-
nnoHHyto uHpopmanuio o0 UCII/In (Hapumep, cBeeHHs] U3 MPOEKTHON JOKYMEH-

taruu UCIT/Ix).
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B yacTHOCTH, HAPYIIUTETb MOKET UMETh:

- JaHHbIe 00 OpraHu3anuy padboThl, CTPYKTYPE U UCIOJIb3YEMbIX TEXHUYECKHUX,
IPOrpaMMHBIX U IpOrpaMMHoO-TexHuueckux cpeactax UCII/IH;

- cBezieHus1 00 nHpopmanmonHbix pecypcax UCII/IH: nopsiok u npaBuia co-
3[JaHUsl, XpaHEHUs U Mepeadynd MHPopMaIu, CTPyKTypa U CBOMCTBa HH(POPMAIIMOH-
HBIX [TOTOKOB;

- JaHHBIE 00 YA3BUMOCTSX, BKJIIOUAs JaHHBIE O HEIOKYMEHTUPOBAHHBIX (HEe-
KJIADUPOBAHHBIX) BO3MOYKHOCTSX TEXHUYECKUX, MPOTPAMMHBIX W HPOTrPaMMHO-
texHuueckux cpeacts UCIIH;

- Ta”HbIE 0 peann3oBaHHbIX B [IC3U npuHIMNax U aaropurmax;

- UICXOAHBIE TEKCTHI TporpammHoro oodecneuenuss UCII/IH;

- CBEJICHUS O BO3MOJKHBIX KaHajaxX peajau3aluu yrpos;

- UH(OpMAIIHIO 0 CIOCO0aX peanu3aluu yrpos.

[Ipeanonaraercs, yto nuna kareropuu |l u xareropum IV BnanerT TonbKO
HKCIUTYaTallMOHHON MH(OpMaIMel, 4To 00ecreynBaeTCsl OpraHu3aluOHHBIMU Mepa-
Mmu. [Ipu 3TOM nuna kareropuu |1V He BlageroT NapoiabHOM, ayTeHTUPUIUPYIOIIEN U
KItoueBor nHpopmarment, ucnonbdyemoir B ANC, k KOTOpbIM OHM HE UMEIOT CaHK-
LMOHUPOBAHHOIO JOCTYIIA.

[Ipeanonaraercs, 4to auia Kareropuu V BIaJetOT B TOM WM UHOW YaCTH YyB-
CTBUTEJIBLHOW U IKCIUTyaTaIllMOHHOW MH(pOpMaIeil o cucteMe mnepenayu uHbopma-
uuu 1 obuieil napopmanuent 06 AUC, ucnosb3yrommx 3Ty CUCTEMY Iepeaadyud HH-
dbopmaryu, 4To 00ecreuynBaeTcsl OpraHu3aluOHHBIMU Mepamu. [Ipu 3ToM Jnia kate-
ropuu V He BIaJCIOT MApPOJbHON U ayTeHTUUIUpyromeil nHpopManuen, UCroab3y-
emon B ANC.

[Ipennonaraercs, uro nuua kareropun VI m nuna kareropuu VIl mo ypoBHio
3HAHMI HE NMPEBOCXOAT LA KaTeropuu V.

[Ipennonaraercs, uro numa kareropuu VIl obnagaroT 4yBCTBUTENIBHOU HH-
dopmanmeit 06 UCII/In n dynkumonansHo opueHtupoBanHbix AVC, BkITtouas wH-
dbopmanuio 00 yA3BUMOCTAX TeXHUYECKUX U nmporpammubix cpencts UCIIH. Opra-

HU3AIMOHHBIMUA MEpaMHM TpeIoaraeTcsi UCKIIYUTh Aoctyn jull kateropuu VI
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TEXHUYECKUM U nporpaMMmHbIM cpeactBam VCIIJ[H B MOMEHT 00pabOTKH ¢ UCHIOIb-
30BaHUEM 3TUX CPEACTB 3allUIIaeMON HHPOPMALIUK.

Takum o6paszom, Haubosnee uHbpopmupoBaHnHbIMU 00 AVC sBisAIOTCS MHIa Ka-
teropud |11 u muna kareropuu VIII.

CreneHp MH)OPMHUPOBAHHOCTH HAPYLIUTENS 3aBUCUT OT MHOTMX (PaKkTOpOB,
BKJIIOYas peann3oBaHHble B JIIIY KOHKpeTHBIE OpraHM3allMOHHBIE MEPBI U KOMIIE-
TEHIUIO0 HapymuTenend. [1o3ToMy 0ObEKTHBHO OLIEHUTh O0bEM 3HAHUN BEPOSTHOTO
HapyLIUTENs B OOLIEM CIIy4yae MPAKTUYECKH HEBO3MOXKHO.

B CBs3U € U3JI0KEHHBIM, C LEIBIO CO3AHUs ONPEIECIEHHOTO 3anaca IPpOYHOCTH
IpEIoJIaraeTcs, YTO BEPOSATHBIE HAPYIIUTENIN 00JI1aJaloT Bce nHpopmaruei, Heoo-
XOJIMMOM NIl MOATOTOBKH U peATM3alK yTpo3, 32 HCKIYEHUEM HH(POpMaluH, J10-
CTYIl K KOTOPOI CO CTOPOHBI HapyIIUTENs] UCKJIIOYAETCsl CUCTEMOMN 3alUThl HHDOP-
maruu. K takoil mHpopMmanum, Hanpumep, OTHOCUTCS HaposibHasi, ayTeHTUPUIUPY-

I0LAs U KIIIoueBast HHPOpMaIIHs.

7.2.4 TIpenmnosio:keHus 00 UMEIIUXCS Y HAPYIIUTEISA CPeICTBAX pean3anun
yrpos

IIpenmnonaraercs, 4T0 HApYLUIUTEIb UMEET:

- anmmapaTtHbie KommoHeHThl C3I1IH nu CO C3I1/1H;

- IOCTYIIHbIE B CBOOOJHOM MpoJa)xe TEXHUUYECKUE CPEACTBA U MPOrpaMMHOE
obecrieueHue;

- CIIELIMaJIbHO pa3pabOTaHHbIE TEXHUYECKHE CPENICTBAa U MporpammHoe odec-
[IEYCHUE.

BHyTpeHHMI HapyIINUTENb MOKET UCOJIb30BAThH IITATHBIE CPEACTBA.

CocTaB UMEIOIIMXCS Y HapyLIUTENs CPENCTB, KOTOPHIE OH MOYKET MCIOJIb30-
BaTh Ui peanusauuu yrpo3 Mb, a Takxke BO3MOKHOCTH IO UX NPUMEHEHUIO 3aBUCST
OT MHOTHX (pAaKTOPOB, BKJItOUas peann3oBaHHble HA 0ObekTax JIITY KoHKpeTHbIe op-
raHU3alMOHHBIE Mepbl, (PMHAHCOBbIE BO3MOXKHOCTH M KOMIETCHIIMIO HapyIIUTENCH.
[ToaTOMy OOBEKTHUBHO OLIEHHTH COCTAB MMEIOLIMXCS y HApYUIUTENs CPEJICTB pealu-

341U YIpo3 B O6HIGM CJlIy4dac IMPaKTUICCKH HCBO3MOKHO.
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[Toatomy, misa coznanus ycroitunBoi C3IIJIH mpennosiaraercsi, 4To BEpOST-
HBI HapyIIUTEIb UMEET BCE HEOOXOAUMBIE IJIsl pealu3ali yrpo3 CPEeACTBa, BO3-
MOYHOCTH KOTOPBIX HE IPEBOCXOIAT BO3MOKHOCTH aHAJIOTUYHBIX CPEJICTB peann3a-
MU yrpo3 Ha HH(OpMalMIO, COAEPHKALLYI0 CBEIEHHUS, COCTaBJSIOIIME rocyaap-
CTBEHHYIO TaliHy, U TEXHUYECKHE U IPOrpaMMHBIE CPEICTBA, 00padaThIBAIOIINE ATY
uH(OPMALIHIO.

BwmecTe ¢ TeM npeanonaraeTcsi, 4To HapyIIMTeNIb HE UMEET:

- CPECTB IIEpEXBaTa B TEXHUYECKUX KaHAIAX YTECUYKH;

- CPEJICTB BO3JICHCTBUS Yepe3 CUTHAIbHbIE LIENU (MHPOPMALIMOHHBIE U yIIPAB-
nstromue uatepderice CBT);

- CPEACTB BO3IECUCTBHS HA UCTOYHHUKHU U YEPE3 e ITUTAHNUS;

- CPEICTB BO3JIECUCTBUA Yepe3 LIEH 3a3E€MIICHNUS,

- CPEACTB aKTUBHOTO BO3AECHCTBUS HA TEXHUYECKHE CpEACTBa (CpencTB 00IIy-
YEHHS).

[Ipennonaraercs, uyTto HauOoJiee COBEPIIEHHBIMH CpEACTBAMH peaTu3aluu
yrpo3 obsagatot auia kareropuu |1l u nmuma xkareropuu VIII.

HeoOxoaumo onpenenuth BceX NOTEHUUANbHBIX HAapyIIUTENel, He UMEIOIINUX
noctyna B UCII/IH. IloTeHuumanbHbix Hapymurened u Bcex nois3oatened UCIIIn

(cM. paznmen 4 Ha cTp. 25) 1 onpeAeTUTh UX KaTErOPHIO.

7.3 Knacenpuxanus yszsumocreid UCIIIn

Vsazsumocts UCII/IH — HemoCTaToOK MM ¢1a00€ MECTO B CHCTEMHOM HJTH TIPUKIIA-
HOM TIPOTrpaMMHOM (TIpOrpaMMHO-aNIapaTHOM) OOECTICUCHUH aBTOMATHU3HPOBAHHOW HH-
(hopMaIIOHHOM CUCTEMBI, KOTOPOE MOKET ObITh UCTOJB30BAHO ISl Peaiu3aliu yrpo-
3Bl 0€30IMACHOCTH TIEPCOHAIBHBIX JAHHBIM.

[TpruurHaMK BOBHUKHOBEHMS YS3BUMOCTEN SIBJIIOTCS:

- OIMOKHU MPU MPOSKTUPOBAHUU M pa3pabOTKe MPOrpaMMHOro (IIporpaMMHO-
aTrapaTHOro) 00eCIeUeHNS,

- IpEIHAMEPEHHBIC JICHUCTBUS MO BHECEHUIO YA3BUMOCTEHN B XOJ€ MPOECKTUPO-

BaHUS U Pa3padOTKU MPOrPaMMHOTO (TPOTrpaMMHO-AMNIapaTHOT0) 00eCIIeUeHUS;
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- HEMpaBWJIbHbIE HACTPOMKHM NPOrpaMMHOr0 OOECHeYeHUs, HEmpaBOMEPHOE
HW3MEHEHHE PEeKUMOB pabOThI YCTPOHCTB M MPOTPaMM;

- HECAaHKIIMOHUPOBAHHOE BHEIPEHHUE U UCIOJIb30BAHUE HEYUYTCHHBIX MPOrpamMm
C TOCJIEAYIOIUM HEOOOCHOBAHHBIM PACXOJI0BAHUEM PECYpPCOB (3arpy3ka IpoIriecco-
pa, 3aXBaT OMEPATHUBHON MaMSITH U aMATH Ha BHEITHUX HOCUTENAX);

- BHEJIPEHUE BPEJAOHOCHBIX MPOTpaMM, CO3JAIOLIUX YSI3BUMOCTU B MPOrpaMM-
HOM U IIpOTrpaMMHO-anmnapaTHOM 00eCTIeUCHUH;

- HECAaHKAIlMOHUPOBAHHbIC HEYMBIIIUICHHBIE ICUCTBUS MOJIb30BATENIEH, TPUBO-
JAIIME K BOSHUKHOBEHUIO YS3BUMOCTEH;

- cobon B paboTe ammapaTHOTO M IMPOTPAMMHOIO oOecrieueHUs (BbI3BaHHBIC
cOOSIMU B DJICKTPONUTAHUU, BBIXOJIOM U3 CTPOSI alllapaTHBIX JIEMEHTOB B pe3yJibTa-
T€ CTApPCHUS U CHWKEHUS HAJECKHOCTH, BHCIIHUMU BO3JCUCTBUSIMHU DJICKTPOMArHUT-
HBIX TTOJIEH TEXHUYECKUX YCTPOUCTB U JIp.).

Paznuyatot cieayroiye rpynmnbl OCHOBHBIX YSI3BUMOCTEH:

- YSI3BUMOCTH CHCTEMHOTO IPOrpaMMHOro obecrieueHus: (B TOM 4YHUCIIE TPOTO-
KOJIOB CETEBOTO B3aMMOJCHCTBHS);

- YSI3BUMOCTH TIPUKIIAIHOTO IPOTPAMMHOTO oOecredeHus (B TOM 4YHCIE

CPEIICTB 3aIUThl HH(OPMAITIH).

7.4 Ilepeuyenb Bo3MO:kHbIX Y BII/IH

Jnsa UCI/Ix YupexneHuit MOKHO BBIICIINUTH CIEAYIOIIHNE YTPO3bI:
1. Yrpo3sl OT yTE€UKH IO TEXHUYECKUM KaHAJIAM.
1.1. Yrpo3sl yTeuku akycTuuecKor nHhOpMaIiu.
1.2. YTpo3sl yTeuku BUOBOW WH(GOPMAITUH.
1.3. Yrpo3sl yreuku uHpopmaimu mo kanamam [[9MIUH.
2. Yrpo3bl HECAaHKIIMOHUPOBAHHOTO AOCTyNa K HH(OpMAaIIUH.
2.1. Yrpo3sl yHHUTOXEHUS, XuIleHUs annapaTHbix cpeacts MCIIH
HocuTenel umHpopManuu myTeM (U3WYECKOTO JOCTyNa K 3JIeMEHTaM
NCTI/n.
2.1.1. Kpaxa I19BM,;

2.1.2. Kpaxa Hocurenei undpopmaru,
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2.1.3. Kpaxa ximroueit u aTpuOyTOB JIOCTYTIA;

2.1.4. Kpaxu, moauduKauu, yHHYTOXEHU UHPOPMAITUH;

2.1.5. BeiBog u3 ctpost y3noB [IDBM, kananos cBs3y,

2.1.6. HecaHKIIMOHMPOBAHHOE OTKJIIOUEHHE CPEJCTB 3aAIUTHI.
2.2. VYrpo3sl XUIICHHS, HECAHKIIMOHMPOBAHHON MOJIU(UKAIUU WU
O5oKMpOBaHUs WH(OPMALIUK 332 CYET HECAHKIIMOHUPOBAHHOTO JTOCTYyIa
(HC) c¢ mpumeHeHMeM MNpOTrpaMMHO-aNNapaTHBIX W MPOTrPaMMHBIX
CPEICTB (B TOM YHCIIE MPOTPAMMHO-MAaTEMaTHUECKUX BO3ACHCTBUNA).

2.2.1. JleficTBuUS BpeIOHOCHBIX IPOTpaMM (BHPYCOB);

2.2.2. HenexnapupoBanHbie Bo3MokHOCTH cuctemHoro [10 u I10

1151 00pabOTKU MEPCOHANIBHBIX JaHHBIX;

2.2.3. YcranoBka [10O He CBS3aHHOTO C UCTIOJTHEHUEM CITY>KEOHBIX

o0s13aHHOCTEH.
2.3. Yrpo3bl HE NPEeAHAMEPEHHBIX JCUCTBUM MOJIb30BATEICH U HApyIlIe-
Hult 6e3onacHoctu PyHkimonrpoBanus UCIIn u C3I1/IH B ee cocTaBe
13-3a COOEB B MPOTPaMMHOM OOECIICUECHHH, & TaAKXKE OT yIPO3 HEAHTPO-
OoTreHHOTo (cO0EeB anmaparypbl U3-3a HEHAJE)KHOCTH IJIEMEHTOB, cOOEB
ANIEKTPOINUTAHUS) U CTUXUHUHOTO (YJapOB MOJIHUM, MOXKApOB, HABOHE-
HUM U T.I1.) XapaKTepa.

2.3.1. YTpara kirodeit u aTpuOyTOB JOCTYTIA,;

2.3.2. Henpennamepennas moaudukanus (yHUYTOKEHUE) WH-

(dopmanuu cOTpyIHUKAMU,

2.3.3. HenpennamepeHHOE OTKITFOUCHHUE CPEJICTB 3aIUTHI;

2.3.4. BbIX0oJ1 U3 CTpOsI anmnapaTHO-MPOrPAMMHBIX CPEJICTB;

2.3.5. CO0i1 cuCTEeMBI JIEKTPOCHAOKEHNS,

2.3.6. Ctuxuiinoe 6encTBue.
2.4. Yrpo3bl IpeTHAMEPEHHBIX IEUCTBUN BHYTPEHHUX HAPYIIUTEICH.

24.1. Jloctyn k wuHbopmaruu, MoAUGUKAIMSA, YHUITOXKEHUE

JIUI] He JTOMYIIIEHHBIX K €€ 00paboTKe;
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2.4.2. Pazrnamenue napopmanuu, MoauduKamus, yHHITOKECHHIE
COTpYJAHHKAMHU JOIMYIIEHHBIMU K €€ 00paboTKe.
2.5. YTpo3bl HECAHKIIMOHUPOBAHHOTO JOCTYIIA [0 KAHAJIAM CBSI3H.
2.5.1. Yrpo3a «AHanu3 cereBoro Tpaduka» ¢ rnepexBaTom mnepe-
naBaemoid u3 MCII/IH u nmpuHHMMaeMoll U3 BHEIIHUX CETEH WH-
dbopmanmn:
2.5.1.1. [lepexBart 3a nepeaienaMu ¢ KOHTPOJIUPYEMOM 30HBbI;
25.1.2. TlepexBaT B mpenenax KOHTPOJIUPYEMOW 30HBI
BHEIITHUMHU HAPYIIUTEIISIMU,
2.5.1.3. IlepexBar B mpenenax KOHTPOJIUPYEMOH 30HBI
BHYTPCHHUMH HAPYITUTEIISIMH.
2.5.2. Yrpo3bl CKaHUPOBAHUS, HAMPABJICHHBIC HA BBISBICHHUE TH-
1a WIK TUIIOB UCIOJIb3YEMBIX OMEPAIMOHHBIX CHUCTEM, CETEBBIX
anpecoB padouux craniui UCII/IH, Tononoruu cetu, OTKPBITHIX
MOPTOB U CIIYkO0, OTKPBITHIX COSTUHEHUH U JIp.
2.5.3. Yrpo3bl BBISABIICHUS TTAPOJICH TIO CETH.
2.5.4. YTpo3bl HaBs3bIBAaHUE JIOKHOTO MapIIpyTa CETH.
2.5.5. Yrpo3bl NOJAMEHBI IOBEPEHHOTO 0OBEKTA B CETH.
2.5.6. Yrpo3sl BHeapeHUS 10KHOTO 00BhekTa Kak B UCII/IH, Tak u
BO BHEITHUX CETSAX.
2.5.7. Yrpossl Tuna «OTKa3 B 00CTyKUBAHUN.
2.5.8. YTrpo3bl yIaneHHOTO 3aIycKa MPUII0KCHHIH.
2.5.9. Yrpo3bl BHEIPEHHUS 110 CETH BPEIOHOCHBIX MPOTPaMM.

Onpenenenue YBII/IH npousBoautcss Ha ocHOBaHMM OTyera 0 pe3yabTarax

npoBeneHusi BHyTpeHHen npoBepku. Crnmcok YBIIJIH MoxkeT ObITh CKOPPEKTUPOBAH
B 3aBucumocty oT tuna MCIIJIn. Tak, ecau UCII[{H He nMeeT MOAKIIOYEHHUS K Ce-
TSAM OOIIETO MOJIb30BaHUS U (MJIM) MEXKIyHApPOJIHOr0 0OMeHa, TO YTpo3bl HECAHKIIH-

OHMPOBAHHOTO JOCTYyIA IO KaHAJIaM CBSI3M, MOXHO yOpaTh U3 OOIIETO CITUCKA YTPO3.
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7.5 Onpenesienue BepositHocTH peajm3aunu Y BIIIH

[Tox BEpOSATHOCTBIO peaqU3alMKM YIpo3bl MOHUMAETCS ONpPENEsieMbId 3KC-
HNEPTHBIM IyTEM I10KA3aTelb, XapaKTEPU3YIOLUIUI, HACKOIBKO BEPOATHBIM SIBIISETCS
peanu3anus KOHKpeTHOM yrpossl Oe3omacHoctu 111 mns MCII/In B cknagsiBaro-
IIMXCS YCTIOBHSIX 00CTaHOBKHU.

Yucnosoit koapummeHt (Y?) I OLIEHKH BEPOSITHOCTH BOZHUKHOBEHHS yTPO-
3Bl onpeaenseTcs no 4 BepOoaIbHbIM IpajalysiM 3TOr0 MOKa3aTes:

- MAJIOBEPOSITHO - OTCYTCTBYIOT OOBEKTUBHBIE MPEANOCHIIKU JJIs OCYIECTB-
aenust yrpo3sl (Yz = 0);

- HU3Kasi BEPOSITHOCTD - OOBEKTUBHBIEC MPEANOCHUIKU I peann3aluu yrpo-
3bI CYIIECTBYIOT, HO TIPUHSATHIC MEPhI CYIIECTBEHHO 3aTPYAHSIOT ee peanm3anuio (Y

- CpeHsIsA BEPOSITHOCTD - OOBEKTUBHBIE MPEANIOCHIIKU I pealu3aliu yrpo-
3bl CYILIECTBYIOT, HO IPUHATHIE MepbI obecrieueHus 6e3zonacuoctu I1/lH HenoctaTou-
HblI (Y2=5);

- BBICOKAsl BEPOSITHOCTb - OOBEKTHUBHBIE NPEANOCBUIKH JIs pean3aluu
yIpo3bl CYIMIECTBYIOT U MEPHI 10 obecnieueHuto 0e3onacHoctd [1JIH He mpunaTh (Y, =
10).

Omnpenenenre BEpPOATHOCTH peali3alliid yrpo3bl, JOJKHO OBITH MPOBEIEHO
JUTSL BCEX BBISIBJIEHHBIX yrpo3 (cm. pasaen 8.3). Huke npuBeneHo onucaHue Kaxkaou

yIpo3bl U JaHbl 000OIIEHHBIE BEPOSITHOCTU PEATU3ANMUA YIPO3 IS KaKJIOro THUIMa

WUCTITn.

7.5.1 ¥Yrpo3sl yreukn uHGOPMALINH M0 TEXHUYECKUM KaHAJIaM
7.5.1.1 Yrpo3bl yTeukH aKkycTH4eCKOH (peueBoil) uHpopmanuu

Bo3HuKHOBEHME Yrpo3 YTEUKH aKyCTUYecKoW (pedeBoii) MH(opMaImu, coaepixa-
ICICSl HETIOCPEACTBEHHO B MpOoM3HOCUMOM peun nonb3oBarens MCII/IH, npu oOpa-
ootke [1/1a B ICI1/1H, Bo3MOXKHO Tipy HammureM (yHKIui rojocoBoro Beoja [1/1n B IC-

[TJT1 v pynxumit Bocnpownssenenus [1/1H akyctiueckumu cpencreamu MCIIH.
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B UCIIn Yupexnaenuit pynkiuu roisocooro Boja [1/In nim QyHkimm Boc-
npousBeneHus [IJI[H aKkyCTUHYECKUMH CpeCTBaMM OTCYTCTBYIOT. [loaTomy miis Bcex

tunoB UCIT/IH BEpOATHOCTh peau3aiyu yrpo3bl — AIBJASKOTCH MAJOBEPOATHBIMH.

7.5.1.2 Yrpo3bl yreukn BUA0BOI HH(poOpMannu

Peamu3zaiyist yrposbl yTeuku BHUI0BOM MH(OpMALMK BO3MOXKHA 32 CUET MPOCMOTpa
uH(GOpPMAIIMU C MOMOIIBI0 ONTUYECKUX (ONMTHUKO-3JIEKTPOHHBIX) CPEICTB C SKPAHOB
JUCIUIEEB U JPYTUX CPEACTB OTOOPaKEHUS! CPEACTB BBIUMCIMTEIBHOW TEXHUKH, WH-
(OpMaIIOHHO-BBIYMCIIUTENBHBIX KOMIUIEKCOB, TEXHUUECKHX CPEJICTB 00pabOTKH rpadude-
CKOM, BU1€0- U OyKBEHHO-1I(PpoBOM MHPopMarmu, Bxoaaumx B coctaB UCIT/IH.

Ecnu B YupexneHun BBEIEH KOHTPOJb JOCTYIIAa B KOHTPOJMPYEMYIO 30HY,
APM mnoJsp30BaTenen pacnoioKEHbI TaK, YTO MPAKTUYECKA MCKIIFOYEH BU3YaJbHBIN
JOCTYIT K MOHUTOPAM, & Ha OKHaxX YCTaHOBJIEHBI JKaJt03H, TO Ay Bcex TuioB UCII/IH
BEPOSITHOCTh PEAIN3aLUN YTPO3bl — ABJIAIOTCH MAJOBEPOSITHHIMU.

Ecnu B YupexneHun OTCYTCTBYIOT BBILIENEPEUHUCIECHHBIE MEPBI 3alIUThI, TO

Hux HGO6X0,Z[HMO BHCAPHUTD.

7.5.1.3 Yrpo3sl yreuku ungpopmanuu no kanaiam [IDMUH

VYrpo3ssl yreuku undopmarpu no kanary [I9MUH, Bo3MOXKHBI W3-3a HATMYKS Tia-
Pa3UTHBIX BJIEKTPOMArHUTHBIX U3NTy4eHul y snemenToB UCII/IH.

YTrpo3sl JaHHOTO KiIacca MajoBepoATHHbI i Bcex tunoB MCIIH, T.x. pa3-
Mep KOHTPOJIUPYeMOu 30HbI 00bIon, 1 anemenTsl UCII/H, 3auacTyro, HaxoasaTcs B
CaMOM LIEHTPE 3[aHUsI U DKPAHUPYIOTCS HECKOJIBKUMU HECYIIMMH CTEHAMH, U Iapa-
3UTHBIA CUTHAJ MAaCKHUPYETCS CO MHOXECTBOM JIPYTUX MAapa3sUTHBIX CHUTHAJIOB JJie-

MeHTOB He Bxoasamux B UCII/IH.

7.5.2 Yrpo3bl HECAHKIIMOHMPOBAHHOIO 10CTYINa K MH(OpMAaUT

Peanuzauus yrpo3z HCJl k undopmaiiim MoXeT TPUBOJUTH K CIETYIOIIUM BU-

JlaM HapyIIieHus: ee 0e30MacHOCTH:
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- HAPYIICHUIO KOH(PHUIEHIUAIBHOCTH (KOMHpPOBaHUE, HEMpPaBOMEPHOE pac-
IPOCTPaHEHUE);
- HapyILEHHUIO LIEJIOCTHOCTH (YHUYTOXEHUE, NU3MEHEHHE);

- HApYIICHHUIO JIOCTYITHOCTH (OJIOKMPOBAHHUE).

7.5.2.1 Yrpo3bl yHHYTOKeHHs, XHIleHUus: annapaTHbIx cpeacts UCI/In
HocuTesell uHpopmanuu nmyrem pusnyeckoro nocryna k iemenram UCII/In

Kpaoica II9BM.
VYrposa ocymectBisiercsa nyreM HC/[ BHEIIHUMU M BHYTPEHHUMU HapyIIHUTE-

JSIMU B ITIOMEUIEHUS, T11€ pacnooxeHsl eMeHTsl UCII/IH.

Ecoun B YupexaeHun BBEIEH KOHTPOJIb JOCTyHa B KOHTPOJIMPYEMYIO 30HY,
YCTaHOBJICHA OXpPaHHAsl CUTHAJIM3ALMs, IBEPU 3aKPbIBAIOTCA HA 3aMOK, YCTaHOBJICHBI
PELIETKN Ha MEPBBIX U NOCIEIHUX dTaxKax 31aHus, To 1y Beex tunos MCII/IH Bepo-
ATHOCTb PEAIU3ALNN YIPO3bl — ABJIAETCH MAJOBEPOSTHOM.

[Tpu Hanuuuu cCBOOOAHOIO AOCTYNA B KOHTPOJIUPYEMYIO 30HY MOCTOPOHHHUX
JIML, BEPOSTHOCTh peaNN3ally YIrpo3bl JOJHKHA OBITh EPECMOTPEHA UM HEOOXOAU-

MO IpUHATH Mephl no npecedyeHno HCJl mocTOpOHHUX JIMII B KOHTPOJIUPYEMYIO 30-

HY.

Kpaosica nocumeneit ungpopmavuu
VYrpo3za ocymectBisgerca myrem HCJ[ BHEIHMMU U BHYTPEHHUMHU HapYIIUTE-

JSIMU K HOCUTENSIM UH(POPMALIMH.

Econ B YupexaeHuu BBEIEH KOHTPOJIb JOCTYNa B KOHTPOJIMPYEMYIO 30HY,
YCTAHOBJICHA OXPaHHAasl CUTHAIN3AalMs, JBEPH 3aKPBIBAIOTCSA HA 3aMOK, YCTAHOBJIEHBI
pPELIETKN Ha NEPBBIX U MOCIECAHUX ATaXkaxX 374aHus, BEAECTCS y4eT U XPaHEHHUE HOCH-
teneit B ceride, To st Bcex tunoB MCII/IH BeposiTHOCTD peaiv3aiiuu yrpo3bl — siB-
JIAeTCH MAJIOBEPOSITHOM.

[Ipyn Hanmuuum CBOOOIHOTO JOCTYIa B KOHTPOJIHUPYEMYIO 30HY MOCTOPOHHUX

JIUII, BEPOSITHOCTh PEANM3alliN YTPO3bl JOHKHA OBITH MEPECMOTPEHA UM HEOOXOIH-
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MO TpHUHATH Mepbl 10 npecedennto HC/l mocTopoHHUX JHIl K HOCUTENSIM HH(pOpMa-

LIUH.

Kpasca knroueit u ampudymoe oocmyna
VYrpo3za ocymectBigerca myrem HC/[ BHEIHUMU U BHYTPEHHUMHU HApYIIUTE-

JSIMU B IOMEUIEHUS, TJI€ TPOUCXOJAUT PadoTa MOJIb30BATENEH.

Ecau B YupexaeHuu BBEIEH KOHTPOJIb JOCTYIA B KOHTPOJIMPYEMYIO 30HY,
YCTaHOBJICHA OXpaHHasl CUTHAJIU3aLlNsl, IBEPHU 3aKPBIBAKOTCS HA 3aMOK, YCTAHOBIICHBI
PELIETKU Ha NEPBBIX M MOCIEIHUX 3TAKAX 3JAHUS, OPraHU30BAHO XPAHEHUE KITIOYEH
B celipe 1 BBeJEHA MOJUTHKA «YUCTOTO CTONa», To A Bcex tunos UCII/IH BeposT-
HOCTb PEATU3ALMHU YTPO3bI — ABJIAETCH MAJIOBEPOATHOM.

[Ipn Hamuuum CBOOOIHOTO AOCTyNa B KOHTPOJIHPYEMYIO 30HY MOCTOPOHHHUX
JIMLI, BEPOSATHOCTh Peanu3aliu yrpo3bl JOJKHA OBITh MEpEeCMOTpEHa UM He0OX0u-
MO NpUHATH Mepbl 1o npecedeHno HC/I mocTopoHHUX Ul K KIIt0oYaM U aTpudyTam

JOCTYIIA.

Kpaowcu, moougukayuu, ynuumosrrcenus ungpopmayuu
VYrpo3a ocymectBisierca myreM HCJ/] BHEIIHUMYU ¥ BHYTPEHHUMU HapyIIUTE-

JSIMHU B TIOMEILEHUs, T/€ pacnoioxenbl aseMenTsl CII/IH U cpencTBa 3aiuThl, a
TaK K€ MPOUCXOAUT padboTa MOJIb30BATEIEH.

Ecan B YupexaeHuu BBEIEH KOHTPOJIb JOCTYNAa B KOHTPOJIMPYEMYIO 30HY,
YCTaHOBJICHA OXPAHHAsI CUTHAJIM3ALMs, IBEPU 3aKPBIBAIOTCA HA 3aMOK, YCTaHOBJICHBI
PELIETKH Ha MEPBBIX U MOCIEAHUX dTa)kax 34aHus, To 11 Becex tunoB MCII/IH Bepo-
ATHOCTb PEAIN3ALMN YIPO3bl — ABJIAETCH MAJOBEPOSATHOM.

[Ipn Hanmuuum CBOOOIHOTO JOCTyINa B KOHTPOJIHUPYEMYIO 30HY MOCTOPOHHUX
JIMILI, BEPOSATHOCTh PeaTu3aliy yrpo3bl JOHKHA OBITH MEPECMOTPEHa MM HEOOXO -

MO NpUHATH MephI N0 npeceueHnto HCJI B KOHTpOIUpyeMYyIO 30HY.

Bv1600 uz cmpoa yznoe I3 BM, kananoe ceasu
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VYrpo3za ocymectBigercs myreM HCJ[ BHEIIHUMH U BHYTPEHHUMU HapyLIUTe-
JSIMU B ITIOMEIIECHUS, T1e pacrionoxensl 3eMeHTsl MCII/IH 1 nmpoxoasT KaHaibl CBS-
3H.

Ecou B YupexaeHuu BBEIEH KOHTPOJb JOCTYIa B KOHTPOJIUPYEMYIO 30HY,
YCTaHOBJICHA OXpaHHasl CUTHAJIU3alLlNsl, IBEPU 3aKPBIBAKOTCSA HA 3aMOK, YCTAHOBIICHBI
PELIETKU Ha MEPBbIX U MNOCIEAHUX 3Ta)kax 34aHus, To aia Bcex Tunos MCII/IH Bepo-
ATHOCTb PEAIN3ALUU YTPO3bl — ABJISAETCH MAJOBEPOSITHOM.

[Ipyn HamMuum CBOOOJHOTO AOCTyNa B KOHTPOJIMPYEMYIO 30HY MOCTOPOHHHUX
JIMII, BEPOSATHOCTh PeaTu3allii yrpo3bl JODKHA OBITH MEPECMOTPEHA MM HEOOXO -

MO MPUHATH Mephl N0 npecedeHnto HCJ[ B KOHTpOIHUPYyEMYIO 30HY.

Hecankuyuonuposannoe omkiiouenue cpeodcmae 3aujumol
VYrpo3a ocymectBisierca myreM HC/] BHEIIHUMY ¥ BHYTPEHHUMU HAapyLIUTE-

JISIMU B TIOMEUIEHHUS, T/I€ PACIION0XKEHBI cpeacTna 3ammTel UCII/IH.

Ecmu B YupexaeHun BBEIEH KOHTPOJb JOCTYNAa B KOHTPOJIUPYEMYIO 30HY,
YCTAHOBJICHA OXPAaHHAas CUTHAIU3ALMs, JBEPU 3aKPBIBAIOTCSA HA 3aMOK, YCTAHOBJIEHBI
PEIIETKHA HAa TMEPBBIX U MOCIEIHUX ATaxax 3aaHus, nojb3zoBatenu WCIIIH npoun-
cTpykTtupoBanbl 0 padote ¢ [1/1x, To mst Bcex TunoB UCIIH BeposiTHOCTH peann3a-
UM YTPO3bI — AAIBJISIETCH MAJIOBEPOSITHOI.

[Ipyn Hamuuuu CBOOOJHOTO JOCTyNMa B KOHTPOJIUPYEMYIO 30HY MOCTOPOHHMX
JIUII, BEPOSITHOCTh PEAM3allii YTPO3bl JOHKHA OBITH MEPECMOTPEHA MU HEOOXO -
MO MpUHATH Mepbl no pecedeHrto HCJl B KoHTponupyemyto 30Hy U UHGOPMUPOBa-

HUIO TOJIb30Bateneit o mopsake padotsl B UCTIH.

7.5.2.2 Yrpo3bl XHUllleHNs], HeCAHKIIMOHUMPOBAHHOMH MOIM(PUKAIIUN WIH
010kMpoBaHUsI MH(POPMALUH 32 cHeT HecaHKUMOHMpoBanHoro pocryna (HCH) ¢
NpUMeHEeHUEeM NMPOTrPaMMHO-aNNAPATHBIX U IPOrPAMMHBIX CpecTB (B TOM
YK cJie IPOrPaAaMMHO-MATEMAaTHYECKUX BO31eiiCTBHU).

Jeiicmeusn epedonocHbIX npozpamm (6upycoe).
[IporpaMMHO-MaTEMATUUECKOE BO3JIEUCTBUE - 3TO BO3AEHUCTBUE C ITOMOIIBIO

BPCAOHOCHBIX IIPpOI'paMM. HpOFpaMMOﬁ C IIOTCHLHNAJIBHO OIIaCHBIMH ITOCJICACTBHUAMMUN
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WJIM BPEAOHOCHOM MpOrpaMMoid (BUPYCOM) Ha3bIBalOT HEKOTOPYIO CAMOCTOSATENIbHYIO
nporpaMmy (HaOOp MHCTPYKIMI), KOTOpash CIOCOOHA BBIMOJHATEH JIO00E HEMyCTOE
MOJIMHOYKECTBO CIEIYIOIUX (PYHKIUNA:

- CKpbIBAaTh MPU3HAKU CBOETO MPUCYTCTBUSA B MIPOTPAMMHON CpENe KOMIBIOTE-
pa;

- 00J1a1aTh CIOCOOHOCTBIO K CaMOAyOJIMPOBAHMIO, ACCOLIMMPOBAHUIO ce0s C
JIPYTUMH TporpaMMaMu U (WJIM) IEPEHOCY CBOMX (PparMEHTOB B MHbBIE 00JAcTHU OIe-
PaTHUBHOW WJIM BHEIIHEH MTAMSITH;

- pa3pyuiath (MCKaxaTh MTPOU3BOJIBLHBIM 00pPa30M) KOJI IpOrpaMM B ONepaTUB-
HOH NaMsITH;

- BBIMOJHATh 0€3 MHUIMUPOBAHMS CO CTOPOHBI MOJIb30BaTENS (II0JIb30BATENb-
CKOM TporpamMMbl B IITATHOM PEXHUME €€ BBITIOJHEHUS) NEeCTPYKTUBHBIE (YHKIUU
(KOTMpOBaHMSI, YHUUTOXKEHHUS, OJIOKUPOBAHUS U T.I1.);

- COXpaHsiATh ¢parMeHTbhl MHGOPMAIIMU U3 ONEPATUBHON MaMsTH B HEKOTOPBIX
00JacTsX BHEIIHEH MaMsITH MPSAMOTO JOCTYyIa (JIOKAJIbHBIX WU yIaJICHHBIX );

- UCKaXXaTh MPOU3BOJLHBIM 00pa3oM, OJOKUPOBATH U (MJIU) MOJIMEHSTH BBIBO-
JTUMBII BO BHEIIHIOIO MaMSATh WM B KaHaJ CBS3M MaccUB WH(opmarmu, oOpa3oBas-
IIMICS B pe3ysibTaTe paboThl MPUKIAIHBIX MPOTPAMM, WU YK€ HAXOJSAIIUECS BO
BHEIIIHEH aMSITH MacCHBBI JJAHHBIX.

Ecnu B Yupexnenun Ha Bcex anemenTax MCIIJIH ycTraHOBIEHA aHTUBUPYCHAs
3aIllMTa, MOJb30BATENN MPOUHCTPYKTUPOBAHBI O MEpPax MPEJOTBPAILECHUS BUPYCHOIO
3apakeHus, To Ayt Beex TunoB MCII/IH BeposATHOCTh pean3alnuu yrpo3bl — ABJISIET-
Csl HU3KOM.

IIpn OTCYTCTBMM YCTAHOBJIEHHOM aHTUBUPYCHOM 3alUThI, BEPOSITHOCTH pea-
JU3alUA YTPO3bl JTOJDKHA OBITh MEPECMOTPEHA WIIM HEOOXOIUMO MPHUHSATH MEPHI 10

NpCa0TBPAIICHUIO YT'PO3 BUPYCHOT'O 3apaKCHUS.

Heoeknapupoeannwie 603moxcnocmu cucmemnoz2o IO u I10 ona oopadbomku nepco-
HAbHBIX OAHHDBIX.
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HenexnaprpoBaHHble BO3MOXKHOCTH — (DYHKIIMOHAJIBHBIE BO3MOXKHOCTH CPEJICTB
BBIYHMCIIUTEILHON TEXHUKHU, HE OMHCAHHbIC UJIM HE COOTBETCTBYIOUIUE OMUCAHHBIM B
JOKYMEHTALI|H, TIPY UCIOIF30BAaHUU KOTOPBIX BO3MOYKHO HapyIIeHHE KOHPHUACHIIMATBHO-
CTH, JIOCTYITHOCTH WJIH 1IEJIOCTHOCTH 00padaThIiBaeMoi HHGOPMALIHH.

BeposiTHOCTB peanu3aiuu yrpo3bl HOBBIIIAETCS:

- P yBEJIUYEHUH DJIEMEHTOB, B TOM YHUCJI€ MPOTPAMMHOI0 OOeCreyYeHHs,
NCIIH;

- IPY YBEJIMYCHUHN YKclia QYHKIIMOHATIBHBIX CBSI3€H MEX]y SJIEMEHTAMU;

- HAJIMYUU NOJIKJIIOYEHHUS K CEeTSIM OOIIero JocTyna u (Min) MEeXIyHapoIHOTO
oOMeHa.

OO0OOUIEHHBI CNHCOK BEPOSITHOCTU PEANHM3aLUU yIpo3 JUIsl pa3HbIX THUIIOB

NCTIIn npencrasieH B Tabmuie 4.

Tabnuna 4
Koadd. BepositHoCTH
BepositHOCTB peannsa-
Tun UCITIH peanu3anuu yrpos3bl
IIUU YTPO3bI
HapyIIUTEIEM

ABronomuas MC | tuna MaJIOBEpOSITHAS 0
AtronomHas UC Il Tuna MaJIOBEPOSATHAS 0
AsronomHuas UC Il Tuma MaJIOBEPOSITHAS 0
Asronomuas MC IV tuna MaJIOBEpOSITHAS 0
AtonomHuas C V tuna MaJIOBEPOSATHAS 0
AsronomHas MC VI tuna MaJIOBEpOSITHAS 0
JIUC | tuma MaJIOBEPOSITHAS 0
JIC Il Tuma HU3Kas 2
Pacnpenenennas MC | Tumna HU3Kas 2
Pacnpenenennas MC |l Tuna HU3Kas 2

B ciydae eciu B 00paboTke epcoHaNbHBIX AaHHBIX yuacTByeT [1O cobcTBeH-
HOU pa3pabotku wimm crangaptaoe [10, qopaboTaHHOE TIO HYXKIBI YUPEKICHUS, TO
CJIEy€T MOBBICUTh 3HAYECHHE BEPOSITHOCTU peaIM3alUK YTPO3BI:

- st Beex tunoB UCIIIH, kpome ABToHomHas VC | Tumna, Ha mopsaok;

- nist Pacnpenenennoit IC |l Tuna Ha nBa mopsiaka.

J{nst CHUKEHUS BEPOSITHOCTU peasIM3alluK yTPo3bl HEOOXOAUMO CEPTUPHUIIUPO-
Bath [1O coOcTBeHHOI pa3paboTku unu ctanaaptHoe [10, nopadboTaHHOE MO HYKIbI

YUPEKICHHUS.
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Yemanosxa I10 ne ceéa3annozo ¢ ucnoinenuem ciyiceOHvix 00a3annocmen
VYrpo3a ocyiiecTBiseTcs MyTeM HECAaHKIMOHUPOBaHHOU ycTaHOBKU 10 BHYT-

PEHHUMHU HAPYIIUTEISIMUA, YTO MOKET MPUBECTH K HAPYIICHUIO KOH(DHICHIIMATEHO-
CTH, LIEJIOCTHOCTHU U JocTynHocTH Beel UCII/IH wim ee 371eMEeHTOB.

Ecnu B yupexaeHMH BBEICHO Pa3rpaHUYCHUE MpaBaMHu MOJIb30BATEICH Ha
ycTtaHoBKY 11O u ocymiecTBiIsieTcsi KOHTPOJIb, TOJIB30BATENIN TPOUHCTPYKTUPOBAHBI O
nonutuke yctaHoBku I1O, to s Bcex tunoB MCIIIIH BEepoATHOCTH peanu3aluu
YIPO3bl — ABJISAETCH MAJOBEPOATHOM.

[Ipu OTCYTCTBUU pa3rpaHUUYCHUS MpaB Ha yCTaHOBKY 110, BepoOsSTHOCTH peau-
3aIlUu YTPO3bl TOJKHA OBITh MEPECMOTPEHA WK HEOOXOUMO MPUHSITH MEPHI 10 Op-

raHU3alUK pa3rpaHUYCHHs] IPaB MOJIb30BaTENEH.

7.5.2.3 Yrpo3bl He npeIHAMEePEHHbBIX /IeiiCTBUIi 0J1b30BaTe el U HapyIIeH Ui
0ezonacHoctu pynkunonuposanuss UCIIAn u C3I1/AH B ee cocTtaBe u3-3a c00eB
B IPOrPAMMHOM 00eCIeYeHHH, 2 TAKKE OT YIPO3 HEAHTPOIIOIeHHOI0 (c0oeB
annapaTypsl U3-3a HEHAIEKHOCTH 3JIEMEHTOB, CO0EB JJICKTPONUTAHUA) U
CTUXUIHOTO (YIapOB MOJIHM, I02KAPOB, HABOJTHEHHUIl H T.II.) XapaKTepa.

Ympama knrwueit u ampuoymoe oocmyna
VYrpo3a ocyliecTBIsSETCS 32 CUET ICUCTBUS YeJIOBEUECKOTO (pakTopa moab30Ba-

tenert UCII/H, KkoTophle HapylIAlOT MOJOKEHUS MapoJIbHOM MOJIMTUKE B YACTH MX
co3faHus (CO3/AI0T JIETKUE WUIIU IyCThIE apoJv, HE MEHSIOT MapoJid MO0 UCTCUCHUU
CpOKa WX >KM3HHU WJIM KOMIIPOMETAIMU U T.I.) U XpaHEHUs (3alUCHIBAIOT Mapojy Ha
OyMa)KHbIE HOCHUTENH, MEpPEealoT KJIIYH JOCTyNa TPEThUM JUIAM U T.II.) WIA HE
OCBEJIOMJIEHBI O HHUX.

Ecnu B Yupexnenuu BBelleHA MapojibHAsl TMOJUTHKA, MPeaycMaTpUBAIOIIAs
TpeOyeMyI0 CIIO)KHOCTh TMapoJii M MEPUOAMYECKYI0 €ro CMEHY, BBEJCHA MOJUTHKA
«YHUCTOTO CTOJIa», OCYIIECTBIISICTCS KOHTPOJIb 3@ UX BBIMIOJHEHUEM, MOJIb30BATEIN
MPOUHCTPYKTUPOBAHBI O TTAPOJILHOM MOJUTUKE U O ACHCTBUAX B CIAyYasiX YTPaThl WM
KoMITpoMeTaruu mapojeid, To aias Bcex TurnoB MCIIIH BeposATHOCTh peaau3aluu

YIPO3bl — ABJIACTCH HU3KOH.
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[Ipn oTCcyTCTBHM NApOJILHOW MOJUTHKHU WM KOHTPOJIA 34 €€ UCIOJHEHUEM, BeE-
POSITHOCTh pealli3alliy Yrpo3bl JOJKHA ObITh IEPECMOTPEHA UM HEOOXOIUMO MpU-

HATHb MEPBI 110 OPTaHU3ALNH TAPOJIBHOMN ITOJIUTHKH.

Henpeonamepennasa moouguxkauusa (yhuumoosicenue) uHgopmayuu compyoHuKkamu
YTpo3a ocymecTBISIETCs 3a CYET ACHCTBUS YeIOBEeUeCcKoro ¢akTopa moJib30Ba-

teneit UCII/IH, KoTOopble HAapyIIAIOT MOJIOKEHUS! MPUHATHIX HpaBuil padoTsel ¢ UC-
I1/IH win HEe OCBENOMIIEHBI O HUX.

Ecnu B YupexxaeHun oCyIlecTBISIETCS PEe3EpPBHOE KOMUpPOBaHUE 00pabdaThiBa-
embix [1/IH, mosnb3oBaTenu mpouHCTpyKTHpOBaHbl 0 padote ¢ UCIIJIH, To st Bcex
tunoB MCII/IH BEpOsSTHOCT peanu3anuu yrpo3bl — ABJISIETCH MAJIOBEPOATHOI.

[Ipy OTCYTCTBHM PE3EPBHOIO KOMUPOBAHUSA U HEOCBEAOMIIEHHOCTH IOJIb30Ba-
teneit o padore ¢ UCII/IH, BEpOATHOCTh peanu3aiiu yrpo3bl JOKHA OBITh Iepe-
CMOTpEHA WJIM HEOOXOJIUMO TMPHUHATh MEPbl CHUKEHHIO BEPOSTHOCTU pPeaM3alluU

YIPO3BL.

Henpednamepennoe OMKJII04eHue cpe()cme 3auiumaol
er03a OCYHICCTBIIACTCA 3a CUCT I[@ﬁCTBH?I YCJIOBCUYCCKOI'O (I)aKTopa II0JIB30Ba-

teneit UCII/H, KoTOpble HAapyNIAIOT MOJIOKEHUSI MPUHATHIX MpaBmi padotsel ¢ UC-
[T/I1 u cpeacTBaMu 3alATHI WJIK HE OCBEIOMIIEHBI O HUX.

Ecmu B YupexaeHun BBEIEH KOHTPOJIb JOCTYNAa B KOHTPOJIUPYEMYIO 30HY,
JIBEPU 3aKPBIBAIOTCS HA 3aMOK, OCYLIECTBIIETCS pa3rpaHUYCHHE NOCTYIIA K HACTPOM-
KaM PEXHUMOB CPEJCTB 3alllUThI, MOJb30BATEIN MPOUHCTPYKTUPOBAHBI O paboTe C
NCIIdH, To ans Bcex tunoB UCIT/IH BepoATHOCTh peanu3aiuu yrpo3bl — SABJISETCS
MaJIOBEPOSITHOI.

[Ipu OTCYTCTBHM KOHTPOJIA HOCTYNA B KOHTPOJIUPYEMYIO 30HY U K HACTPOMKaM
PEXKUMOB CPEJICTB 3aIIMUTHI, @ TAK K€ HEOCBEAOMIIEHHOCTH 0JIb30BaTeNel 0 paboTe C
NCIIIH, BEpOsATHOCTb peanu3alii yrpo3bl JOJIKHA OBbITh MEPECMOTPEHA WM HEOO-

XOAUMO MPUHATHh MEPBI CHUKEHUIO BEPOSITHOCTU pPEeAU3allii YIPO3bL.
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Bbix00 u3z cmpos annapammno-npozpammusix cpeocma
Yrpo3a  OCymIECTBISAECTCS  BCJIEICTBUE  HECOBEPIICHCTBA  aMIlapaTHO-

IIPOTPAMMHBIX CPEJICTB, U3-3a KOTOPBIX MOKET IPOUCXOINUTh HApYILIEHUE LEJOCTHO-
CTH U JOCTYIHOCTH 3alUIIaeMOi HH(OpMAIIUH.

Ecnu B YupexaeHuM OCYIIECTBISIET PE3EpPBUPOBAHUE KIIFOUEBBIX JJIEMEHTOB
NUCITH, To miis Becex tunoB UCIIIH BeposSTHOCTh peanu3aluuu yrpo3bl — IBJASETCH
MaJIOBEPOSATHOIA.

IIpu orcyrcTBHM pe3epBHpoBaHus KiroueBblx nemeHToB MCII/IH, BeposT-
HOCTb peaJIu3allii Yrpo3bl TOJDKHA OBITh MEPECMOTpPEHA WM HEOOXOIUMO MPUHATH

MCPBI CHUKCHHUIO BEPOATHOCTH PCATINU3AlINH YI'PO3BI.

Cooit cucmemul 31eKMPOCHADICEHUA
Yrpo3a OCYILIECTBISETCS BCJEACTBUE HECOBEPIIECHCTBA CHUCTEMBI 3JIEKTPO-

CHA0XEHUS, W3-32 YEr0o MOXET MPOUCXOUTh HAPYIIECHUE IEIOCTHOCTH U JIOCTYITHO-
CTH 3allMIaeMoi nHGOpMaIIUH.

Ecnu B YupexnaeHun ko BceM KitoueBbIM 3iieMeHTamM MCII/IH moakiroueHbl
HUCTOYHUKH Oecriepe0oNHOT0 MUTaHUS U OCYILIECTBISIET PE3EPBHOE KOMMPOBAHUE WH-
dbopmarn, To 17151 Beex TrroB MCII/IH BeposTHOCTD peanu3aiuu yrpo3bl — ABJIsieT-
Csl MAJIOBEPOSITHOM.

[Ipr OTCYTCTBMM MCTOYHUKOB PE3EPBHOTIO MUTAHUS U HEOCYUIECTBIECHUH pe-
3€pBHOT0 KOIHUPOBAHUSA, BEPOSITHOCTh PEATM3AIlMN YTPO3bl OJDKHA OBITH MEPECMOT-

pE€Ha Ui H€06XOI[I/IMO IPHUHATb MCPbI CHUKCHUIO BEPOATHOCTH pCaIn3alilii YIPO3bI.

Cmuxuiinoe 6eocmeue
Yrpo3a ocylecTBIsIETCsl BCIASACTBUE HECOOIOICHUS MEP MOXKapHOU Oe3omac-

HOCTH.

Ecmu B YupexaeHun yCTaHOBJIEHA NOXapHas CUTHAIM3ALMS, MOJIb30BaTEIIN
MIPOMHCTPYKTUPOBAHBI O JCUCTBUSX B CIIydyae BO3SHMKHOBEHHUS BHEIITATHBIX CUTYya-
uuid, To 1 Bcex TunoB MCII/IH BeposTHOCTh peain3alny yrpo3bl — IBJASIETCH Ma-
JIOBEPOSITHOM.
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[Ipy OTCYTCTBHM MOMXAPHOW CUTHAIM3aLUA M HEOCBEAOMIIEHHOCTH IOJIb30Ba-
TeJEH O NEHUCTBUAX B CIy4a€ BO3HHKHOBEHHS BHEIITATHBIX CUTyallMi, BEPOSTHOCTb
peanu3anuy yrpo3bl JOJKHA ObITh MEPECMOTPEHA WM HEOOXOAUMO IPHUHITH MEPHI

CHHUKCHHIO BCPOATHOCTHU pCaJin3alliu YI'PO3bI.

7.5.2.4 ¥Yrpo3bl npeJHaAMePEeHHbIX AelCTBUI BHYTPEHHUX HApYLIUTeJIei

Jlocmyn Kk ungpopmayuu, moouguxayus, ynuumodixcenue auy, He 0ONYU{eHHLIX K ee 00-
pabomke

VYrpoza ocymectBusiercs nmytrem HCJl BHEIIHMX HapylIuTeneld B MOMENIEHUS,
riae pacnosioxkensl 3nemeHTsl MCII/IH 1 cpencTBa 3amuThl, a Tak K€ MPOUCXOIUT pa-
00Ta noab30BaTEIIEH.

Econ B YupexaeHun BBEIEH KOHTPOJIb JOCTyHa B KOHTPOJIMPYEMYIO 30HY,
YCTAHOBJICHA OXPAaHHas CUTHAIU3ALMs, IBEPU 3aKPBIBAIOTCA HA 3aMOK, YCTaHOBJIEHBI
PEIIETKN Ha MEPBBIX U MOCIECIHUX dTaxax 3aanus, To 1y Bcex TunoB MCII/IH Bepo-
ATHOCTb PEAIU3ALNN YIPO3bl — ABJIAETCH MAJOBEPOSTHOM.

[Tpu Hanuuuu cBOOOAHOIO AOCTYNA B KOHTPOJIUPYEMYIO 30HY MOCTOPOHHHX
JIML, BEPOSITHOCTh Pean3ally YIrPpOo3bl JOJKHA ObITh MEPECMOTPEHA UM HEOOXOIH-

MO TIpUHATH Mepbl 110 nipeceueHnto HCJl mocTOpOHHUX JIMI] B KOHTPOJUPYEMYIO 30-

HY.

Pazenawenue ungopmayuu, mooupurkayus, yHUUmMoNiceHue cOmpyOHUKAMU 0OnyujeH-
HbIMU K ee 00padomkKe

VYrpo3a ocymiecTBisieTcs 3a CUeT AEHCTBUS YeI0BeUYecKoro pakTopa mojib30Ba-
teneit UCITJIH, koTopble HapyIIaoT MOJIO0XKEHUS O HEpa3IJiallieHnu 00pabdaThiBaeMO
nH(pOpMaIU UK HE OCBEIOMJICHBI O HUX.

Ecnu B YupexxaeHuu mosib30BaTeNN OCBEIOMIIEHBI O MOPsAKE paboThl ¢ mep-
COHAJIbHBIMU JJaHHBIMH, a TaK K€ noAnucaiv JloroBop O HepasrialleHu, TO I
Bcex TunoB MCII/IH BEpOsSTHOCTh peanu3anuu yrpo3bl — ABJISAETCH HU3KOM.

[Ipy HEOCBEOOMIICHHOCTH TMOJIL30BATEIEd W HE 3akioueHun JloroBopa o
HEepa3IaleHNnH, BEPOSTHOCTh PeasU3aIlii yTPO3bl JOHKHA OBITH MEPECMOTPEHA WIIH

H€O6XOJII/IMO IMPHUHATH MCPbI CHUKCHUIO BEPOATHOCTH PCAIM3allv YI'PO3LI.



7.5.2.5 Yrpo3bl HeCAaHKIMOHMPOBAHHOIO I0CTYNA N0 KAHAJIAM CBA3HU

B cootBercTBUN ¢ «THMOBON MOAENBIO Yrpo3 O€30MACHOCTH NMEPCOHATBHBIX
NaHHbIX, 00pabaTbiBaeMbIX B pacnpeneneHubix MCII/IH, nMeromux noakimovYeHue K
ceTsiM OOIIETo MOJIb30BaHUS U (WJIH) MEKIYHApOTHOTO HH(POPMALIMOHHOTO OOMEHaY
(. 6.6. ba3zoBoii Mojenu yrpo3 0€30MacHOCTH MEPCOHATBHBIX JAHHBIX MPU UX 00pa-
00TKe B MHPOPMAIIMOHHBIX CUCTEMAaX IEPCOHAJIBHBIX JAHHBIX, YTBEP)KIECHHON 3ame-
ctutenem aupektopa ®CTIK Poccum 15 deBpans 2008 r.), mus UCITIa mMoxHO
paccMaTpuBaTh CIEAYIOUIUME YIPO3bl, PEAIN3YEMbIE C UCIOJb30BAaHUEM IPOTOKOJIOB
MEXCETEBOT0 B3aUMOICUCTBUS:

- yrpo3a «AHanu3 ceTeBoro Tpaduka» c nepexsaToMm mnepeaaBaeMoil u3z MC-
[1/T1 1 npruHUMaeMOl 13 BHEIIHUX ceTel nHpOopMaIlny;

- YIpO3bl CKaHMPOBAHUS, HAIPABJICHHbIC HA BBIABICHHUE TUIA WIA TUIIOB HC-
M0JIb3YEMBIX OMNEPALMOHHBIX CHCTEM, CETEBBIX aapecoB padouux ctanumit MCII/IH,
TOMOJIOTHH CETH, OTKPBITBIX TOPTOB U CIYXkO, OTKPBITHIX COEAMHEHUN U JIp.;

- YIpO3bl BBISIBJIEHUS MAPOJIEH 10 CETH;

- YIpO3bI HaBSI3bIBAHUE JIOKHOTO MapLIPyTa CETH;

- YIpO3bl TOJAMEHBI JOBEPEHHOT'O 00BEKTA B CETH;

- Yrpo3bl BHEApEeHUs JI0kHOro o0bekTa Kak B MCII/IH, Tak 1 BO BHELIHUX ce-
TAX;

- yrpo3sl Tuna «OTKa3 B 00CITyKUBAHUNY;

- YIpO3bl yAAJIIEHHOTO 3aITyCKa IPUII0KEHNN;

- YIPO3bl BHEIPEHUS 110 CETU BPEIOHOCHBIX ITPOTPAMM.

Yeposza «Ananuz cemeeozo mpaguray
Dta yrposa peaausyercsl ¢ IOMOIIbI0 CIENUAbHON MPOrpaMMbI-aHAIN3aTOpa

nakeToB (Sniffer), mepexBaTriBarorell Bce MakeThl, EpeaaBaeMbIe 10 CETMEHTY CETH,
U BBIJCIISIONIEH cpeid HUX Te, B KOTOPBIX MEpeatoTcsl UISHTU(PUKATOP MOJIb30BaTEINS
U €ro napois. B xone peanusanuu yrpo3sl HapyIIUTENb:

- u3yyaet joruky padotsl MUCII/IH - TO ecTb cTpeMUTCS MONIYYUTh OJJHO3HAY-

HOC COOTBCTCTBUC CO6I>ITHI>1, MMPOUCXOIAINX B CUCTCMC, U KOMaH/, IICPCChIIIaCMbIX
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Py ATOM XOCTaMH, B MOMEHT TOSIBJICHHUS JAaHHBIX COObITHA. B mampHeimem 3To
MO3BOJISIET 3JI0YMBIIUICHHUKY HAa OCHOBE 3a/1aHUsI COOTBETCTBYIOIIMX KOMAaHJ IMOJY-
YWTh, HATPUMEDP, MPUBUJIICTUPOBAHHBIE MPABAa HA JICVCTBUS B CUCTEME WIIA PACIIU-
PUTH CBOU MOJITHOMOYHMS B HEH;

- TIepeXBaThIBACT IMOTOK TMEPEaaBaeMbIX JIaHHBIX, KOTOPHIMH OOMEHHUBAIOTCS
KOMITOHEHTBI CETEBOM OIEPAIMOHHOW CHUCTEMBI, IS U3BJICUYCHHS KOH(MUICHIHATb-
HOM WM UJICHTHU(PUKAIMOHHON HH(pOpMaIuu (HarmpuMep, CTaTHUYECKUX IapoJieH
MOJIb30BaTeNCH ISl JOCTyNa K yIaJIeHHbIM XocTaM 1o npotokonam FTP u TELNET,

HE MpeayCMaTpHUBAIOIINX MH(pOBaHUE), €€ MOAMEHBI, MOAU(PUKALIUU U T.I1.

Ilepexsam 3a nepedenamu ¢ KOHMPOAUPYEMOU 30HBbL.
Ecnu B Yupexnenun odbpadbateiBaembie [1/[H He mepechliatoTes Mo CeTsiM 00-

IIETO IMOJIb30BAHUS U MEXYHAPOJHOTO OOMEHa, TO BEPOSITHOCTh pealu3alii yrpo-
3bI — SIBJISIETCSI MAJIOBEPOSITHOI.

Bo Bcex npyrux ciydasx JOJKHA OBITh OLIEHEHA BEPOSITHOCTh peaslv3alvu
yTPO3BL.

OO000UIEHHBI CMHCOK BEPOSATHOCTH pEANM3alUU yIrpo3 ISl Pa3HbIX THUIIOB

NCIIIx npeacraBiieH B Tabiuiie 5.

Tabnuua 5
Koadd. BepostaocTu
BeposiTHOCTB peannza-
Tun UCIT1n peanu3anuy yrpo3bl
ITUH YTPO3BI
HapyIIUTEIeM

Asronomuas MC | tuna MaJIOBEpOSITHAS 0
ApronomHas UC Il Tuma HHU3Kas 2
AsronomHuas MC |1l tuna MaJIOBEpOSITHAS 0
AsronomHasg UC IV tuna HH3Kas 2
AtonomHuas C V tuna MaJIOBEPOSATHAS 0
Asronomuas MC VI tuna HU3Kas 2
JINC | tuma MaJIOBEPOSITHAS 0
JIUC Il Tuma HU3Kas 2
Pacnipenenennast UC | Tuna MaJIOBEPOSATHAS 0
Pacnpenenennas UC |l Tuma HU3Kast 2

Ilepexsam 6 npedenax KOHMPOIUPYEMOU 30Hbl BHEUWIHUMU HAPYUWIUMEIAMU
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Econ B YupexaeHuu BBEIEH KOHTPOJIb JOCTyNa B KOHTPOJIMPYEMYIO 30HY,
YCTaHOBJICHA OXpaHHasl CUTHAJIU3aLlNsl, IBEPH 3aKPBIBAKOTCSA HA 3aMOK, YCTAHOBIICHBI
PELIETKU Ha MEPBbIX U MOCIEAHUX 3Ta)xKax 3/1aHusd, To Ay Bcex tunos MCII/IH Bepo-
ATHOCTb PEAIN3ALUU YTPO3bl — ABJISAETCH MAJOBEPOSITHOM.

[Tpu Hanuuuu CBOOOJHOIO JOCTYINa B KOHTPOJHMPYEMYIO 30HY MOCTOPOHHHUX
JIMII, BEPOSATHOCTh PeaTu3allii yrpo3bl JODKHA OBITH MEPECMOTPEHA MM HEOOXO -

MO OpUHATH MephbI o nipecedyernto HCJl B KOHTpoIMpyeMyto 30HY.

Ilepexsam 6 npedenax KORMPOIUPYEMOU 30HbL GHYMPEHHUMU HAPYUWIUM ETIAMU.
Ecnu B YupexaeHun BBEIEH KOHTPOJb JOCTyNa B KOHTPOJIHPYEMYIO 30HY,

YCTaHOBJICHA OXPAHHAsI CUTHAJIN3ALMs, IBEPU 3aKPBIBAIOTCA HA 3aMOK, YCTaHOBIICHBI
PELIETKH Ha MEPBBIX U MOCIEAHUX dTa)xax 31aHus, To st Becex tTunos MCIIIx Bepo-
ATHOCTh PEAIU3ALMN YIPO3bl — ABJIAETCH MAJOBEPOATHOM.

[Ipyn Hamuuum CBOOOJHOTO AOCTyNa B KOHTPOJUPYEMYIO 30HY IMOCTOPOHHHMX
JIMLI, BEPOSATHOCTh PeaTu3aluu yrpo3bl JODKHA ObITh MEPECMOTPEHA MIIM HEOOX 01U~

MO MPUHATH Mephbl N0 npecedeHnto HCJ[ B KOHTpOIHUPYyEMYIO 30HY.

YZPOS’(I «CKanupoeanue cemu»
CYHIHOCTB Imponecca peajan3alu YIrpO3bl 3aKII0YACTCA B IICPCaAAUC 3alIpOCOB

ceteBbIM ciry>k0am xoctoB VCII/IH u ananmu3e oTBeTOB OT HUX. l{enb - BeIsiBIEHUE HC-
MOJIb3YEMBIX MPOTOKOJIOB, MOCTYIHBIX MOPTOB CETEBBIX CIY»k,O, 3aKOHOB (hopmMupo-
BaHUS WACHTU(HUKATOPOB COCAMHEHUM, OMpe/eieHue aKTUBHBIX CETEBBIX CEPBHCOB,
noa0op UACHTU(HUKATOPOB U MAPOJICH MOTH30BaATEIICH.

Ecnu B Yupexaennn obpabatsiBaembie [1J][H He mepechbutaroTcs Mo ceTsiMm 00-
IIET0 MOJIb30BaHUS M MEXKIyHApPOJHOTO OOMEHa, TO BEPOSITHOCTh pealnu3aluu yrpo-
3bl — SIBJIAETCH MAJIOBEPOSITHOM.

Bo Bcex napyrux ciydasx AOJKHA OBITh OIICHEHA BEPOSITHOCThH peaiu3aliuu
YIPO3BI.

OOOOIIEHHBIM CMHCOK BEPOSTHOCTU PEANTM3AllMU yTPO3 JUIsl Pa3HBIX THUIIOB

NCIIu npeacrasiieH B Tabuiie 6.
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Tabmura 6

Koadd. BeposTHocTn
BepositHOCTB peanmza-
Tun UCITAn peanu3anuu yrpossl
IIUU YTPO3bI
HapyIIUTEIEM

AsronomHuas UC | Tuma MaJIOBEpOSITHAS 0
Aronomuas UC Il Tuna MaJIOBEPOSATHAS 0
AtonomHas UC |1l Tuna MaJIOBEpOsITHAS 0
Asronomuas UC IV tuna MaJIOBEpOSITHAS 0
AtonomHuas C V tuna MaJIOBEPOsITHAS 0
Asronomuas C VI tuna MaJIOBEpOSITHAS 0
JINC | Tuna MaJIOBEPOsITHAS 0
JINC Il Tuna MaJIOBEpOsITHAS 0
Pacnpenenennast UC | Tuna MaJIOBEPOSITHAs 0
Pacnpenenennas MC |l Tuna HU3Kas 2

Yepo3a eviasnenua naponeii
[enb peannzanuu yrpo3bl coctout B nojydenurn HCJI myTem npeogosieHus na-

POJIBHOM 3alUThI. 3JOYMBIIIJIEHHUK MOKET PEaM30BBIBAaTh yIPO3y € MOMOIIBIO 11e-
JIOTO psiZla METOJOB, TAKMX KaK MPOCTOH mepedop, mepedop ¢ MCIOIb30BaHUEM CIie-
UAJIBHBIX CIIOBapel, yCTaHOBKAa BPEIOHOCHOHN MpOrpaMMbl JJIsi IIepexBaTa Mmapods,
noaMeHa nopepenHoro oobekta cetr (IP-spoofing) u mepexsat makeros (sniffing). B
OCHOBHOM ISl peaJIM3allii YTPO3bl UCTIOJIB3YIOTCS CIIEUAIBHBIC TIPOTPAMMBI, KOTO-
pbI€ TBITAIOTCS MOMYYUTh JTOCTYI XOCTY IMyTEeM TOCJIEeI0BATEIHLHOTO Moa0opa mapo-
neii. B ciaydae ycmexa, 3lI0yMBIIUIEHHIK MOXKET CO3aTh I ce0sl «IpoxXoay» ais Oy-
IyUIeTo MOCTYTa, KOTOPbI OyneT JAelCTBOBATh, Ja)Ke €CIIM Ha XOCTE M3MEHHUTH Ma-
pOJIb IOCTYTIA.

Ecnu B Yupexaenun obpabatsiBaembie [1J][H He mepecbutaroTcs Mo ceTsim 00-
IIETO TMOJIb30BAHUS U MEXIyHAPOJIHOTO OOMEHa, TO BEPOSITHOCTh pealu3alliil yrpo-
3bI — SIBJISIETCSI MAJIOBEPOSITHONA.

Bo Bcex apyrux ciydasix OJKHA OBITh OIICHEHA BEPOSITHOCTh pean3alluu
yTPO3BI.

OOO0OIICHHBI CIMUCOK BEPOSTHOCTH PEANM3allU Yrpo3 IJs pPa3HBIX THIIOB

UCTI/In npencrasieH B Tabmurie 7.
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Tabmuma 7

Koadd. BepositHOCTH
BepositHOCTB peanusa-
Tun UCITIn peanu3anum yrpo3bl
IIUU YTPO3bI
HAPYIIUTEIIEM

AptonomHas MC | tuma MaJIOBEpOsITHAS 0
Aronomuas UC |l Tuna HU3Kas 2
AsronomHuas UC Il tuna MaJIOBEpOSITHAS 0
Asronomuas UC IV tuna HU3Kast 2
Aronomuas UC V tuna MaJIOBEPOSATHAS 0
Asronomuas C VI tuna HU3Kast 2
JIUC | Tumna MaJIOBEPOSITHAS 0
JIUC Il Tuna HU3Kast 2
Pacnpenenennast UC | Tuna MaJIOBEPOSATHAS 0
Pacnpenenennas UC |l Tuna cpenHsis B

Yzpo3ul nasazvieanue 103cH020 mapuipyma cemu
JlanHast yrpo3a peanu3yeTrcs ONHHM M3 JIByX CIOCOOOB: IIyT€M BHYTPHCET-

MEHTHOTO WJIM MEXCETMEHTHOT'O HaBsI3bIBaHUS. BO3MOXHOCTH HaBsI3bIBAHUS JIOKHO-
ro MapuipyTa oOyCIIOBJI€Ha HEIOCTaTKaMH, MPUCYIIUMHU aJrOpUTMaM MapIIpyTH3a-
nud (B YaCTHOCTH WU3-3a MpPOOJEeMbl HIECHTU(UKAIIMU CETEBBIX YIPABISIONIUNX
YCTPOMCTB), B pe3yJIbTaTe Yero MOXKHO MOMNacTh, HAIPUMEP, HA XOCT WJIU B CETh 3710~
YMBIIUICHHUKA, TJI€ MOKHO BOWTH B OTIEPAIMOHHYIO Cpely TEXHUYECKOTO CPEACTBA B
coctaBe MCII/IH. Peanu3anuu yrpo3sl OCHOBBIBAE€TCSI HA HECAHKIIMOHUPOBAHHOM HC-
N0JIb30BaHUU MPoToKoJI0B Mapiipytusaiuu (RIP, OSPF, LSP) u ynpasnenus cetbto
(ICMP, SNMP) nns BHeceHHMsS M3MEHEHHH B MapIIpyTHO-aipecHbie TaOauibl. [Ipn
TOM HapyLIMTEI0 HEOOXOJUMO IOC/IaTh OT HMMEHHU CETEBOr0 YIPABJISAIOIIErO
yCTpoicTBa (HapuMep, MapuIpyTU3aTopa) yrpasJisitoiee cooOIIeHHe.

Ecnu B Yupexaenun obpabatsiBaembie [1J][H He mepecbutaroTcs Mo ceTsim 00-
IIETO TMOJIb30BAHUS U MEXIYHAPOIHOTO 0OMEHa, TO BEPOSITHOCTh pealn3alliil yrpo-
3bI — SIBJISIETCSI MAJIOBEPOSITHOI.

Bo Bcex apyrux ciydasx JOJDKHA OBITH OIEHEHA BEPOATHOCTh pealn3aliuu
YTPO3BL.

OOOOIIEHHBIN CMHCOK BEPOSTHOCTH PEATM3alliy yTPo3 JUIsl Pa3HBIX THUIIOB

NCTI/In npencrasieH B Tabmurie 8.
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Tadmuma 8

Koadd. BepositHOCTH
BepositHOCTB peanusa-
Tun UCITIn peanu3anum yrpo3bl
IIUU YTPO3bI
HAPYIIUTEIIEM

AptonomHas MC | tuma MaJIOBEpOsITHAS 0
Aronomuas UC |l Tuna MaJIOBEPOSATHAS 0
AsronomHuas UC Il tuna MaJIOBEpOSITHAS 0
Atonomuas MC IV tuma MaJIOBEpOsITHAS 0
Aronomuas UC V tuna MaJIOBEPOSATHAS 0
AtonomHuas C VI tuma MaJIOBEPOsITHAS 0
JIUC | Tumna MaJIOBEPOSITHAS 0
JINC Il Tuna MaJIOBEPOsITHAS 0
Pacnpenenennast UC | Tuna MaJIOBEPOSATHAS 0
Pacnpenenennas C |l Tuna HU3Kas 2

Yepo3vt noomenwt 0oeepennozo oo6vexma
Takas yrpo3a 3)()eKTUBHO peanu3yeTcs B CUCTEMaX, B KOTOPHIX MPUMEHSIIOTCSA

HECTOMKHE aJrOPUTMbl UICHTU(UKALMU U ayTEHTU(PUKAIIMM XOCTOB, MOJIb30BaTENCH
u T.1. [log noBepeHHBIM 00OBEKTOM MTOHUMAETCSI 00BEKT CETH (KOMIBIOTED, MEXKCETE-
BOI 3KpaH, MapUIpyTU3aTOpP U T.I1.), JIETAIbHO NOJKIIOUEHHBIN K CEPBEPY.

MoryT ObITh BBIJIEIEHBI JBE PA3HOBHUIHOCTHU IPOLIECCA pealn3allii yYKa3aHHON
YIPO3bI: C YCTAHOBJIEHUEM U 0€3 YCTAHOBIIEHUSI BUPTYAIIBHOTO COEAMHEHUS.

[Tpouecc peanuzannu ¢ yCTaHOBJIEHUEM BUPTYaJIbHOTO COECIUHEHHSI COCTOUT B
IIPUCBOCHUH MIPAB JTOBEPEHHOIO CyOBhEKTa B3AUMOJCHCTBUS, YTO MO3BOJISIET HAPYIIH-
TEJII0 BECTU CeaHC paboThl ¢ 0OBEKTOM CETH OT UMEHU JIOBEPEHHOro cyOnekTa. Pea-
JAU3alUsl YyIpo3bl TaHHOTO TUMNA TpeOyeT MpeoI0JIEHUs] CUCTEMbl UACHTU(QUKAIIUHU U
ayTeHTU(UKAIMK cOOOIIeHnH (Hanpumep, ataka rsh-cimyxobr UNIX-xocTa).

[Tponiecc peanu3auuu yrpos3sl 0€3 yCTaHOBIIECHHSI BUPTYaJIbHOTO COEIMHEHUS
MOKET UMETh MECTO B CETSIX, OCYILIECTBISIOIUX UACHTUPHUKALMIO MepeaaBaeMbIX CO-
OOIIEHUI TOJBKO MO CeTeBOMY ajipecy oTnpaBuTesa. CyIIHOCTh 3aKIIIOUaeTcsl B Ie-
penaye CIy>KE€OHBIX COOOIIEHHWH OT HMMEHHU CETEBBIX YIPABISAIOLIUX YCTPOUCTB
(HanpuMep, OT MMEHHM MaplIPyTHU3aTOPOB) 00 HM3MEHEHUH MApPUIPYTHO-aAPECHBIX
JTAHHBIX.

B pesynbrare peanmuzanuu yrpo3bl HapylIUTEIb MOJIy4yaeT MpaBa JAOCTYyNa K

texanyeckomy cpeactry UCII/In - uenu yrpos.
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Ecnu B Yupexnenun obpabatsiBaeMbie [1J][H He mepecbuiaioTcs Mo ceTaM 00-
IIET0 TOJIH30BAHUS M MEXKIYHAPOJHOTO OOMEHA, TO BEPOSITHOCTh pealn3aluu yrpo-
3bI — SIBJISIETCSI MAJIOBEPOSITHOI.

Bo Bcex apyrux ciydasix OJKHA OBITH OIICHEHA BEPOSTHOCTh pealn3aliu
yTPO3BI.

OO000IIEeHHBIM CIHUCOK BEPOATHOCTH peaNM3ald yrpo3 A Pa3HbIX THUIIOB

NCIIu npeacraiieH B Tabuiie 9.

Tabmuma 9
BeposTHOCTS peanHsa- Koadd. BepostaocTH pe-
Tun UCITAx anu3anuuy yrpossl Hapy-
AU YTPO3bI
LIUTEIEM
AsronomHuas VC I Tuma MaJIOBEPOSITHAS 0
AtroHomHas UC Il Tuna MaJIOBEPOSITHAS 0
AronomHas UC 11l Tuna MaJIOBEPOSITHAS 0
AsronomHuas VIC IV tuma MaJIOBEPOSITHAS 0
AtronomHas UC V tuna MaJIOBEPOSITHAS 0
Asronomuas C VI tuma MaJIOBEPOSITHAS 0
JINC I Tuna MaJIOBEPOSTHAS 0
JIUC 11 Tima MaJIOBEpOSITHAS 0
Pacnpenenennast UC I Tuna MaJIOBEPOSATHAS 0
Pacnpenenennas VC Il tuna HU3Kas 2

Bueopenue noscnozo o6vekma cemu
DOta yrpo3a 0CHOBaHa Ha MCIOJIb30BAHUU HEJOCTATKOB AJITOPUTMOB YaJICHHO-

ro noucka. B ciaydae ecii 0OBbEKThI CETH M3HAYAIBHO HE UMEIOT aJpecHoil uHdOp-
Maldv JIpyr O Jpyre, MCHOJIB3YIOTCA Pa3IuyHbIE MPOTOKOJIBI YAAJCHHOTO IOMCKa
(mampumep, SAP B cetsax Novell NetWare; ARP, DNS, WINS B cetsx co cTekoM
npotokosioB TCP/IP), 3akntouaromiuecs: B mepeaayde Mo CeTH CreluaabHbIX 3alPOCOB
Y TOJTYYCHUH Ha HUX OTBETOB C UCKOMOU mHpopmanmeit. [Ipu sTom cyiecTByeT Bo3-
MO>KHOCTB MEPEeXBATAa HAPYIIUTEIEM MTOMCKOBOIO 3allpoCca U BbIJIa4d HA HETO JIOKHO-
ro OTBETa, MCIOJb30BaHNE KOTOPOTO MPUBEAET K TpeOyeMOMYy WM3MEHEHHUIO MapiIll-
PYTHO-aIpECHBIX JJAHHBIX. B manbHelineM Bech MOTOK MH(pOpMAIUHU, acCOIUUPOBAH-

HBIN ¢ 00BEKTOM-KEPTBOM, OYAET NPOXOIUTH YepPe3 JIOKHBIA OOBEKT CETH.
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Ecnu B Yupexnenun obpabatsiBaeMbie [1J][H He mepecbuiaioTcs Mo ceTaM 00-
IIET0 TOJIH30BAHUS M MEXKIYHAPOJHOTO OOMEHA, TO BEPOSITHOCTh PeaH3aluu yrpo-
3bI — SIBJISIETCS] MAJIOBEPOSITHOI.

Bo Bcex apyrux ciydasix OJKHA OBITH OIICHEHA BEPOSTHOCTh pealn3aliu
yTPO3BI.

OO000IIEeHHBIM CIHUCOK BEPOATHOCTH peaNM3ald yrpo3 A Pa3HbIX THUIIOB

NCIIdn npeacrasien B Tabnuie 10.

Tabauma 10
Koadd. BepositHoCTH
BepositHOCTh peanusa-
Tun UCITAn peann3anuu yrpossl
IIUU YTPO3bI
HAPYIIUTEIIEM

AsronomHuas UC | Tuna MaJIOBEpPOsITHAS 0
AsronomHuas UC Il tuma MaJIOBEPOSITHAS 0
AsronomHuas UC Il Tuna MaJIOBEpPOsITHAS 0
Asronomuas UC IV tuna MaJIOBEpPOsITHAL 0
AtronomHuas C V tuna MaJIOBEPOSITHASI 0
Aronomuas C VI tuna MaJOBEpOsITHAS 0
JIUC | tumna MaJIOBEPOSITHAS 0
JINC Il Tuna MaJIOBEpOsITHAS 0
Pacnipenenennast UC | Tuna MaJIOBEPOSITHAS 0
Pacnpenenennast UC |l Tuna HHU3Kast 2

Yepo3zvt muna «Omkas 6 oocayyicusanuuy
DTH yrpo3sl OCHOBAHBI Ha HEAOCTATKaX CETEBOTO MPOTPAMMHOI0 00eCIIeUeHNs,

€ro ys3BUMOCTSX, O3BOJISIOIIMX HAPYLIUTEIO CO3/1aBaTh YCIOBHS, KOIla onepalu-
OHHAsl CCTEMa OKa3bIBAETCSl HE B COCTOSHUM 00pa0daThIBaTh MOCTYIAIOIINE MMAKETHI.

MoryT ObITh BbIIETICHBI HECKOJIBKO PA3HOBUIHOCTEN TaKUX YIPO3:

- CKPBITBIN OTKa3 B OOCITY>KMBaHWH, BHI3BAHHBIN MPHUBICYCHUEM YaCTH PECyp-
coB MCII/In Ha 06paboTKy MakeToB, NepelaBaeMbIX 3J0YMBIIUIEHHUKOM CO CHHUXeE-
HUEM NPOMYCKHOM CIHOCOOHOCTH KaHaJOB CBSI3U, MPOM3BOAUTEIBHOCTH CETEBBIX
YCTPOMCTB, HapyUIEHUEM TpeOOBaHUM K BpeMeHH 00paboTKu 3arpocoB. [Ipumepamu
peanu3aluy yrpo3 MoJ0OHOTO poja MOTYT CIIyKHTh: HalpaBiIeHHBIH MITOPM 3XO-
3arpocoB o npotokoiay ICMP (Ping flooding), mtopm 3anpocoB Ha yCTaHOBIICHHE

TCP-coenunenwuii (SYN-flooding), mropm 3anpocos k FTP-cepsepy;
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- SIBHBIA OTKa3 B 0OCIYXMBAaHUM, BBI3BaHHBIN ncueprnanueM pecypco UCIIIx
npu 00paboTKe MaKeTOB, MEPEJABAEMbIX 3JI0YMBIIUICHHUKOM (3aHATHE BCEH MOJIOCHI
IIPOITYCKaHUs KaHAJIOB CBS3HU, IIEPENOJHEHUE OUEPEIeH 3aIpOCOB HA 00CITyKUBaHUE),
IIPU KOTOPOM JIETaIbHBIE 3alIPOChl HE MOTYT OBITh MEPEAaHbl UepPE3 CETh U3-3a HEN0-
CTYNHOCTHU Cpeflbl Mepenayu, 0o Moiay4yaroT OTKa3 B 00CHyKMBaHUU BBUAY Mepe-
MIOJIHEHHSI OYepeeil 3alIpOCOB, JUCKOBOrO MPOCTPAHCTBA NMaMATH U T.1. [Ipumepamu
yIpo3 JAHHOTO THUMNA MOTYT CIYXHUTh IITOpM MupokosemareabHbix |CMP-3x0-
3arpocoB (Smurf), vanpasnennsiii mropm (SYN-flooding), mropm coobmienwnii moy-
TOBOMY cepBepy (Spam);

- SIBHBIA OTKa3 B OOCIIy’>KMBaHHH, BbI3BAHHBIN HAapYLICHUEM JIOTUYECKOW CBA3-
HOCcTH Mexay TtexHuueckuMm cpeacrBamu HCIIIH mpu mepepaue HapylmmTesieMm
YHOPABISIONIMX COOOIIEHUH OT MMEHHU CETEBBIX YCTPOICTB, NPUBOASIIMX K U3MEHE-
HUIO MapUIpyTHO-aJpecHbIX naaHHbIX (Hanpumep, ICMP Redirect Host, DNS-
flooding) unu naeHTH(UKAITMOHHOM U ayTeHTU(UKATMOHHOW HHPOPMAIIHH;

- SIBHBI OTKa3 B OOCIY>KMBAaHUM, BbI3BAaHHBIN Ieperadyeil 3710yMbIIIEHHUKOM
NAKETOB C HECTaHIApTHBIMU atpulOyramu (yrpo3el tuma «Land», «TearDropy,
«Bonky», «Nuke», «UDP-bomby) unu umerommx mjMHy, MPEBBIIAOINIYI0 MaKCH-
MaJIbHO JTOMyCTUMBIN pasmep (yrposa tuma «Ping Deathy»), uto moxer mpuBecTH K
cOOI0 CEeTEBBIX YCTPOMCTB, y4acTBYIOUIMX B 00paOOTKE 3ampocoB, MPHU YCIOBHUH
HaJIMYUS OLIMOOK B IMIPOrpaMMax, peaji3yIoluX MPOTOKOJIbI CETEBOr0 0OMEHa.

Pe3ynbraTom peanuzanuy JaHHOW Yrpo3bl MOXKET CTaTh HapyllIeHHe padoTo-
CIIOCOOHOCTH COOTBETCTBYIOLIEH CIY>KObI MPEIOCTABICHUS yNaJE€HHOTO JOCTyIa K
ITIn 8 UCII/IH, mepenayda ¢ OJTHOTO ajipeca TaKOro KOJIMYECTBA 3alIPOCOB HA MOAKIIIO-
YeHue K TexHnueckomy cpeactBy B coctaBe MCII/IH, KOTOpOo€ MaKCHUMAIbHO MOYKET
«BMECTUTHY» TpaduK (HAMPABICHHBIA «IIITOPM 3aMPOCOBY»), YTO BIEYET 3a COOOM Ie-
penoJIHeHHE OYepeH 3apOCOB U OTKA3 OJHON U3 CETEBBIX CIYKO MIIM MOJIHAS OCTa-
HoBKka MCII/IH M3-3a HEBO3MOKHOCTH CUCTEMbI 3aHUMATHCSI HUYEM JIPYTUM, KpOME

00paboTKH 3amPOCOB.
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Ecnu B Yupexnenun obpabatsiBaeMbie [1J][H He mepecbuiaioTcs Mo ceTaM 00-
IIET0 TOJIH30BAHUS M MEXKIYHAPOJHOTO OOMEHA, TO BEPOSITHOCTh pealn3aluu yrpo-
3bI — SIBJISIETCS] MAJIOBEPOSITHOI.

Bo Bcex apyrux ciyyasix OJKHA OBITH OIICHEHA BEPOSTHOCTH pealu3aluu
yTPO3BI.

OO000IIEeHHBIM CIHUCOK BEPOATHOCTH peaNM3ald yrpo3 A Pa3HbIX THUIIOB

NCIIdu npeacrasieH B Tabnuie 11.

Tabmmma 11
Koadd. BepositHoCTH
BepositHOCTh peanusa-
Tun UCITAn peann3anuu yrpossl
IIUU YTPO3bI
HAPYIIUTEIIEM

AsronomHuas UC | Tuna MaJIOBEpPOsITHAS 0
AsronomHuas UC Il tuma MaJIOBEPOSITHAS 0
AsronomHuas UC Il Tuna MaJIOBEpPOsITHAS 0
Asronomuas UC IV tuna MaJIOBEpPOsITHAL 0
AtronomHuas C V tuna MaJIOBEPOSITHASI 0
Asronomuas C VI tuna MaJOBEpOsITHAS 0
JIUC | tumna MaJIOBEPOSITHAS 0
JIC Il Tuna HU3Kast 2
Pacnpenenennas MC | Tumna HU3Kas 2
Pacnpenenennast UC |l Tuna HHU3Kast 2

Yepo3vt yoanennozo 3anycka npunoscenuii
VYrpo3a 3akmtouaercs B cTpemiieHu 3amyctuTh Ha xocte MCII/H pa3nuunbie

MIPEIBAPUTEIbHO BHEAPEHHBIE BPEAOHOCHBIE IPOTPAMMBL: IIPOrPaMMBbI-3aKIaKH,
BUPYCHI, «CETEBbIC IIMTMUOHBD, OCHOBHAS 11€JIb KOTOPBIX - HApYyIICHUE KOH(PUICHIIU-
IBHOCTH, 1IEJIOCTHOCTH, IOCTYITHOCTH WH(OPMAIIUHU U TIOJIHBIN KOHTPOJIb 32 paboTOM
xocTta. KpoMe Toro, BO3MOKE€H HECAaHKIMOHHPOBAHHBIM 3allyCK MPUKIAAHBIX IMPO-
rpaMM TOJb30BaTeNICd ISl HECAHKIMOHUPOBAHHOTO TOJYYEHHUS HEOOXOIUMbBIX
HapyLIUTEI0 JAaHHBIX, I 3allyCKa YNPAaBISEMBIX NPUKIAJIHOW MPOTPAMMOM IIPO-
LIECCOB U JIp.

BriaensroT Tpu noakiiacca JaHHBIX yIpo3:

- pactipocTpaneHue (HanuoB, COAEPKANUX HECAHKITMOHUPOBAHHBINA MCIIOTHSIC-

MBI KOJI;
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- yAaJIeHHBIN 3aITyCK MPUIIOKEHUS ITyTeM MepernonHeHus Oydepa npuioKeHnun-
CEPBEPOB;

- yAaJIeHHBIN 3alyCK MPUJIOKEHUS MyTEM HCIOIb30BaHUS BO3MOKHOCTEH ya-
JICHHOTO YIpPaBJICHUS CUCTEMOM, MPEJOCTABISIEMBIX CKPBITHIMU MPOrPAMMHBIMU U
anmnapaTHbIMU 3aKJIaJKaMu, JTM00 UCIIOJIb3YEeMbIMU IITATHBIMU CPEJCTBAMHU.

TumnoBbie yrpo3bl MEPBOTO M3 YKA3aHHBIX MOAKIACCOB OCHOBBIBAIOTCS HA aKTH-
BU3AIMU PacCIpoCTpaHsieMbIX (halIoB Mpu ciaydyailHOM oOpaiieHud K HuMm. [Ipumepa-
MU Takux (paiijioB MOTYT CIY>KUTb: (paillibl, COAeprKallne HCIIONMHIEMbINH KO B BUJ
JIOKYMEHTBI, COJIEpIKaIlFieé MCIIONHIEMBI KOa B Buie dneMeHToB ActiveX, Java-
aInruIeTOB, HMHTEPIPETUPYEMBIX CKPUITOB (HampuMmep, TEKCThI Ha JavaScript);
Gaitibl, copeprKallie UCTIONHAEMbIE KOIbI iporpamm. [[iist pactipoctpanenus (paition
MOT'YT UCIIONIb30BaThCs CITY>KObI AJIEKTPOHHOM MOYTHI, mepeaadn (aiijioB, ceTeBOn
(ailyIoBOM CUCTEMBI.

[Ipu yrpozax BTOpOTO MOJKIACCAa UCHONB3YIOTCSI HEJJOCTATKH MPOrPaMM, peatn3y-
IOLIUX CETEBbIE CEPBUCHI (B YACTHOCTH, OTCYTCTBUE KOHTPOJISI 32 IMEPETNOTHEHHEM
Ooydepa). HacTpolikoil CUCTEMHBIX PETUCTPOB MHOTAA YIACTCS MEPEKIIOUUTD MPOIIeCc-
COp Tocye NpepbIBaHus, BbI3BAHHOIO MEpernojHeHneM Oydepa, Ha UCTOIHEHUE KOja, Co-
Jeprkaiierocs 3a rpanuiei oydepa. [lpumepom peanmmszaiy Takod yrpo3bl MOXKET CITy-
XKUTHh BHEIPEHHE ITUPOKO U3BECTHOTO «BUpyca Moppucay.

[Tpu yrposax TpeTbero mHoJKIacca HapyIIUTEIb HCIOJIb3YET BO3MOXHOCTHU
YJIAJICHHOTO YTPaBJICHUS] CUCTEMOM, MPEIOCTARIISIEMbIE CKPBITHIMA KOMITOHEHTaMH (HaIpu-
Mep, «TpostHckummy mporpamMamvu trria Back. Orifice, Net Bus), ymbo mrrataeiMu cpen-
CTBaMH YTIPaBJICHHS U a]MUHUCTPHUPOBaHMS KOMITbIOTepHBIX cetelt (Landesk Management
Suite, Managewise, Back Orifice u T. 1.). B pe3ynbTate ux MCHONb30BaHUS YAaCTCS J10-
OUTHCS yIaJIEHHOTO KOHTPOJISI HaJl CTAaHLIUEN B CETH.

Ecnu B Yupexnenun obpabatsiBaembie [1J][H He mepecbuiatoTcst mo cetsim 00-
IIETO TMOJIb30BAHUS U MEXyHAPOIHOTO OOMEHA, yCTAaHOBJICHA aHTUBUPYCHAs 3allly-
Ta, TO BEPOSATHOCTD PEATU3ALIUN YTPO3bl — SIBJISIETCS MAJT0BEPOSITHOA.

Bo Bcex apyrux ciaydasx IOJDKHA OBITH OIEHEHA BEPOSTHOCTH peaTH3alliu

YIPO3BI.
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OO0O0O0IIEHHBIM CIHUCOK BEPOATHOCTH peANM3ali yrpo3 A pa3HbIX THUIIOB

NCIIdn npeacrasiieH B Tabnuie 12.

Tabmuma 12
Koadd. BepostHOCTH pe-
Tun UCITAn Beposrhocts peanisa- ann(:l;e(ll:mn I;lrp03131 Hapl;-
[N yTPO3bI iTenen
AsronomHuas VC | Tuna MaJIOBEPOSITHAS 0
Astonomuas MC Il tTunma HH3Kas 2
Asronomuas UC Il tuna MaJIOBEpOSITHAS 0
Astonomuasg MC IV tuna HH3Kas 2
Aronomuas UC V tuna MaJIOBEPOSATHAS 0
Astonomuasg MC VI tuna HH3Kas 2
JINC | Tuna MaJIOBEPOsITHAS 0
JIUC |l Tnna HH3Kas 2
Pacnipenenennas MIC | Tumna MaJIOBEpOsITHAS 0
Pacnpenenennast UC |l Tuna cpenHsis B

Yepo3vl éneopenusn no cemu epedonocnvix npozpamm
K BpenoHOCHBIM IporpaMmaM, BHEAPSAEMBIM IO CETH, OTHOCATCS BUPYCHI, KO-

TOPBIE ISl CBOETO PACIPOCTPAHEHUSI aKTUBHO MCIOJIB3YIOT IIPOTOKOJIBI M BO3MOYKHO-
CTH JIOKQJIbHBIX U INI00aNbHBIX ceTeil. OCHOBHBIM MPHUHILIMIIOM pabOThl CETEBOTO BU-
pyca SIBJIIETCA BO3MOXHOCTh CaMOCTOSITENIbHO TMEpeAaTh CBOM KOJ Ha YJIaJeHHbIN
cepBep win pabouyro ctaHuuio. «lloHOLIEHHBIE» ceTeBble BUPYCHI IPU 3TOM 0O0Ia-
JAI0T €Il€ W BO3MOXKHOCTBIO 3allyCTUTh Ha BBINOJHEHUE CBOM KOJA Ha YJaJIe€HHOM
KOMITBIOTEPE WM, IO KpallHEN Mepe, «ITOATOJKHYThY MOJIb30BaTels K 3aIllyCKy 3apa-
YKEHHOTO (haiina.

BpenonocHeiMM Tniporpammamu, obecrneunBatronumu ocyiectsienue HC/I,
MOTYT OBITh:

- IpOrpaMMbl TO00PA U BCKPBITUS MAPOJIEH;

- IPOrpaMMbl, PEATU3YIOLIKE YTPO3bI;

- IPOrpaMMBbl, IEMOHCTPHUPYIOLIUE HCIOJIb30BAHUE HEACKIAPUPOBAHHBIX BO3-
MO>KHOCTEW MPOrpaMMHOT0 U IporpaMMHo-anapaTHoro odecneuenuss UCI1/1H;

- IPOrpaMMBbI-T€HEPATOPbI KOMITBIOTEPHBIX BUPYCOB;

- IPOTPaMMBbl, JEMOHCTPUPYIOIIHE YSI3BUMOCTH CPEICTB 3alTUThl HHPOpMAITHH

u JIp.
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Ecnu B Yupexnenun obpabatsiBaeMbie [1J][H He mepecbuiaioTcs Mo ceTaM 00-

IICTO ITOJB30BaAHUA U MCIKIAYHAPOIHOT'O O6M€Ha, YCTAHOBJICHA AHTHUBUPYCHAA 3alllu-

Ta, TO BEPOATHOCTD PCAJIMN3aINHN YI'PO3bI — ABJIACTCH MaHOBepOHTHOﬁ.

Bo Bcex APYyrux cCiiydadx AaOJIKHa OBITH OICHCHA BCPOJATHOCTH pCAJIU3alNH

yTPO3BI.

OO000IIEeHHBIM CIHUCOK BEPOATHOCTH peaNM3ald yrpo3 A Pa3HbIX THUIIOB

NCIIdn npeacrasieH B Tabnuie 13.

Tabmuma 13

BepositHOCTB peanusa-

Koadd. BepositHOCTH pe-

Tun UCTTIa T — anmamgIH};rejp;(e)?;ﬂ Hapy
AsronomHuas VC | Tuna MaJIOBEPOSITHAS 0
Astonomuas MC Il tTuma HHU3Kas 2
AsronomHuas UC Il tuma MaJIOBEPOSITHAS 0
Astonomuasg MC IV tuna HHU3Kas 2
Aronomuas C V tuna MaJIOBEPOSITHASI 0
Astonomuas MC VI tuna HHU3Kas 2
JINC | Tuna MaJIOBEpOsTHAS 0
JIUC |l Tnna HH3Kas 2
Pacnpenenennas MIC | Tumna MaJIOBEpOsITHAS 0
Pacnpenenennast UC |l Tuna cpenHsis B
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8 Peaiu3yeMoCTh yrpo3
[To wtoram omeHku ypoBHs 3ammiieHHOCTH (Y1) (pasgen 7) U BEpOSTHOCTH
peanmzanuu yrpo3sl (Y2) (pasaen 9), paccuuThiBacTCs KO3IPPHUIMCHT peain3yeMOCTH
yrpo3sl (Y) 1 onpeaensercss BO3MOKHOCTh peayii3anuu yrpo3bl (Tadmnwuma 4). Koag-
(GUIMEHT peaaru3yeMOCTH yrpo3bl Y OyaeT onpeaeisaTbes cootHomenuem Y = (Y +
Y)/20
OmnpeneneHrne peaqnu3yeMOCTH yrpo3 MPOU3BOAUTCA HAa OCHOBaHWW OTdeTa o

PE3VJIbTAaTax MPOBCACHUA BHVTDCHHCI;'I IIPOBCPKU.

OO000uIEeHHBIM CIHUCOK OLEHKH peanuzyeMocTd YBII/[H ang pa3HbIX THUIIOB

NCIIu npeacrasieH B Tabnumax 14-23.

Taomnura 14 — Asronomuas UUC | tuma

Koaddunment peann- | Bo3mMokHOCTH
3yemocTs yrpo3sl (Y) peaan3aim
1. Yrpo3sl OT yTEYKH [0 TEXHUYECKUM KaHAJIaM.

Tun yrpo3 6e3onacuoctu [1/1H

1.1. YTpo3bl yTeukH aKyCTHUECKOM UH- 0,25 HU3Kas
dhopmaruun

1.2. Yrpo3sl yTeuku BUAOBON HHPOpMa- 0,25 HU3Kas
017031

1.3. Yrpo3sl yreuku uHGOpMAILIMH 110 Ka- 0,25 HU3Kas
Hanam [IDOMUH

2. YTpo3bl HECAHKIIMOHUPOBAHHOTO JIOCTYIA K HH(POpMAIUH.

2.1. Yrpo3sl yHHuTOXEHUS, XUllleHns annapatHbix cpeacts MCII/In nHocuTenel nu-
dbopmaruu nytem guznydeckoro goctymna k dnementam UCIx

2.1.1. Kpaxa [I9BM 0,25 HHU3Kast
2.1.2. Kpaxka HocuTeneit nHbopmaimu 0,25 HU3Kas
2.1.3. Kpaxa kimtoueit 1 aTpuOyTOB 10CTY- 0,25 HU3Kas
na

2.1.4. Kpaxu, Monudukaiim, yHUUTOXKE- 0,25 HHU3Kast
Hus uHbOpMaIuu

2.1.5. BeiBoa u3 ctpos y3nos [I9BM, ka- 0,25 HU3Kas
HAJIOB CBSI3U

2.1.6. HecaHKIIMOHUPOBAHHBIN TOCTYII K 0,25 HU3Kas
nH(OPMALIUY TTPU TEXHUYECKOM 0OCITYKHU-

BaHUU (PEMOHTE, YHUUTOKEHUH) Y3JI0B

[15BM

2.1.7. HecaHKIIMOHUPOBAHHOE OTKJTFOUE- 0,25 HU3Kas
HUE CPEJICTB 3aIIHUTHI

2.2. Yrpo3bl XUIEHUS, HECAHKIIMOHUPOBAHHOM MOAU(DUKAIINHN U OJTOKUPOBAHUS
nH(OpMaInK 3a cueT HecaHKIMoHupoBaHHOTo noctyna (HC/I) ¢ npumenenuem npo-
IrpaMMHO-aIMapaTHbIX U NPOrPaMMHBIX CPEJCTB (B TOM YHCIIE MPOTPaMMHO-
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MaTeMaTHYECKUX BO3JICHCTBUI).

2.2.1. JleficTBUS BPEIOHOCHBIX TIPOTPAMM 0,35 CpenHsist
(BUpYyCOB)

2.2.2. HenexapupoBaHHBIC BO3MOKHOCTH 0,25 HU3Kas
cucremuoro 110 u 1O mist 06paboTku

MIEPCOHATBHBIX JTAHHBIX

2.2.3. Ycranoska I1O He cBs3aHHOTO C HC- 0,25 HHU3Kas

ITOJIHEHHEM CJ'Iy>KC6HBIX 00s3aHHOCTEN

2.3. YTpo3bl He IpeJHaMEPEHHBIX ICHCTBHIA MOJIB30BaTENeH U HapyIIeHUH Oe30mac-
Hoctu ¢pyakuuonupoanuss UCIIIn u C3I1/IH B ee cocTaBe n3-3a COOEB B IPOrpaMMm-
HOM 00ECIIEYeHHH, a TAKXKe OT YTPO3 HEAHTPOIIOTEHHOTO (cOOEB ammaparypbl U3-3a
HEHA/Ie’)KHOCTH 3JIEMEHTOB, COOEB JIEKTPONUTAHUS) U CTUXUUHOTO (YAapOB MOJIHUIA,

110KapoB, HABOJHEHUH U T.I1.) XapaKkTepa.

2.3.1. YTpara xirodeid u aTpuOyTOB J10-
cTymna

0,35

cpeaHsis

2.3.2. Henpennamepennas MoaupuKaus
(yHun4TOXKEeHHE) HHPOPMAILIUU COTPYTHU-
KaMH

0,25

HU3Kasd

2.3.3. HenpennamepeHHOE OTKIIIOYEHUE
CPEJCTB 3aIMThI

0,25

HU3Kasd

2.3.4. Beixop u3 cTpos anmnapaTHo-
MIPOrpaMMHBIX CPEICTB

0,25

HHU3Kasd

2.3.5. CO0ii cUCTEMBI DIEKTPOCHAOKEHHUS

0,25

HHU3Kasd

2.3.6. Ctuxuiinoe 0ecTBHUE

0,25

HU3Kasd

2.4. Yrpo3bl IpeIHAMEPEHHBIX JIEUCTBHI BH

TPEHHUX HapYLIUTEJIECH

2.4.1. loctyn k undopmanuu, Mmoauduka-
1S, YHUYTOXKEHHUE JIUI] HE AOIMYIIEHHBIX
K ee o0paboTke

0,25

HHU3Kasd

2.4.2. Pazrnamenue uHGpopMaIm, Moau-
¢buKaiys, yHUYTOXKEHUE COTPYTHUKAMU
JIOMYIIIEHHBIMU K € 00paboTKe

0,35

cpeaHsis

2.5.yrpO3LI HCCAHKINMOHUPOBAHHOI'O JOCTYIIA IO KaHAJIaM CBA3U.

2.5.1.Yrpo3a «AHanu3 ceTeBoro Tpapuka
¢ nepexsaroM nepenasaemont u3 UCIIIx n
MIPUHUMAEMOM U3 BHEIIHUX ceTel nHpop-
MalUu:

2.5.1.1. [lepexBar 3a nepeenamu ¢ KOH-
TPOJIUPYEMON 30HBI

0,25

HU3Kasda

2.5.1.2. [lepexBar B nmpejienax KOHTPOJIU-
pyeMoii 30Hbl BHEIIHUMH HapyIIUTEISIMU

0,25

HU3Kasd

2.5.1.3.Ilepexsar B npenenax KOHTPOJIH-
pyeMoii 30Hbl BHYTPEHHUMH HAPYIIATEIS-
MHU.

0,25

HHU3Kasda

2.5.2.YT1p0o3bl CKaHUPOBAHUs, HAIIPaBJICH-
HbIE Ha BBISIBJICHHUE TUIIA UJIM TUIIOB UC-
ITOJIb3YEMBIX ONEPALMOHHBIX CHCTEM, Ce-
TEBBIX ajjpecoB padounx cranuuit MCI1/IH,
TOIIOJIOTHH CETH, OTKPBITBIX IIOPTOB U
CIIy’K0, OTKPBITBIX COeAMHEHUH U Jp.

0,25

HU3Kas1

2.5.3.YTpo3bl BEISIBICHHSI TAPOJICH TI0 CETH

0,25

HU3Kas1

2.5.4.Y1po3bl HaBsI3bIBAHUE JIOKHOTO
MapHipyTa CeTH

0,25

HU3Kada
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2.5.5.YTp0o3bl IOAMEHBI IOBEPEHHOTO 00h- 0,25 HU3Kas
€KTa B CeTH
2.5.6.YTp0o3bl BHEIPSHHSI TOKHOTO 0OBEK- 0,25 HU3Kas
ta kak B UCIIJIH, Tak 1 BO BHEIITHUX CETIX
2.5.7.¥Yrpo3sl Tumna «OTKa3 B 00CITyKHBa- 0,25 HU3Kas
HUW
2.5.8.Y1po3bl yIaieHHOro 3anycKa npu- 0,25 HU3Kas
JIO)KEHU I
2.5.9.Yrpo3bl BHEAPEHUS 110 CETU BPEI0- 0,25 HU3Kas
HOCHBIX IPOTrpaMM
Tabmmma 15 — Asronomnas VC Il tuna
Tun yrpos Gesonacioctu [T Koadduument peanu- | Bo3moxHOCTH
3yemocTs yrpo3sl (Y) peaan3aim
1. YTpo3bl OT YTEUKH 1O TEXHUICCKUM KaHaTaM.
1.1. YTpo3bl yTeukH aKyCTHUECKOM UH- 0,25 HU3Kas
dhopmaruun
1.2. Yrpo3sl yTeuku BUA0BOM nH(pOopMa- 0,25 HU3Kas
017051
1.3. Yrpo3sl yTeuku HHPOpMAIIHH 10 Ka- 0,25 HU3Kas

"ainam [IDMUH

2. YTpo3bl HECAHKIIMOHUPOBAHHOTO JIOCTYIA K HH(POPMAIUH.

2.1. Yrpo3sl yHuuTOXEHUS, XUleHNs annapatHbix cpeacts UCII/Ix HocuTenel nu-
dbopmaruu nytem guznueckoro noctymna k dnementam UCIx

HHUC CPCACTB 3alINUThI

2.1.1. Kpaxa [I9BM 0,25 HHU3Kast
2.1.2. Kpaxa HocuTeneil uHdopmaruu 0,25 HU3Kast
2.1.3. Kpaxa xirodeit u aTpuOyToOB JI0CTY- 0,25 HU3Kas
na

2.1.4. Kpaxu, Mmogudukaum, yHUuTOXe- 0,25 HHU3Kas
HUs MHQopMaIu

2.1.5. BeiBox u3 ctpos y3nos [I9BM, ka- 0,25 HU3Kas
HAJIOB CBSI3U

2.1.6. HecaHKIIMOHMPOBAHHBIN JOCTYII K 0,25 HU3Kas
uHGOpMALUY TIPU TEXHUYECKOM O0CITyKHU-

BaHUU (PEMOHTE, YHUUTOKEHUH) Y3JI0B

I[13BM

2.1.7. HecaHKIIMOHUPOBAHHOE OTKJTFOYE- 0,25 HU3Kas

MaTeMaTHYECKUX BO3JICUCTBUI).

2.2. Yrpo3bl XUIIEHUS, HECAHKIIMOHUPOBAHHOM MOAU(UKAIINHN UITH OJTOKUPOBAHUS
uH(OpMaIMK 3a cueT HecaHKIMoHupoBaHHOro noctymna (HC/I) ¢ npumenenuem npo-
IrpaMMHO-aIMapaTHbIX U IPOrPaMMHBIX CPEJCTB (B TOM YHCIIE TPOTPaMMHO-

cucremuoro I10 u T1O gist 06paboTku
NEPCOHATBHBIX JAHHBIX

2.2.1. JleficTBUS BPEAOHOCHBIX MPOrpaMM 0,35 cpenHss
(BUpYyCOB)
2.2.2. HenexnapupoBaHHbIE BO3MOKHOCTHU 0,25 HU3Kas
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2.2.3. YcranoBka I10 He cBA3aHHOTO C HC-
TTOJTHCHUEM CITYKEOHBIX 00s3aHHOCTEH

0,25

HU3Kad

2.3. YTpo3bl He TpeJHaMEPEHHBIX ICHCTBHIA MOJIB30BaTENeH U HapyIIeHUH Oe3omac-
Hoctu ¢pyakuuonupoanuss UCITIn u C3I1/IH B ee cocTaBe n3-3a COOEB B IPOrpaMMm-
HOM 00ECIIEYeHHH, a TAKXKe OT YrPO3 HEAHTPOIIOTEHHOTO (cOOEB ammaparypbl U3-3a
HEHA/Ie)KHOCTHU AJIEMEHTOB, COOEB AJIEKTPONUTAHUS) U CTUXUHHOTO (yAapOB MOJIHHM,

M0KapoB, HABOJHEHUH U T.I1.) XapakrTepa.

2.3.1. Yrpara xitoueid u aTpuOyTOB 10-
CTyIa

0,35

cpeaHsaAa

2.3.2. Henpennamepennas MoaupuKaIus
(YyHHuTOXEHME) HH(POPMAITUH COTPYTHH-
KaMu

0,25

HHU3Kasd

2.3.3. HenpennamepeHHOE OTKJIIOYCHUE
CPE/ICTB 3alHTHI

0,25

HU3Kad

2.3.4. Beixop u3 cTpos anmnapaTHo-
MIPOTrpaMMHBIX CPEACTB

0,25

HU3Kasd

2.3.5. CO0ii cUCTEMBI IEKTPOCHAOKEHHUS

0,25

HHU3Kasd

2.3.6. Ctuxuiinoe 0ecTBHUE

0,25

HU3Kasd

2.4. Yrpo3bl IpeJHaMEPEHHBIX JICUCTBUN BH

TPEHHHUX HapyIIUTEIeH

2.4.1. Joctyn x uHpOpManuu, Moauduka-
151, yHUYTOXKCHUE JIUI] HE JTOMYIICHHBIX
K ee 00paboTke

0,25

HU3Kad

2.4.2. Pasrnamenue nHGpopMauu, MOau-
(buKanus, yHHYTOKEHUE COTPYAHUKAMHU
JOMYIIEHHBIMU K €¢ 00paboTKe

0,35

cpeansaAa

2.5.¥YTpo3bl HECAaHKIITMOHUPOBAHHOTO JTOCTYIIA 110 KaHaJlaM CBS3HU.

2.5.1.Yrpo3a «AHanmu3 ceTeBoro Tpaduxay
¢ nepexsaroM nepenasaemont nu3 UCIIIxn n
MIPUHUMAEMOM U3 BHEIIHUX ceTel uHPOp-
MalUu:

2.5.1.1. [lepexBar 3a nepenenamu ¢ KOH-
TPOJIUPYEMON 30HBI

0,35

cpeaHsis

2.5.1.2. [lepexBar B nmpejienax KOHTPOJIU-
pyeMoii 30Hbl BHEIIHUMH HapyIIUTEISIMU

0,25

HU3Kasda

2.5.1.3.1lepexBar B npenenaax KOHTPOJIH-
pyeMoii 30Hbl BHYTPEHHUMH HapyIINTEIS-
MHU.

0,25

HU3KadA

2.5.2.Y1p0o3bl CKaHUPOBAHUS, HAIIPaBJICH-
HbIE Ha BBISIBJICHUE THIIA WJIM TUIIOB HC-
MOJIb3YEMBIX ONIEPALIMOHHBIX CUCTEM, Ce-
TeBBIX ajipecoB pabounx cranmuii UCII/IH,
TOTIOJIOTMH CETHU, OTKPBITHIX IIOPTOB U
CITY’0, OTKPBITBIX COCTMHCHHH | JIp.

0,25

HHU3Kasa

2.5.3.¥Y1po3bl BBIBIEHUS NApOJIEH IO CETH

0,35

CpenHsis

2.5.4.YTpo3bl HaBSA3bIBAaHUE JIO)KHOTO
MapuipyTa CeTH

0,25

HU3Kas1

2.5.5.Y1rpo3bl OIMEHBI IOBEPEHHOT'O 00'b-
€KTa B CETH

0,25

HU3Kasda

2.5.6.YTp0o3bl BHEJIPEHHUSI TO)KHOTO 00BEK-
ta kak B UCII/IH, Tak ¥ BO BHEIIHUX CETAX

0,25

HU3Kasda

2.5.7.Yrpo3sl Tuna «OTka3 B 00CTyKHUBa-
HUW

0,25

HU3Kasda
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2.5.8.Y1po3bl yJaieHHoro 3anycKka npu- 0,35 CpenHsist
JIO)KEHU I
2.5.9.Y1po3bl BHEIPEHMSI 110 CETU BPEIO- 0,35 CpemHsis
HOCHBIX IPOTPaMM
Tab6mmia 16 — ABronomnas VC 11l tuma
Koaddunuent peanin- | Bo3MOKHOCTH
Tun yrpo3 6e3onacuoctu I1/1x b P

3yemocTs yrpo3sl (Y) peaTn3aim
1. YTpo3bl OT yTEUKH MO TEXHHYECKUM KaHaJIaM.
1.1. YTpo3bl yTeukn aKyCTHYE€CKOW UH- 0,25 HU3Kas
dbopmanuu
1.2. Yrpo3sl yTeuku Bu10BOM HH(pOpMa- 0,25 HU3Kas
jigg01
1.3. Yrpo3sl yTeuku HHPOpMAIIHIH 10 Ka- 0,25 HU3Kas

"ainam [IDMUH

2. YTpo3bl HECAHKIIMOHUPOBAHHOTO JIOCTYIA K HH(POPMAIUH.

2.1. Yrpo3sl yHUUTOXKEHUS, XHIlleHus anmnapatHbix cpeactB UCIIIn HocuTeneit nu-
dopMmaruu nyreM dusznyeckoro aoctymna k anementam UCI/x

HHE CPEJICTB 3AILMTHI

2.1.1. Kpaxa [19BM 0,25 HU3Kast
2.1.2. Kpaka HocuTesnei nHbopmarmu 0,25 HU3Kas
2.1.3. Kpaxa xirodeit u aTpulOyTOB JI0CTY- 0,25 HU3Kas
na

2.1.4. Kpaxu, Mmogudukanuy, yHU4TOXKe- 0,25 HU3Kast
HUSI HTHPOPMAITHH

2.1.5. BeiBox u3 ctpost y3nos [I9BM, ka- 0,25 HU3Kas
HAJIOB CBSI3U

2.1.6. HecaHKIIMOHUPOBAHHBIN TOCTYTI K 0,25 HU3Kas
nHGpOpMALUY TIPU TEXHUYECKOM OOCITyKHU-

BaHUU (PEMOHTE, YHUUTOKEHUH) Y3JI0B

I[13BM

2.1.7. HecaHKIIMOHMPOBAHHOE OTKJIFOUE- 0,25 HU3Kast

MaTeMaTUYeCKUX BO3JICHCTBUI).

2.2. Yrpo3bl XUIEHUS, HECAHKIIMOHUPOBAHHOW MOAM(PUKAIIUN WU OIIOKUPOBAHUS
nH(popManuu 3a cuet HecaHKImonupoBanHoro gocrymna (HCJ) ¢ npumenenuem mpo-
rpaMMHO-aMMapaTHBIX U MPOTPAMMHBIX CPEJCTB (B TOM YHCIIE MPOTPaMMHO-

ITOJJHCHHUEM C.Hy}KC6HBIX 00s13aHHOCTEH

2.2.1. [leficTBUS BPEAOHOCHBIX IPOrpaMM 0,35 cpenHss
(BUpYyCOB)

2.2.2. HenexsapupoBaHHbIE BOZMOXKHOCTH 0,25 HU3Kast
cuctemuoro I10 u [10 g o6paboTku

NEPCOHATBHBIX JAHHBIX

2.2.3. Ycranoska I1O He cBs13aHHOIO C HC- 0,25 HHU3Kas

M0KapoB, HABOJHEHUH U T.I1.) XapakKTepa.

2.3. YTpo3bl He peTHAMEPEHHBIX IEHCTBHI MOJB30BaTeNeH U HApPYIIEHUH Oe3orac-
Hoctu pynkunonuposanus MCIIAu u C3I1/IH B ee cocTaBe n3-3a cOOEB B MPOTrpaMMm-
HOM 00ecreueH , a TaKXKe OT YIrpo3 HEaHTPOIOTreHHOro (cO0eB anmnapaTypbl U3-3a
HEHAaJIe)KHOCTHU HJIEMEHTOB, COOEB JIEKTPONUTAHUS) U CTUXUHHOTO (YJapOB MOJIHUH,
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2.3.1. YTpara xirodeii u aTpuOyTOB J10-
cryna

0,35

cpeaHss

2.3.2. HenpennamepeHnHas Moaudukanus
(YyHMUYTOXXEHHE) MHPOPMALIUHA COTPYIHHU-
KaMH

0,25

HU3Kad

2.3.3. HenpenHamepeHHOE OTKIIIOYEHUE
CPEJCTB 3aIMThI

0,25

HHU3Kasd

2.3.4. Beixop u3 cTpos anmnapaTHo-
MIPOrpaMMHBIX CPEACTB

0,25

HHU3Kasd

2.3.5. CO0ii cUCTEMBI AIEKTPOCHAOKEHHUS

0,25

HU3Kasd

2.3.6. CtuxuiiHoe OexcTBre

0,25

HU3Kasd

2.4. Yrpo3bl IpeIHAMEPEHHBIX JIEUCTBHUI BH

TPEHHUX HAPYLIUTEJIECH

2.4.1. loctyn k uHdopmaruu, Mmoauduka-
1S, YHUYTOXKEHUE JIUI] HE JOIMYIICHHBIX
K ee 00paboTKe

0,25

HHU3Kasd

2.4.2. Pasrnamenne nHPOPMALIUU, MOJIH-
¢buKanys, yHUITOKEHUE COTPYAHUKAMH
JIONYIIEHHBIMH K €€ 00paboTke

0,35

CpeaHSIsI

2.5.yrp031>1 HCCAHKIIMOHHWPOBAHHOI'O AOCTYIIA 110 KaHaJlaM CBA3H.

2.5.1.Yrpo3a «AHanmu3 ceTeBoro Tpaduxary
¢ nepexBaroM nepeaaBaeMoit uz UCII/Ix u
MIPUHUMAEMOM U3 BHEIIHUX ceTel nHpop-
MalliH:

2.5.1.1. IlepexBar 3a nepejenamu ¢ KOH-
TPOJIMPYEMOU 30HBI

0,25

HU3Kasd

2.5.1.2. IlepexBar B npejesiax KOHTPOJIU-
pyeMoii 30Hbl BHEIIIHUMH HAPYIIUTEIISIMU

0,25

HHU3Kasd

2.5.1.3.Ilepexsar B npenenax KOHTPOJIH-
pyeMoii 30Hbl BHYyTPEHHUMH HAPYIINUTENSI-
MHU.

0,25

HU3Kasda

2.5.2.Y1po3bl CKaHUPOBAHUS, HAIIPaBJICH-
HbIEC Ha BBISIBJICHHUE TUIIA WJIX TUIIOB UC-
ITOJIB3YEMBIX ONIEPALMOHHBIX CHCTEM, Ce-
TeBBIX aapecoB pabouux cranuuit UCII/IH,
TOIIOJIOTHH CETH, OTKPBITBIX [IOPTOB U
CIIy’K0, OTKPBITBIX COeAMHEHUH U Jp.

0,25

HU3Kasd

2.5.3.YTpo3bI BEISIBIICHHSI TAPOJICH TI0 CETH

0,25

HU3Kada

2.5.4.YTp0o3bl HaBSA3BIBAHUE JIOKHOTO
MapuIpyTa CeTH

0,25

HHU3Kasa

2.5.5.Y1rpo3bl OJIMEHBI IOBEPEHHOT'O 00'b-
€KTa B CETH

0,25

HU3Kasa

2.5.6.YTp0o3bI BHEAPEHHUS JIO)KHOTO O0BEK-
ta Kak B UCII/IH, Tak ¥ BO BHEIIIHUX CETAX

0,25

HU3Kas1

2.5.7.¥Yrpo3sl Tuna «OTKa3 B 00CIIyKH1Ba-
HUN

0,25

HU3Kas1

2.5.8.Y1po3bl yAaIeHHOTO 3ayCcKa IIpu-
JIOKEHUU

0,25

HU3Kas1

2.5.9.Y1rpo3bl BHEIPEHHUS TIO CETH BPEIO-

HOCHBIX ITpOTrpaMm

0,25

HU3Kas1
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Tadomuma 17 — Asronomuas YUC IV tuma

gainam [IDMUH

Tun yrpos Gesonacioctu TTH Koadduuuent peanu- | BosmoxxHOCTH
3yemocTH yrpo3sl (Y) peaTn3aim

1. YTpo3bl OT yTEUKH M0 TEXHUISCKUM KaHAJIaM.
1.1. YTpo3bl yTeUKH aKyCTHUECKOM UH- 0,25 HU3Kas
dhopmaruun
1.2. Yrpo3sl yTeuku BUAOBOW HH(pOpMa- 0,25 HU3Kas
42071
1.3. Yrpo3bl yreuku nHGOPMAIIHH 110 Ka- 0,25 HU3Kas

2. YTpo3bl HECAHKIIMOHUPOBAHHOTO JIOCTYIA K HH(POPMAIUH.

2.1. Yrpo3sl yHUUTOXKEHUS, XUllleHus anmnapatHbix cpeactB UCII/In Hocuteneit nu-
dbopMmarmu nyreM duzndeckoro goctymna Kk mrementam UCITx

HHUC CPCACTB 3alINUThI

2.1.1. Kpaxa I[I9BM 0,25 HHU3Kast
2.1.2. Kpaxa Hocuteneil uadopmarmu 0,25 HU3Kast
2.1.3. Kpaxa xirodeit u aTpuOyTOB JI0CTY- 0,25 HU3Kas
na

2.1.4. Kpaxu, MmoauduKanuy, yHUuTOXKe- 0,25 HU3Kast
HUSI THPOPMAITHH

2.1.5. BeiBox u3 ctpos y3nos [I9BM, ka- 0,25 HU3Kas
HAJIOB CBS3U

2.1.6. HecaHKIIMOHUPOBAHHBIN TOCTYTI K 0,25 HU3Kas
nH(OPMALIUY TPU TEXHUYECKOM OOCITYKHU-

BaHHUM (PEMOHTE, YHUUTOKCHHUH) Y3JIOB

[19BM

2.1.7. HecaHKIIMOHUPOBAHHOE OTKJIFOUE- 0,25 HU3Kas

MaTeMaTHYECKUX BO3JICHCTBUI).

2.2. Yrpo3bl XUIIEHUS, HECAHKLIMOHUPOBAHHOW MO (DUKAIINY UITH OJIOKHMPOBAHUS
uHopMalnu 3a cueT HecaHKIMoHupoBaHHOro noctyna (HC/I) ¢ npumenenuem npo-
IrpaMMHO-aIMapaTHbIX U IPOrPaMMHBIX CPEJCTB (B TOM YHCIIE POrPaMMHO-

ITOJJHCHHEM CJ'IY)KC6HBIX 00s13aHHOCTEH

2.2.1. JleficTBUS BpEIOHOCHBIX IPOTPaMM 0,35 cpenHsis
(BUpYCOB)

2.2.2. HenexapupoBaHHbIE BOZMOXXHOCTH 0,25 HU3Kast
cuctemuoro I[10 u [1O gis oO6paboTku

NEePCOHATBHBIX JAHHBIX

2.2.3. Ycranoska I1O He cBsi3aHHOIO C HC- 0,25 HHU3Kas

M0KapoB, HABOJHEHUH U T.I1.) XapaKTepa.

2.3. Yrpo3bl He IpeiHAMEPEHHbIX JIEHCTBUH MOJIb30BaTeNel 1 HapyleHuil Oe3onac-
Hoctu pynkunonuposanus MCIIu u C3I1/IH B ee cocTtaBe n3-3a cO0EB B MPOTrpamMMm-
HOM 00€ecleueHmH, a TaKXKe OT YIrpo3 HEaHTPONOTreHHOro (cO0eB anmnapaTypbl U3-3a
HEHAaJIe)KHOCTHU 3JIEMEHTOB, COOEB JIEKTPONUTAHUS) U CTUXUHHOTO (YapOB MOJIHUH,

2.3.1. YTpara xmoueit u aTpudbyTOB J0- 0,35 cpenHss
cTyna

2.3.2. HenpeanamepenHast Mmoaudukanus 0,25 HU3Kast
(yHHUYTOXKEHHE) HHPOPMALIUU COTPYIHU-

KaMu

2.3.3. HenpennaMmepeHHOE OTKJIFOYCHUE 0,25 HU3Kas
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CPEACTB 3aLIUThI

dbopmanuu

2.3.4. Beixop u3 cTpos arnmapaTHo- 0,25 HU3Kas
IIPOrPaMMHBIX CPE/ICTB
2.3.5. CO0ii cUCTEMBI AIEKTPOCHAOKEHHUS 0,25 HU3Kas
2.3.6. Ctuxuiinoe 0e1CTBUE 0,25 HH3Kas
2.4. Yrpo3bl IpeJHaMEPEHHBIX AEWCTBUI BHYTPEHHUX HApYLIUTENEH
2.4.1. loctyn k uHdopmaruu, Mmoauduka- 0,25 HU3Kas
[IUsl, YHUYTOXKEHUE JIUI] HE JOIMYIICHHBIX
K ee 00paboTKe
2.4.2. Pasrnamenue nHGOpPMAIIK, MO/IH- 0,35 CpenHsist
¢buKkanys, yHUYTOKEHUE COTPYIHUKAMU
JONYIIEHHBIMH K €€ 00paboTke
2.5.Yrpo3bl HECAaHKIIMOHUPOBAHHOIO JOCTYTIA [0 KaHAJIaM CBS3H.
2.5.1.Yrpo3a «AHanu3 ceTeBoro Tpaduxa»
¢ nepexsaroM nepeaaBaeMoit uz UCII/Ix u
MIPUHUMAEMOM U3 BHEIIHUX ceTel nHdop-
Malluu:
2.5.1.1. [TepexBar 3a nepenenamu ¢ KOH- 0,35 CpemHsis
TPOIUPYEMOI 30HBI
2.5.1.2. [lepexBaT B mpeaenax KOHTPOIU- 0,25 HU3Kas
pyeMoii 30Hbl BHEIITHUMHU HAPYIIUTEISIMU
2.5.1.3.ITepexBaT B mpenenax KOHTPOIH- 0,25 HU3Kas
pyeMoii 30Hbl BHYTPEHHUMH HAPYIIUTEIS-
MHU.
2.5.2.Y1p0o3bl CKaHUPOBAHUS, HAIIPaBJICH- 0,25 HU3Kas
HbIC Ha BBISIBICHUE TUIIA WM THIIOB UC-
MOJIb3YEMBIX OTIEPALMOHHBIX CUCTEM, Ce-
TeBBIX aapecoB pabouux cranuuit UCII/IH,
TOTIOJIOTUH CETH, OTKPBITHIX TIOPTOB H
CIIy’K0, OTKPBITBIX COeAMHEHUH U Jp.
2.5.3.Y1po3sI BEISBICHHS TAPOJICH 1O CETH 0,35 CpeHss
2.5.4.Y1po3bl HaBsA3bIBAHUE JIOKHOTO 0,25 HHU3Kast
MapuIpyTa CeTH
2.5.5.Y1rpo3bl OIMEHBI IOBEPEHHOT'O 00'b- 0,25 HU3Kast
€KTa B CETH
2.5.6.YTpo3bl BHEAPEHUS JJOKHOTO 00BEK- 0,25 HU3Kas
ta kak B UCII/IH, Tak ¥ BO BHEIIHUX CETAX
2.5.7.Yrpo3sl Tuna «OTka3 B 00CTyKHUBa- 0,25 HU3Kast
HUW
2.5.8.YTpo3bl yAAJIEHHOTO 3aITyCKa MPH- 0,35 CpemHsis
JIOKEHUU
2.5.9.YTpo3bl BHEIPEHHMSI IT0 CETH BPEJIO- 0,35 CpemHss
HOCHBIX MPOTPaMM
Ta6nuna 18 — Apronomnast UC V tuna
Tun yrpos 6esomacroctu [T Koaddunuent peanu- | Bo3moxxkHOCTD
3yemoctH yrpo3sl (Y) pean3au
1. Yrpo3sl OT yTEUKH 110 TEXHUIECKUM KaHaJIaM.
1.1. YTpo3bl yTeukn aKyCTHUECKOU UH- 0,25 HU3Kas
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1.2. Yrpo3sl yTeuku BUAOBOI HHpOpMa- 0,25 HU3Kas
32071

1.3. Yrpo3sl yTeuku HHPOPMAIIIH 10 Ka- 0,25 HU3Kas
Hanam [IDMUH

2. YTpo3bl HECAaHKIIMOHUPOBAHHOTO JOCTYTA K MH(POpMALIUH.

2.1. Yrpo3sl yHUUTOXKEHUS, XUllleHus anmnapatHbix cpeactB UCII/In Hocuteneit nu-
dopMmaiuu yreM duzndeckoro poctymna K aurementam UCITx

2.1.1. Kpaxka [I9BM 0,25 HU3Kas
2.1.2. Kpaxa Hocuteneil undopmaruu 0,25 HU3Kast
2.1.3. Kpaxka kirodeit u aTpuOyTOB JIOCTY- 0,25 HU3Kas
mna

2.1.4. Kpaxxu, MoguuKaIuu, yHHITOXKe- 0,25 HU3Kas
HUsl HHQOpMaIiu

2.1.5. BeiBoa u3 crpos y3nos [IDBM, ka- 0,25 HHU3Kast
HAJIOB CBSI3H

2.1.6. HecaHKIIMOHMPOBAHHBIN JOCTYII K 0,25 HU3Kas
nHGOPMAINY TIPU TEXHHYECKOM 00CITyKH-

BaHUM (PEMOHTE, YHUUTOXKEHHUH) Y3JIOB

I[15BM

2.1.7. HecaHKIIMOHUPOBAHHOE OTKITFOYE- 0,25 HU3Kas
HHUE CPEJICTB 3aIIUThI

2.2. YTpo3bl XUIIEHHUS, HECAHKIIHOHUPOBAHHON MOIMN(UKAIIUIH WIH OJIOKUPOBAHHUS
uH(opMaluu 3a cueT HecaHKIMoHupoBaHHOro noctyna (HC/I) ¢ npumenenuem npo-
IrpaMMHO-aINapaTHbIX U IPOrPaMMHBIX CPEJCTB (B TOM YHCIIE IPOrPaMMHO-
MAaTeMaTHYECKUX BO3JICHCTBUN).

2.2.1. JleficTBUS BPEAOHOCHBIX IPOTPaMM 0,35 cpenHsis
(BUpYCOB)
2.2.2. HenexiapupoBaHHBIE BO3MOXKHOCTH 0,25 HU3Kas

cucremHoro I10 u 1O gyt 06paboTku
MIEPCOHATBHBIX JTAHHBIX

2.2.3. YcranoBka I1O He cBsI3aHHOTO C HC- 0,25 HHU3Kast
MTOJIHEHUEM CITY)KEOHBIX 0053aHHOCTEH

2.3. Yrpo3sl He IpeJHAMEPEHHBIX IeHCTBUI MOJIb30BaTeNel U HapylIeHui Oe3omac-
Hoctu ¢pynkuuonupoanust UCIIIn u C3I1[IH B ee cocTaBe n3-3a COOEB B IPOrpamMm-
HOM 0O€CIeYeHHH, a TAaKXkKe OT Yyrpo3 HEaHTPOIIOTEHHOT 0 (CO0eB anmnaparypsl n3-3a
HEHAa/Ie’)KHOCTH 3JIEMEHTOB, COOEB 3JIEKTPONUTAHUS) U CTUXUHHOTO (yAapOB MOJIHHH,
M10’KapoB, HABOJIHEHUH U T.I1.) XapakTepa.

2.3.1. YTpara xiro4eid 1 aTpuOyTOB JI0- 0,35 CpemHsis
cTyna

2.3.2. HenpeanamepenHas Mmoaudukanus 0,25 HU3Kast
(yHHUYTOXKEHME) HHPOPMALIUU COTPYIHU-

KaMu

2.3.3. HenpennamepeHHOE OTKITFOYCHUE 0,25 HU3Kas
CPEACTB 3aIIUTEHI

2.3.4. Beixop u3 cTpos amnmapaTHo- 0,25 HU3Kas
IPOrPaMMHBIX CPE/ICTB

2.3.5. C0O0if cuCTEMBI DIEKTPOCHAOKEHHUS 0,25 HU3Kas
2.3.6. CtuxuiiHoe GesicTBHUE 0,25 HU3Kast
2.4. Yrpo3sl IpeIHAMEPEHHBIX IEUCTBUI BHYTPEHHUX HAPYIIUTEIEH

2.4.1. Joctyn k uHpopManuu, Moauduka- 0,25 HU3Kas
ITUs1, YHUYTOXKCHUE JIUI] HE JIOMYIIEHHBIX
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K ee 00paboTke

2.4.2. Pazrnamenue napopManuu, MOau-
(buKanus, yHHYTOKEHUE COTPYAHIUKAMU
JOMYIIEHHBIMHU K €¢ 00paboTKe

0,35

CpenHsist

2.5.¥Y1rpo3bl HECAHKIIMOHUPOBAHHOIO JIOCTYTIA 110 KaHaJlaM CBSI3H.

2.5.1.Yrpo3a «AHanu3 ceTeBoro tpapuka
¢ nepexsaroM nepeaaBaemoit uz UCIQu u
MIPUHUMAEeMOH U3 BHEIIHUX ceTel nHdop-
MalliH;

2.5.1.1. IlepexBar 3a nepeaenamu ¢ KOH-
TPOJIUPYEMOU 30HBI

0,25

HHU3Kasd

2.5.1.2. [lepexBaT B mpeaenax KOHTPOJIU-
pyeMoii 30Hbl BHEITHUMH HapYIIUTEISIMU

0,25

HU3Kad

2.5.1.3.IlepexBat B mpenenax KOHTPOIH-
pyeMoii 30Hbl BHYTPCHHUMH HAPYIIATEIIS-
MHU.

0,25

HU3Kad

2.5.2.Y1po3bl CKaHUPOBAHUS, HAIIPABJICH-
HBIC Ha BBISIBJICHUE THIIA WJIM TUIIOB HC-
M0JIb3YEMBbIX OTEPAIIMOHHBIX CUCTEM, Ce-
TeBBIX ajipecoB pabouux cranmuiit UCII/IH,
TOTIOJIOTUU CETU, OTKPBITHIX TOPTOB U
CITY>0, OTKPBITBIX COCTMHEHHU U JIp.

0,25

HHU3Kasd

2.5.3.Y1rpo3bl BBISBICHHS TAPOJICH 1O CETH

0,25

HHU3Kasd

2.5.4.YTpo3bl HaBs3bIBAHUE JIOKHOTO
MapuipyTa CeTH

0,25

HU3Kad

2.5.5.Y1po3bl I0OAMEHBI IOBEPEHHOTO 00b-
€KTa B CETH

0,25

HU3Kad

2.5.6.YTpo3bl BHEAPEHHUS JIOKHOTO O0BEK-
ta kak B UCII/IH, Tak 1 BO BHEIIHUX CETAX

0,25

HU3KasdA

2.5.7.Yrpo3sl Tuna «OTKa3 B 00CTyKH1Ba-
HUN»

0,25

HHU3Kasa

2.5.8.Y1po3bl yAaIEeHHOTO 3aIycKa Ipu-
JI0)KECHU I

0,25

HU3Kasa

2.5.9.Y1po3bl BHEPEHMSI 110 CETU BPENIO-
HOCHBIX ITPOrpamMm

0,25

HHU3Kasa

Taomuma 19 — Asronomuas UC VI tuna

Tun yrpo3 6e3onacuoctu 111

Ko duuuent peanu-
3yemoctH yrpo3sl (Y)

BosmoxHOCTD
peann3anuu

1. Yrpo3sl OT yT€UKH 10 TEXHUYECKUM KaHAJIaM.

1.1. Yrpo3bl yTe€UKH aKyCTUYECKON UH-
dbopmanuu

0,25

HU3Kas1

1.2. Yrpo3sl yTeuku BUA0BOIN HHpOpMa-
LUU

0,25

HU3Kas1

1.3. Yrpo3s! yreuku HHPOpMAIIH 110 Ka-
Hasnam [IDMUH

0,25

HU3Kas1

2. YTpo3bl HECAHKIIMOHUPOBAHHOTO JIOCTYIA K HH(POPMAIUH.

2.1. Yrpo3sl yHUUTOXKEHUS, XuieHus anmapatHeix cpeactB MCIIJIn HocuTeneit nH-
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dbopMmainu yreM duzndeckoro noctymna K anementam UCITx

2.1.1. Kpaxka [I9BM 0,25 HU3Kas
2.1.2. Kpaxa Hocuteneil uudopmaruu 0,25 HU3Kast
2.1.3. Kpaxka kirodeit u aTpuOyTOB JIOCTY- 0,25 HU3Kas
na

2.1.4. Kpaxu, Mmoaudukanuu, yHUuTOXKe- 0,25 HU3Kast
HUSI THPOPMAITHH

2.1.5. BeiBog u3 ctpos y3nos [I19BM, ka- 0,25 HU3Kast
HAJIOB CBS3U

2.1.6. HecaHKIIMOHUPOBAHHBIM JTOCTYTI K 0,25 HU3Kas
nH(OPMALIUY TPU TEXHUYECKOM 00CITYKHU-

BaHHUM (PEMOHTE, YHUUTOKECHHUH) Y3JI0B

[19BM

2.1.7. HecaHKIIMOHUPOBAHHOE OTKJIFOUE- 0,25 HU3Kas

HHC CPCACTB 3allIUThBI

2.2. YTpo3bl XUIIEHUS, HECAHKIIHOHUPOBAHHON MOIM(UKAIIUH UIH OJIOKUPOBAHHUS
uHopMaluu 3a cueT HecaHKIMoHupoBaHHOro noctyna (HC/I) ¢ npumenenuem npo-
IpaMMHO-aINapaTHbIX U IPOrPAMMHBIX CPEJCTB (B TOM YHCIIE POrPaMMHO-

MaTeMaTHYECKUX BO3JICHCTBUI).

2.2.1. JleficTBUS BPEAOHOCHBIX IIPOTPaMM 0,35 cpenHsis
(BUpYCOB)

2.2.2. HenexiapupoBaHHBIE BO3MOXKHOCTH 0,25 HU3Kas
cuctemuoro I10 u I1O g o6paboTku

MIEPCOHAIBHBIX TAHHBIX

2.2.3. Ycranoska I1O He cBsi3aHHOIO C UC- 0,25 HHU3Kas

TIOJTHEHUEM CITY)KEOHBIX 00513aHHOCTEH

2.3. Yrpo3bl He IpeiHAMEPEHHBIX IEHCTBUI MOJIb30BaTeNIeH U HapylIeHul Oe3omac-
Hoctu pynkunonuposanus MCIIAu u C3I1/IH B ee cocTaBe u3-3a cO0EB B MPOTrpamMm-
HOM 00€ecreueHm!, a TaKXKe OT YIrpo3 HEaHTPOIOTreHHOro (CO0eB anmnapaTypbl U3-3a
HEHaJIe)KHOCTHU 3JIEMEHTOB, COOEB JIEKTPONUTAHUS) U CTUXUHHOTO (YapOB MOJIHUH,

M0KapoB, HABOJHEHUH U T.I1.) XapaKkTepa.

2.3.1. YTpara kmtoueit u aTpubyTOB J0- 0,35 cpenHss
cryna

2.3.2. HenpeanamepenHas Mmoaudukanus 0,25 HU3Kast
(yHHUYTOXKEHME) HH(POPMALIUU COTPYIHU-

KaMu

2.3.3. HenpennamepeHHOE OTKJIIOYCHUE 0,25 HU3Kas
CPEACTB 3alIUTEHI

2.3.4. Beixop U3 cTpos arnmapaTHo- 0,25 HU3Kas
IPOrpaMMHBIX CPEICTB

2.3.5. C0O0if cuCTEMBI DIEKTPOCHAOKEHHUS 0,25 HU3Kas
2.3.6. CtuxuiiHoe O0exncTBue 0,25 HU3Kas
2.4. Yrpo3bl IpeJTHaMEPEHHBIX AEHCTBUI BHYTPEHHUX HAPYLIUTENIEH

2.4.1. Joctyn x uHbopmaruu, Mmoauduka- 0,25 HU3Kas
1IUs1, YHUYTOXKEHUE JIUI] HE TOMYIIEHHBIX

K ee 00paboTKe

2.4.2. Pa3rnamenue uHGOpMAaLIUU, MOJIU- 0,35 cpenHss

buKanms, yHUITOKEHHE COTPYAHUKAMH
JIONYIIIEHHBIMH K €€ 00paboTke

2.5.Yrpo3bl HECAHKIIMOHMPOBAHHOTO JIOCTYIIA MO KaHaJlaM CBSI3H.

2.5.1.Yrpo3a «AHanu3 ceTeBoro Tpaduxa»
¢ nepexBaroM nepeaaBaemont uz UCIIIx n
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MPUHUMAEMOM M3 BHEIIHUX ceTel HHPOP-
MallHH:

2.5.1.1. Ilepexsar 3a nepenenaMu ¢ KOH- 0,35 CpemHsis
TPOJUPYEMOI 30HBI
2.5.1.2. [lepexBat B mpeaenax KOHTPOIU- 0,25 HU3Kas
pyeMOil 30HbI BHEIIHUMHU HAPYUIUTEIIMU
2.5.1.3.IlepexBat B mpenenax KOHTPOIH- 0,25 HU3Kas
pyeMoii 30Hbl BHYyTPEHHUMH HAPYIIUTEINSI-
MH.
2.5.2.Y1p0o3bl CKaHUPOBAHUS, HAIIPaBJICH- 0,25 HU3Kas
HbIC Ha BBISIBJICHUE TUIIA WU THIIOB UC-
II0JIb3YEMbIX OIEPAIIMOHHBIX CUCTEM, Ce-
TeBbIX ajipecoB padounx cranuuit UCII/H,
TOTIOJIOTUU CETU, OTKPBITHIX TOPTOB U
CIIy0, OTKPBITBIX COSTMHEHUN U JIP.
2.5.3.Y1po3bl BEISBICHHS TAPOJICH 110 CETH 0,35 CpeHsis
2.5.4.YT1p0o3bl HaBsA3BIBAHUE JIOKHOTO 0,25 HU3Kas
MapIIpyTa CeTH
2.5.5.Y1po3bl NOJMEHBI IOBEPEHHOTO 00b- 0,25 HU3Kas
€KTa B CETH
2.5.6.YTp0o3bl BHEAPECHHUS JIO)KHOTO 00BEK- 0,25 HU3Kas
ta kak B UCII/IH, Tak ¥ BO BHEIIHUX CETAX
2.5.7.¥Yrpo3sl Tuna «OTka3 B 00CIyKH1Ba- 0,25 HHU3Kast
HUW
2.5.8.Y1po3bl yAaneHHOTo 3aiycKa mpu- 0,35 CpenHsIs
JIOKEHU
2.5.9.Y1po3bl BHEAPEHHUSI 110 CETU BPEIO- 0,35 CpenHsIs
HOCHBIX IPOTPaMM
Tabmmma 20 — JIUC | tuma
Tun yrpos 6esomacrocta T Koadpdunument peanu- | Bo3moxxkHOCTD
3yemoctH yrpo3si (Y) peau3aIum
1. Yrpo3sl OT yT€UKH 110 TEXHUYECKUM KaHAJIaM.
1.1. YTpo3bl yTeukn aKyCTHUECKOW UH- 0,25 HU3Kas
dopmanuu
1.2. Yrpo3sl yTeuku BUAOBON HH(POpMa- 0,25 HU3Kas
017031
1.3. Yrpo3bl yTeuku HHPOPMALIUH 110 Ka- 0,25 HU3Kas

"anam [IDMUH

2. YTpo3bl HECAHKIIMOHUPOBAHHOTO JIOCTYTA K MHPOPMALIUH.

2.1. Yrpo3sl yHuuTOXEHUS, XulleHns annapatabix cpeacts UCII/IH nHocuTenel nn-
dhopmaruu nytem guzndeckoro poctymna K nementam UCIx

HUs MHQopMaIuu

2.1.1. Kpaxa [I9BM 0,25 HU3Kas
2.1.2. Kpaka HocuTeneit nHbopmarum 0,25 HU3Kas
2.1.3. Kpaxa kimtoueit 1 aTpuOyTOB 10CTY- 0,25 HU3Kast
na

2.1.4. Kpaxku, MoguuKamm, yHUITOXe- 0,25 HU3Kas
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2.1.5. BeiBox u3 crpos y3nos [I9BM, ka-
HAJIOB CBSI3U

0,25

HU3Kad

2.1.6. HecaHKIIMOHMPOBAHHBIN JOCTYII K
nH(OPMALIUY TPU TEXHUYECKOM 00CITYKHU-
BaHHUM (PEMOHTE, YHUUTOKECHHUH) Y3JI0B

I[19BM

0,25

HU3Kad

2.1.7. HecaHKIIMOHUPOBAHHOE OTKJIFOUE-
HUE CPEJICTB 3aIIUTHI

0,25

HU3Kad

2.2. YTpo3bl XUIIEHUs, HECAHKITHOHUPOBAHHON MOIM(UKAIIUH WX OJIOKUPOBAHHUS
nHopMaluu 3a cueT HecaHKIMoHUupoBaHHoro noctyna (HC/I) ¢ npumenenuem npo-
IpPaMMHO-aINapaTHbIX U IPOrPAMMHBIX CPEICTB (B TOM YUCIIE POrPaMMHO-

MaTEeMaTHYECKUX BO3JICHCTBU).

2.2.1. leficTBUS BPEAOHOCHBIX NIPOTPaMM 0,35 cpenHsis
(BUpYCOB)

2.2.2. HenexmapupoBaHHBIC BO3MOKHOCTH 0,25 HU3Kas
cucremHoro I10 u I1O gis 06pabotku

MIEPCOHAIBHBIX JTAHHBIX

2.2.3. Ycranoska I1O He cBsi3aHHOIO C UC- 0,25 HHU3Kas

ITIOJIHCHUEM CJ'Iy>KC6HBIX 00sA3aHHOCTEN

2.3. Yrpo3bl He IpeAHAMEPEHHbIX IEHCTBUI MOJIb30BaTeNel U HapylleHuil Oezonac-
noctu pynkunonuposanus MCIIAu u C3I1/IH B ee cocTtaBe u3-3a cO0EB B MPOrpamMm-
HOM OOECTICYeHHH, a TAKXKE OT YrPO3 HEAHTPOIIOTEHHOTO (COOEB ammaparypsl u3-3a
HEHAJIe)KHOCTH 3JIEMEHTOB, COOEB JIEKTPOMUTAHUS ) U CTUXUUHOTO (YAapOB MOJIHHIA,

M0KapoB, HABOJHEHHUH U T.I1.) XapaKkTepa.

2.3.1. YTpara xiroueii u aTpuOyTOB J10- 0,35 CpenHsIs
cryna

2.3.2. Henpennamepennas MoaupuKaIus 0,25 HU3Kas
(yHHUYTOXKEHME) HH(POPMALIUU COTPYIHU-

KaMHu

2.3.3. HenpennamepeHHOE OTKIIIOYCHUE 0,25 HU3Kas
CPEACTB 3alIUTEHI

2.3.4. Beixop U3 cTpos arnmapaTHo- 0,25 HU3Kas
IPOrpaMMHBIX CPEICTB

2.3.5. COoii cuCTEMBI AIEKTPOCHAOKEHHUSI 0,25 HU3Kast
2.3.6. Ctuxuiinoe OeacTBre 0,25 HHU3Kas
2.4. Yrpo3bl IpeJHaMEPEHHBIX NEHCTBUI BHYTPEHHUX HApYLIUTENIEH

2.4.1. Joctyn x nuadopmariu, Mmoauduka- 0,25 HU3Kas
1IUs1, YHUYTOXKEHUE JIUI] HE JTOMYIIEHHBIX

K ee 00paboTKe

2.4.2. Pa3rnamenue uHGOpMaLIUU, MOJIU- 0,35 cpenHss
buKamys, yHHYTOXEHUE COTPYTHUKAMH

JIONYIIEHHBIMH K €€ 00paboTke

2.5.Yrpo3bl HECAHKIIMOHMPOBAHHOTO JIOCTYIIA MO KaHaJaM CBSI3H.

2.5.1.Yrpo3a «AHanu3 ceTeBoro Tpaduxa»

¢ mepexBaroM niepeaaBaemoit uz UCII1n n

MIPUHUMAEMO U3 BHEIIHUX ceTei nHpop-

MaIHH:

2.5.1.1. [lepexBar 3a nepeaeIamMu ¢ KOH- 0,25 HU3Kas
TPOJIUPYEMOMN 30HBI

2.5.1.2. TlepexBaT B mpenenax KOHTPOIH- 0,25 HU3Kas
pyeMoii 30Hbl BHEITHUMH HapyIIUTEISIMU

2.5.1.3.ITepexBaT B mpenenax KOHTPOIH- 0,25 HU3Kas
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pyeMOM 30HBI BHYTPEHHUMU HAPYILLIUTEIISA-
MH.

2.5.2.Y1po3bl CKaHUPOBAHUS, HAIIPABJICH- 0,25 HU3Kas
HbIC Ha BBISIBJICHUE TUIIA UM TUIIOB UC-
IOJIb3YEMBIX OTIEPAIIMOHHBIX CUCTEM, Ce-
TeBBIX ajipecoB pabouux cranmuii UCII/IH,
TOTIOJIOTHH CETH, OTKPBITHIX TOPTOB H
Ci1y0, OTKPBITBIX COEAMHEHUHN U JIP.
2.5.3.Y1po3bI BEISBICHHS MAPOJICH 1O CETH 0,25 HU3Kas
2.5.4.Y1po3bl HaBsA3BIBAHUE JIOKHOTO 0,25 HU3Kas
MapIipyTa CeTH
2.5.5.Y1po3bl NOJMEHBI IOBEPEHHOTO 00b- 0,25 HU3Kas
€KTa B CETH
2.5.6.YTp0o3bl BHEIPSHHSI TOKHOTO 0OBEK- 0,25 HU3Kas
ta kak B MCIIJIH, Tak 1 BO BHEIIIHUX CETAX
2.5.7.¥Yrpo3sl Tuma «OTKa3 B 00CITyKHBa- 0,25 HU3Kas
HUW
2.5.8.YTpo3bl yIaJICHHOTO 3aITyCKa MPH- 0,25 HU3Kas
JI0)KEHU I
2.5.9.Y1po3bl BHEAPEHUS 110 CETU BPEI0- 0,25 HU3Kas
HOCHBIX IPOTPaMM
Taomuua 21 — JIUC |l tuna
Koaddunment peanu- | Bo3MokHOCTB
Tun yrpo3 6e3onacuoctu [1/1H
3yemocTs yrpo3sl (Y) peaan3alim
1. YTpo3bl OT YTEUKH M0 TEXHUICCKUM KaHAJIaM.
1.1. YTpo3bl yTeukn aKyCTHUECKOM UH- 0,25 HU3Kas
dopmanuu
1.2. Yrpo3sl yTeuku BUAOBON HH(POpMa- 0,25 HU3Kas
017031
1.3. Yrpo3sl yreuku nHGOpMAILIMH 10 Ka- 0,25 HU3Kas

ganam [IDMUH

2. YTpo3bl HECAHKIIMOHUPOBAHHOTO JOCTyNa K HHPOpMAIIH.

2.1. Yrpo3sl yHHuTOXKEHUS, XullleHns annapatabix cpeacts MCII/In nHocuTenel nu-
dbopmaruu nytem guznydeckoro poctymna k dnementam UCIIx

HHUC CPCACTB 3alIUThI

2.1.1. Kpaxa [I9BM 0,25 HHU3Kast
2.1.2. Kpaxxa HocuTeneil uHpopmaiuu 0,25 HU3Kast
2.1.3. Kpaxa kimtoueit 1 aTpuOyTOB 10CTY- 0,25 HU3Kast
na

2.1.4. Kpaxu, Mmonudukaim, yHU4TOXKE- 0,25 HHU3Kast
Hus uHboOpMaIuu

2.1.5. BeiBox u3 ctpos y3nos [I9BM, ka- 0,25 HU3Kas
HAJIOB CBSI3U

2.1.6. HecaHKIIMOHWPOBAHHBIN TOCTYII K 0,25 HU3Kas
nH(OPMALIUY TTPU TEXHUYECKOM 00CITYKHU-

BaHUU (PEMOHTE, YHUUTOKEHUH) Y3JI0B

[15BM

2.1.7. HecaHKIIMOHUPOBAHHOE OTKJTFOUE- 0,25 HU3Kas
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2.2. YTpo3bl XUIIEHUs, HECAHKITHOHUPOBAHHON MOIM(UKAIIUH WX OJIOKUPOBAHUS
nH(popManuu 3a cuet HecaHKIMoHupoBanHoro aocrymna (HCJl) ¢c npumenenueM mpo-
IpaMMHO-aINapaTHbIX U IPOrPaMMHBIX CPEJACTB (B TOM YMCIIE IPOrPaMMHO-

MaTeMaTHYECKUX BO3JICHCTBU).

2.2.1. leficTBUS BPEAOHOCHBIX MIPOTPaMM 0,35 cpenHsis
(BUpYCOB)

2.2.2. HenexiiapupoBaHHBIE BO3MOKHOCTH 0,35 CpemHsis
cuctemuoro I10 u I1O gs oO6paboTku

MIEPCOHAIBHBIX JTAHHBIX

2.2.3. YcranoBka 1O He cBSA3aHHOTO C UC- 0,25 HU3Kas

MIOJIHEHUEM CITYy’)KEOHBIX 00513aHHOCTEH

2.3. Yrpo3bl HE IpeTHAMEPEHHBIX JICHCTBHI MOJb30BaTeNIeH U HApYIIEHUH Oe30mac-
noctu pynkunonuposanus MCIIu u C3I1/1H B ee cocTtaBe n3-3a cOOEB B MPOTrpaMm-
HOM 00ecIleueHNH, a TaKkKe OT YIPO3 HEaHTPOMOTreHHOro (cO0eB anmnapaTtypbl U3-3a
HEHA/I)KHOCTH AJIEMEHTOB, COOEB JICKTPOIUTAHUS ) U CTUXUUHOTO (YAapOB MOJTHHH,

M0’KapoB, HABOJHEHUH U T.I1.) XapakTepa.

2.3.1. YTpara xiroueii u aTpudOyTOB /10- 0,35 CpenHsIs
cryna

2.3.2. HenpennamepenHas MoaupuKaIus 0,25 HU3Kas
(yHHmuTOXKEHME) HH(POPMAITUH COTPYTHH-

KaMu

2.3.3. HenpennamepeHHOE OTKJIIOYCHUE 0,25 HU3Kas
CPEACTB 3alIUTHI

2.3.4. Beixog u3 cTpos armapaTHo- 0,25 HU3Kas
IPOrPaMMHBIX CPEICTB

2.3.5. CO0ii cucTeMbl AIEKTPOCHAOKEHUS 0,25 HU3Kas
2.3.6. CtuxuiiHoe OexcTBue 0,25 HU3Kas
2.4. Yrpo3sl IpeJHaMepEeHHBIX AeWCTBUI BHYTPEHHUX HAPYLIUTENEH

2.4.1. Joctyn x nuadopmariu, Mmoauduka- 0,25 HU3Kas
LU, YHUYTOXKEHUE JIUI] HE JTOMYIIEHHBIX

K ee 00paboTKe

2.4.2. Pa3rnamenue uHGOpMaLUU, MOJIU- 0,35 cpenHss
buKamys, yHHITOXKEHUE COTPYTHUKAMH

JIOTIYIICHHBIMH K ee 00paboTke

2.5.YTpo3bl HECAHKIIMOHUPOBAHHOTO JOCTYIA 110 KaHAJIaM CBSI3H.

2.5.1.Yrpo3a «AHanu3 ceTeBoro Tpaduxa»

¢ nepexBaroM niepeaaBaemoit uz UCII1n u

IIPUHUMAEeMO U3 BHELIHUX ceTei nHpop-

MaIlHH:

2.5.1.1. IlepexBar 3a nepenenaMu ¢ KOH- 0,35 cpenHss
TPOJINPYEMOU 30HBI

2.5.1.2. IlepexBar B npezienax KOHTPOJIN- 0,25 HU3Kast
pyeMoii 30Hbl BHEITHUMH HapyIIUTEISIMU

2.5.1.3.Ilepexsar B npenenax KOHTPOJIH- 0,25 HU3Kast
pyeMoii 30HbI BHYTPEHHUMH HAPYIIATEIS-

MH.

2.5.2.Y1po3bl CKaHMPOBaHMs, HAIIPABJICH- 0,25 HU3Kas

HbIE Ha BBISIBJICHUE THIIA WJIM TUTIOB HC-
MOJIb3YEMBIX ONEPALIMOHHBIX CUCTEM, CE-
TeBBIX ajipecoB pabouunx cranmuii UCII/IH,
TOMOJIOTMH CETH, OTKPBITHIX MIOPTOB U

Ci1y0, OTKPBITBIX COEAMHEHUH U JIp.
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2.5.3.Yrpo3bl BRISIBICHUS TAPOJIEH MO CETH 0,35 CpenHsist
2.5.4.YT1po3bl HaBs3BIBAHUE JIOKHOTO 0,25 HU3Kas
MapIuipyTa CeTH
2.5.5.Y1po3bl NOJMEHBI IOBEPEHHOTO 00b- 0,25 HU3Kas
€KTa B CETH
2.5.6.YTp0o3bl BHEAPECHHS JIO)KHOTO 00BEK- 0,25 HU3Kas
ta kKak B UCI1/IH, Tak ¥ BO BHEIIHUX CETAX
2.5.7.¥Yrpo3sl Tumna «OTKa3 B 00CITyKHBa- 0,35 CpemHsis
HUUY
2.5.8.YTpo3bl yAaNeHHOTO 3aITyCcKa MpH- 0,35 CpemHsis
JIOKEHUI
2.5.9.Y1po3bl BHEIPEHHUSI 110 CETH BPEIO- 0,35 CpemHsis
HOCHBIX IPOTPaMM
Tabnuna 22 — Pactipenenennas VC | tuna
Tun yrpos Gesonacioctu [T Koadduument peanu- | BosmoxHOCTH
3yemocT# yrpo3sl (Y) peayM3anyu
1. YTpo3sl OT YTEUKH M0 TEXHUICCKUM KaHAJIaM.
1.1. YTpo3bl yTeukH aKyCTHUYE€CKOM UH- 0,25 HU3Kas
dhopmaruun
1.2. YTpo3sl yTeuku BUAOBON HH(POpMa- 0,25 HU3Kas
Y2071
1.3. Yrpo3sl yTeuku HHPOPMAIIIH 10 Ka- 0,25 HU3Kas

gainam [IDMHUH

2. YTpOo3bl HECAaHKITMOHUPOBAHHOTO JIOCTYTAa K MHPOPMALIUH.

2.1. Yrpo3sl yHuuTOXKEHUS, XulleHns annapatabix cpeacts MCII /I HocuTenen nu-
dbopmaruu nytem guznydeckoro noctymna k snementam UCI/Ix

HHUC CPCACTB 3alIUThI

2.1.1. Kpaxa [I9BM 0,25 HHU3Kast
2.1.2. Kpaxxa HocuTeneil uHpopmaiuu 0,25 HU3Kast
2.1.3. Kpaxa kimtoueit 1 aTpuOyTOB J10CTY- 0,25 HU3Kas
na

2.1.4. Kpaxu, Monudukaim, yHUUTOXKE- 0,25 HHU3Kast
Hus uHGOpMaIuu

2.1.5. BeiBox u3 crpos y3nos [I9BM, ka- 0,25 HU3Kas
HAJIOB CBSI3U

2.1.6. HecaHKIIMOHMPOBAHHBIN JOCTYII K 0,25 HU3Kas
nHGOPMAIINY TIPU TEXHHYECKOM 00CITyKH-

BaHUM (PEMOHTE, YHUUTOXKEHHUH) Y3JI0B

[13BM

2.1.7. HecaHKIIMOHUPOBAHHOE OTKJTFOUE- 0,25 HU3Kas

MaTeMaTHYECKUX BO3JICUCTBUM).

2.2. Yrpo3bl XUIEHHUS, HECAHKIIMOHUPOBAHHOM MOAU(UKAIINHN U OJTOKUPOBAHUS
nH(OpMaInK 3a cueT HecaHKIMoHupoBaHHOro noctymna (HC/I) ¢ npumenenuem npo-
IrpaMMHO-aIMapaTHbIX U MPOrPaMMHBIX CPEJCTB (B TOM YHCIIE POrPaMMHO-

cucremHoro I10 u I1O mist 06paboTku

2.2.1. JleficTBUS BpEAOHOCHBIX MPOTPaMM 0,35 cpenHsis
(BUpYyCOB)
2.2.2. HenexapupoBaHHBIE BO3MOKHOCTH 0,35 CpenHsist
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TMCPCOHAJIBHBIX JAHHBIX

2.2.3. YcranoBka I1O He cBsI3aHHOIO C UC-
MIOJIHEHUEM CITY)KEOHBIX 0053aHHOCTEH

0,25

HU3Kada

2.3. Yrpo3bl He TpeTHAMEPEHHBIX JICHCTBHI MOJb30BaTeNIel U HApYyIIEHUH Oe30mac-
noctu pynkunonuposanus MCIIu u C3I1/IH B ee cocTtaBe n3-3a cOOEB B MPOrpamMm-
HOM 00€ecIleueHH, a TaKkKe OT YIPOo3 HEaHTPONOTreHHOro (cO0eB anmnapaTypbl U3-3a
HEHA/Ie)KHOCTH JJIEMEHTOB, COOEB JICKTPONUTAHUS ) U CTUXUAHOTO (YAapOB MOJTHHIHA,

M10’KapoOB, HABOJHEHUH U T.I1.) XapakTepa.

2.3.1. YTpara xiro4eid u aTpuOyTOB J10-
cTyma

0,35

cpeaHsis

2.3.2. HenpennamepenHas Moaudukanus
(YyHMUYTOXXEHHE) MHPOPMALIUHA COTPYTHHU-
KaMH

0,25

HU3Kad

2.3.3. HenpennaMmepeHHOE OTKJIIOYCHUE
CPE/ICTB 3alHTHI

0,25

HU3Kad

2.3.4. Beixop u3 cTpos arnmapaTHo-
MIPOrPaMMHBIX CPEICTB

0,25

HU3Kasd

2.3.5. COoii cuctemMbl IEKTPOCHAOKEHUS

0,25

HU3Kasd

2.3.6. CtuxuiiHoe OexcTBre

0,25

HHU3Kasd

2.4. Yrpo3bl IpeIHAMEPEHHBIX JIEUCTBHI BH

TPEHHUX HapYyLIUTEJIECH

2.4.1. loctyn k undopmanuu, Mmoauduka-
WS, YHUYTOXKEHUE JIUI] HE JOIYIICHHBIX
K ee 00paboTKe

0,25

HU3Kasd

2.4.2. Pasrnamenue nuHpopManuu, MOau-
(buKanus, yHHYTOKEHUE COTPYAHHUKAMU
JIONYIIEHHBIMH K €€ 00paboTke

0,35

cpeanHsaAa

2.5.¥YTpo3bl HECAHKIIMOHMPOBAHHOI'O JTOCTYIIA M0 KaHaJlaM CBS3H.

2.5.1.Yrpo3a «AHanu3 ceTeBoro Tpaduxay
¢ mepexBaroM niepeaaBaemoit uz UCII1n u
IIPUHUMAEeMOi U3 BHELIHUX ceTei nHpop-
Maluu:

2.5.1.1. IlepexBar 3a nepenenamu ¢ KOH-
TPOJIMPYEMOU 30HBI

0,25

HHU3Kasa

2.5.1.2. IlepexBar B npenienax KOHTPOJIH-
pyeMol 30HbI BHEHIHUMH HAPYUIUTEIIMU

0,25

HU3Kasda

2.5.1.3.Ilepexsar B npenenax KOHTPOJIH-
pyeMoii 30Hbl BHYyTPEHHUMH HAPYILIUTEISI-
MHU.

0,25

HHU3Kasa

2.5.2.Y1po3bl CKaHUPOBAHMS, HAIIPABJICH-
HbIEC Ha BBISIBJICHHUE TUIIA WJIX TUIIOB UC-
ITOJI3YEMBIX ONEPALMOHHBIX CHCTEM, Ce-
TEBBIX ajjpecoB padounx cranuuit MCI1/IH,
TOIIOJIOTHH CETH, OTKPBITBIX IIOPTOB U
CIIy’K0, OTKPBITBIX COeAMHEHUH U Ap.

0,25

HU3Kasd

2.5.3.Y1po3bl BBISIBICHUS APOJIEH IO CETH

0,25

HHU3Kas1

2.5.4.YTpo3bl HaBSA3bIBAaHUE JIO)KHOTO
MapuipyTa CeTH

0,25

HU3Kas1

2.5.5.Y1po3bl MOJMEHBI TOBEPEHHOTO 00b-
€KTa B CETH

0,25

HU3Kas1

2.5.6.YTpo3bl BHEAPEHHUS JIO)KHOTO O0BEK-
ta kak B ICII/[H, Tak 1 BO BHEIIIHUX CETIX

0,25

HHU3Kas1

2.5.7.¥Yrpo3sl Tuna «OTKa3 B 00CIyKHBa-

0,35

cpeaHsis
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HHUMN»

2.5.8.Y1po3bl yaaneHHOTro 3amycKa mpu- 0,25 HU3Kas
JIOKEHUM
2.5.9.Y1po3bl BHEAPEHHUSI T10 CETU BPEI0- 0,25 HU3Kas
HOCHBIX IPOTPaMM
Tabnuna 23 — Pactipenenennas UC Il tuna
Koapdunuenr peanu- | Bo3MoxkHOCT
Tun yrpo3 6e3onacHoctu [1/1H bun p

3yemocTs yrpo3sl (Y) peaan3aim
1. YTpo3sl OT YTEUKH M0 TEXHUISCKUM KaHAJIaM.
1.1. YTpo3bl yTeUKH aKyCTHUECKOU UH- 0,25 HU3Kas
dhopmaruun
1.2. Yrpo3sl yTeuku BUAOBOW HH(POpMa- 0,25 HU3Kas
Y2071
1.3. Yrpo3sl yTeuku HHPOPMAIIIH 10 Ka- 0,25 HU3Kas

gainam [IDMHUH

2. YTpOo3bl HECAaHKITMOHUPOBAHHOTO JIOCTYTA K MHPOPMALIUH.

2.1. Yrpo3sl yHUUYTOXEeHUS, Xulienus anmnapatubeix cpeacts UCIIn nocureneit un-
dbopMmaruu nyreM duzndeckoro goctyna Kk mrementam UCITx

HHUC CPCACTB 3alIUThI

2.1.1. Kpaxa [19BM 0,25 HHU3Kast
2.1.2. Kpaxxa HocuTeneil uHpopmaiuu 0,25 HU3Kast
2.1.3. Kpaxa kitoueit 1 aTpuOyTOB 10CTY- 0,25 HU3Kas
na

2.1.4. Kpaxu, monudukanm, yHU4TOXKE- 0,25 HU3Kas
Hus uHGoOpMaIuu

2.1.5. BeiBox u3 crpos y3nos [I9BM, ka- 0,25 HU3Kast
HAJIOB CBSI3U

2.1.6. HecaHKIIMOHMPOBAHHBIN JOCTYI K 0,25 HU3Kast
nHGpOpMALUY TIPU TEXHUYECKOM O0CITyKHU-

BaHUU (PEMOHTE, YHUUTOKEHUH) Y3JI0B

I[13BM

2.1.7. HecaHKIIMOHUPOBAHHOE OTKJIFOUE- 0,25 HU3Kas

MaTeMaTHYECKUX BO3JICHCTBU).

2.2. Yrpo3bl XUIIEHUS, HECAHKLIMOHUPOBAHHOW MOAU(DUKAIIMY UITH OJOKHUPOBAHUS
uH(opMaInu 3a cueT HecaHKIMoHupoBaHHOro foctymna (HC/I) ¢ npumenenuem npo-
IrpaMMHO-aIMapaTHbIX U IPOrPaMMHBIX CPEJCTB (B TOM YHCIIE IPOrPaMMHO-

TIOJIHEHUEM CITYKeOHBIX 00s13aHHOCTEH

2.2.1. JleficTBUS BpEIOHOCHBIX MPOTPaMM 0,35 cpenHsis
(BUpYyCOB)

2.2.2. HenexmapupoBaHHBIE BO3MOKHOCTH 0,35 CpenHsist
cucremHoro 110 u I1O mst 06paboTku

MIEPCOHATBHBIX JAHHBIX

2.2.3. YcranoBka [10 He cBsi3aHHOTO C HC- 0,25 HU3Kas

2.3. Yrpo3sl He TpeJHAMEPEHHBIX JIeHCTBHI MOJIb30BaTeNel U HapylIeHui Oe3omac-
Hoctu ¢pyakmmnonupoBanust UCIIdn u C3I1/IH B ee cocTaBe n3-3a cOOEB B IPOrpamMm-
HOM 0OECIIeYeHHH, a TAaKXkKe OT Yrpo3 HEAaHTPOIIOTEHHOT'0 (CO0eB anmnaparypsl U3-3a
HEHaIe’)KHOCTH 3JIEMEHTOB, COOEB JIEKTPONUTAHUS) U CTUXUHHOTO (YAapOB MOJIHUM,
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M0KapoB, HABOJHEHUH U T.I1.) XapakKTepa.

2.3.1. Y1para xitoueid 1 aTpuOyTOB J0-
cryna

0,35

CpenHsist

2.3.2. Henpennamepennas MoaupuKaIus
(yHHuYTOXEHME) HH(POPMAITUH COTPYTHH-
KaMu

0,25

HHU3Kasd

2.3.3. HenpennamepeHHOE OTKJIIOYCHUE
CPE/ICTB 3alIHTHI

0,25

HU3Kad

2.3.4. Beixoa U3 cTpos ammaparHo-
IIPOrPpaMMHBIX CPECTB

0,25

HU3Kad

2.3.5. COOM CHCTEMBI DJIEKTPOCHAOKEHUS

0,25

HU3Kasd

2.3.6. CtuxuiiHoe OeqcTBUe

0,25

HU3Kad

2.4. Yrpo3bl IpeJHaMEPEHHBIX IEUCTBUN BH

TPEHHUX HapyIIUTEIeH

2.4.1. Joctyn k uHpopManuu, Moauduka-
IsI, yHUYTOXKCHUE JIUI] HE JTOMYIICHHBIX
K ee 00paboTke

0,25

HU3Kad

2.4.2. Pasrnamenue nuHGpopMauu, MOIu-
(buKanys, yHHYTOKEHUE COTPYAHUKAMU
JOMYIIIEHHBIMU K €¢ 00paboTKe

0,35

cpeansAa

2.5.¥Y1po3bl HECAaHKIIMOHMPOBAHHOT'O JTOCTYIIA M0 KaHaJlaM CBSI3H.

2.5.1.Yrpo3a «AHanmu3 ceTeBoro Tpaduxary
¢ nepexsaroM nepeaaBaeMoit uz UCII/Ix u
MIPUHUMAEMON M3 BHEIIHUX ceTel HHPOP-
MalliH:

2.5.1.1. [lepexBar 3a nepenenamu ¢ KOH-
TPOJIUPYEMOM 30HBI

0,35

CpeaHSISI

2.5.1.2. [lepexBar B nmpejienax KOHTPOJIU-
pyeMoii 30Hbl BHEIIHUMH HapyIIUTEISIMU

0,25

HU3Kad

2.5.1.3.1lepexBar B npenenaax KOHTPOJIH-
pyeMoii 30Hbl BHYTPEHHUMH HapyIIUTEIS-
MHU.

0,25

HU3Kasd

2.5.2.Y1po3bl CKaHUPOBAHUS, HAITPaBJICH-
HbIE Ha BBISIBJICHUE THIIA WJIM TUIIOB HC-
MOJIb3YEMBIX ONIEPALIMOHHBIX CUCTEM, Ce-
TeBBIX ajipecoB pabouux cranmuii UCII/IH,
TOMOJIOTHUH CETH, OTKPBITHIX IOPTOB U
CITY’0, OTKPBITBIX COCTMHEHHH H JIp.

0,35

CpeIHSISI

2.5.3.¥Y1po3bl BBIBIEHUS MApPOJIEH IO CETH

0,5

CpeIHSISI

2.5.4.Y1po3bl HaBs3bIBAHUE JIOKHOTO
MapuipyTa CeTH

0,35

cpeaHsis

2.5.5.Y1rpo3bl OIMEHBI IOBEPEHHOT'O 00'b-
€KTa B CETH

0,35

CpenHsist

2.5.6.YTpo3bl BHEIPEHHUSI TO)KHOTO 00BEK-
Ta Kak B UCII/IH, Tak ¥ BO BHEIIIHUX CETAX

0,35

CpenHsist

2.5.7.Yrpo3sl Tuna «OTka3 B 00CIyKHUBa-
HUW

0,35

CpenHsist

2.5.8.Y1po3bl yAaneHHOro 3a1ycKa mpu-
JIO)KEHU I

0,5

CpenHsist

2.5.9.Y1po3bl BHEAPEHUS 110 CETU BPEAO-
HOCHBIX IIPOrpaMM

0,5

CpenHsist
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9 Onenka onacHOCTH Yrpo3

OneHka OMacHOCTH MPOU3BOJIUTCS HA OCHOBE OIPOCa CIIEIIUATNCTOB IO 3alllH-
Te MH(OPMALMU U ONpEeaeNsieTcs BepOalbHBIM MOKAa3aTeleM OMAaCHOCTH, KOTOPHIi
MMEET TPU 3HAYCHUSA:

- HU3Kas OMACHOCTh - €CIIM peaju3alusi yrpo3bl MOKET IPUBECTH K HE3HAUYHU-
TEJIbHBIM HETaTUBHBIM MOCJIEICTBUSM JIJIsl CyOBEKTOB MEPCOHAIBHBIX TaHHBIX;

- CpEIHSSI OMACHOCTD - €CIIM Peau3alusl yrpo3bl MOKET NPUBECTU K HETATHB-
HBIM IIOCJEICTBUSM ISl CyOBEKTOB EPCOHANBHBIX TAHHBIX;

- BBICOKAsi ONACHOCTB - €CJIM peaIn3alrsl yrpO3bl MOKET IIPUBECTU K 3HAUHM-
TEJIbHBIM HETaTUBHBIM MOCJIEICTBUAM JIJIs1 CYObEKTOB IIEPCOHAIIbHBIX TAHHBIX.

OmnpeneneHne ONAaCHOCTH YIpo3 MPOU3BOAUTCA HAa OCHOBaHMM Otyera o0 pe-

3yJbTaTaXx IIPOBCACHUA BHVTDGHHCﬁ IIPOBEPKHU.

O6006meHHbIN criucok oreHkn onacHocTH Y BII/{H nis pasueix TunoB UCI/Ix

npecTaBieH B Tabnuiax 24-33.

Tadomuma 24 — Asronomuas MC | tuna

Tun yrpo3 6e3onacnoctu [1/1H Omacrocts
YIPO3BI
1. Yrpo3bl OT yTEUKH 10 TEXHUYECKUM KaHaJIaM.
1.1. Yrpo3bl yTeUKH aKyCcTHYEeCKOH MH(OopMaIiu HU3Kas
1.2. Yrpo3sl yTe4ku BUAOBON MHPOpMALIIU HU3Kas
1.3. Yrpo3sl yreuku uHpopmanuu no kanaaam [ISMHUH HU3Kas

2. Yrpo3bl HECAHKIIMOHUPOBAHHOTO JIOCTYIA K HHPOpMAIIH.
2.1. Yrpo3sl yHUuTOXEHUS, XulleHus annapatbix cpeacts MCIIIH HocuTenelt nuHbopManuu
nyTeM ¢gu3ndeckoro gocrymna K snementam MCITJIH

2.1.1. Kpaxa [19BM HH3Kasi
2.1.2. Kpaxa HocuTeneil uHdopmariu HU3Kas
2.1.3. Kpaka xiro4eit u aTpuOyTOB JIOCTyTa HH3Kast
2.1.4. Kpaxu, MoauduKaluy, yHUUTOKEHHs HHPOpMaLUU HU3Kas
2.1.5. BeiBoa u3 ctpos y310B [I19BM, kaHaioB cBs3u HH3Kas
2.1.6. HecaHKIIMOHUPOBAHHBIN JOCTYI K HH(POPMAIUH ITPU TEXHUYE- HU3Kast
CKOM 00CITy>)KMBaHHH (PEMOHTE, YHUUTOKEHUH) y3510B [IDBM

2.1.7. HecaHKIIMOHUPOBAHHOE OTKJIFOYEHUE CPEJICTB 3ALIHUTHI HHU3Kas

2.2. YTpo3bl XUIIEHUs, HECAHKIITHOHUPOBAHHOM MOIM(UKAIIUK UM OJIOKUPOBaHUS HHPOpMAIUU
3a c4yeT HecaHKLIHOHUpoBaHHOTrO noctyna (HCJ) ¢ mpumeHeHreM nporpaMMHO-annapaTHRIX U
IPOrPaMMHBIX CPEJICTB (B TOM YHCIIE MPOrPaMMHO-MaTeMaTHUECKUX BO3ACHCTBUI).

2.2.1. JleficTBUS BpEAOHOCHBIX MPOTpamMM (BUPYCOB) cpenHsis
2.2.2. HenexnapupoBaHHble Bo3MokHOCTU cucteMHoro [10 u T1O nns HU3Kas
00pabOTKH EPCOHATBHBIX JaHHBIX
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2.2.3. YcranoBka 10 He CBSI3aHHOTO C HCHIOJTHEHUEM CITYKEOHBIX 005- HU3Kast
3aHHOCTEN

2.3. YTpo3bl He IpeJHAMEPEHHBIX JIeHCTBUI NOJIB30BATENEH 1 HApyIIEHUH 6e301macHOCTH PyHK-
nuonuposanust UCITJIa u C3I1/IH B ee cocTaBe n3-3a cOOEB B MPOrPaMMHOM OOCCIICUCHHH, a
TaKXXe OT yrpo3 HEAHTPOIIOTEHHOTO (COOEB anmaparypsl U3-3a HEHAJIC)KHOCTH 3JIEMEHTOB, COOEB
ANEKTPONUTAHUS) U CTUXUITHOTO (Y1apOB MOJIHUH, MMOXKApOB, HABOJHEHH U T.I1.) XapakTepa.

2.3.1. YTpara xiaro4eid u aTpuOyToOB JOCTyMa cpeaHsis
2.3.2. Henpennamepennas Moaudukaius (yHHUTOXKCHHE) HHPOpMa- HU3Kas
MU COTPYJTHUKAMHU

2.3.3. HenpenHamepeHHOE OTKJIFOYEHUE CPEJICTB 3alUThI HU3Kas
2.3.4. Beixo u3 cTpos annapaTHO-IPOrpaMMHBIX CPEJICTB HU3Kas
2.3.5. COoii cuCTEMBI MIEKTPOCHAOKECHHSI HU3Kas
2.3.6. CtuxuiiHoe OexcTBre HU3Kas
2.4. Yrpo3bl IpeJHaMEPEHHBIX AEWCTBUI BHYTPEHHUX HApYLIUTENEH

2.4.1. octyn k undopmanuu, MoaupuKanus, yHUYTOKEHUE JTUI] HE HU3Kast
JOMYIICHHBIX K ee 00padoTke

2.4.2. Pasrnamenue uHGpopMaIuu, MoAu(GUKAIKS, YHUYTOXKEHHUE CO- HU3Kast

TPYAHUKAMHU JONYIICHHBIMU K ee 00padoTke

2.5.¥YTpo3bl HECAaHKIIMOHMPOBAHHOT'O JTOCTYIIA M0 KaHaJlaM CBSI3H.

2.5.1.Yrpo3a «AHanu3 ceTeBoro Tpadukay ¢ nepexBaToM ImeperaBae-
moii u3 UCIT/IH v npuHEMaeMOi U3 BHEIIHUX ceTel HH(OpMaInu:

2.5.1.1. IlepexBar 3a nepeaenamMu ¢ KOHTPOJUPYEMOW 30HBI HU3Kas
2.5.1.2. IlepexBat B mpeenaax KOHTPOJIUPYEMOI 30HbI BHEIITHUMH HU3Kas
HAPYUIUTEISIMHU
2.5.1.3.IlepexBaT B mpeaeniax KOHTPOIUPYEMOM 30HbI BHY TPEHHUMH HU3Kas
HAPYUIUTEISIMHU.
2.5.2.YTpo3bl CKAaHUPOBAHUS, HAITPABJICHHBIC HA BBISBIICHHUE TUTIA WIIH HU3Kast

TUIIOB UCIIOIB3YEMBIX OIEPALIUOHHBIX CUCTEM, CETEBBIX aJpECOB pa-
6ounx cranuuit MUCIIJIH, Tomosoruu ceTu, OTKPBITHIX TOPTOB U
CIIy’K0, OTKPBITBIX COeAMHEHUH U Jp.

2.5.3.YTpo3bl BEISIBICHHSI TAPOJICH TI0 CETH HU3Kast
2.5.4.Y1po3bl HaBsI3bIBaHKE JIO)KHOTO MAPIIPYTA CETU HU3Kast
2.5.5.Y1rpo3bl IOJIMEHBI JIOBEPEHHOTO 00BEKTA B CETH HU3Kas
2.5.6.Yrpo3sl BHeApeHUs JT0kHOTO 00BhekTa kKak B UCII/IH, Tak u BO HU3Kas
BHEIIIHUX CEeTSIX

2.5.7.Yrpo3sl Thna «OTKa3 B 00CIyKUBAHUN) HU3Kas
2.5.8.Y1po3bl yAAIEHHOTO 3aIlyCKa IPHJIOKEHUI HH3Kast
2.5.9.Yrpo3bl BHEAPEHMS IO CETH BPEJOHOCHBIX MPOTPaMM HU3Kas

Taomuna 25 — Asronomuas UC |l tuna

Tun yrpo3 6e3omacuoctu [1/1H OmacrocTs
YIPO3bI

1. Yrpo3sl OT yT€UKH 10 TEXHUYECKUM KaHAJIaM.

1.1. Yrpo3sl yTeuku aKycTUYecKoil HHpopmanmu HH3Kas
1.2. Yrpo3bl yTeukH BUIOBOH HH(pOpMALUU HU3Kas
1.3. Yrpo3s! yreuku nHdpopmaimu no kasaitam [IDOMUH HH3Kas

2. Yrpo3bl HECAHKIIMOHUPOBAHHOTO JIOCTYIA K HHPOpMAIHH.

2.1. Yrpo3sl yHUUTOKEHUsI, XUIeHus annapaTtHbix cpeactB UCIIIH HocuTeneit nnpopmaruu
nyteM ¢usnueckoro gocryna K anementam UCII/Ix
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2.1.1. Kpaxa [I9BM HU3Kas
2.1.2. Kpaka HocuTenei nHbopmarimm HU3Kast
2.1.3. Kpaxa kiroueit 1 aTpubyToB JIocTyna HU3Kas
2.1.4. Kpaxkn, MoguduKauy, yHHUTOKEHUST HHOOPMAITIH HU3Kas
2.1.5. BeiBoa u3 ctpos y3n0B [I19BM, kaHaioB cBs3u HU3Kas
2.1.6. HecaHKIIMOHUPOBAHHBIHN JOCTYI K HHPOPMAIIUH ITPH TEXHUYE- HU3Kas
CKOM 00CITy>)KMBaHUHU (PEMOHTE, YHUUTOXKEHUH) y3710B [IDBM

2.1.7. HecaHKIIMOHUPOBAHHOE OTKJIFOUEHHE CPEJICTB 3AIIHUTHI HU3Kas

2.2. Yrpo3bl XUIIEHUS, HECAHKIIMOHUPOBAHHON MoaudUKaIy Uil OJ0KHUpOBaHUS HHGOPMAIUU
3a cueT HecaHKIMoHupoBanHoro goctyna (HCJ) ¢ npumeHeHueM nporpaMMHO-anmnapaTHbIX U
IIPOrPaMMHBIX CPEJCTB (B TOM YHCIIE MPOrPaMMHO-MaTEMaTHUECKUX BO3ACHCTBHI).

2.2.1. JleficTBUS BpEAOHOCHBIX MPOrpamMM (BUPYCOB) cpenHss
2.2.2. HenexnapupoBaHHbie BO3MOKHOCTH cuctemMHoro 110 u [10 nnsa HU3Kas
00pabOTKU MEePCOHAIBHBIX JTAHHBIX

2.2.3. YcranoBka 10 He cBsI3aHHOTO C HCIIOJIHEHUEM CITYKEOHBIX 00s1- HU3Kas

3aHHOCTEN

2.3. Yrpo3bl He IpeAHAMEPEHHBIX JIEHCTBUH MOJIb30BaTENEH U HapylIeHUi 0e30nacHOCTH (QyHK-
uunonupoBanus MCIIIu u C3I1/IH B ee cocTtaBe n3-3a cO0€B B MPOrpaMMHOM 00€CIIEUeHHH, a
TaK)Xe OT yIpo3 HEAHTPOIIOT€HHOT0 (cOOEB amnmnaparypbl U3-3a HEHa/1€KHOCTHU JIEMEHTOB, COOEB
JIEKTPOIIUTAHNUS) U CTUXUIHOrO (y/1apOB MOJHMH, 10KapOB, HABOAHEHUH U T.II.) XapakTepa.

2.3.1. Y1para kitoued 1 aTpuOyTOB AOCTyNa cpeaHsis
2.3.2. HenpennamepenHnas Mmoaudukanus (yHUUTOXKeHue) uupopma- HU3Kas
LMW COTPYJIHUKAMU

2.3.3. HenpegnamepeHHOE OTKIIOYEHHUE CPEJICTB 3alIUThI HU3Kast
2.3.4. Beixoa U3 CTpos amnmapaTHO-MPOTPAMMHBIX CPEJICTB HU3Kas
2.3.5. CO0ii cUCTEMBI IEKTPOCHA0KEHUS HU3Kas
2.3.6. CtuxuiiHoe O6e/cTBUE HU3Kast
2.4. Yrpo3bl IpeJHaMEepEeHHBIX AeWCTBUN BHYTPEHHUX HapyLIUTENEH

2.4.1. Joctyn k uHpOpMaLuu, MOAU(UKAIS, YHUUTOXKEHUE JIUI He HU3Kas
JIONYIIEHHBIX K ee 00paboTke

2.4.2. Pasrnamenue nHPOpMaLuu, MO (UKL, YHUUTOXKEHUE CO- HU3Kast
TPYJHUKAaMHU JOMYIIEHHBIMU K €e 00paboTke

2.5.Y1po3bl HECAaHKLIIMOHUPOBAHHOIO JOCTYTIA 10 KAHAJIAM CBSI3H.

2.5.1.Yrpo3a «AHanu3 ceTeBoro Tpadukay ¢ IepexBaToM nepeaaBae-

Moii u3 MCIIJIH 1 npuHUMaeMoi 13 BHEITHUX ceTeld MHPOpMaLUu:

2.5.1.1. TlepexBart 3a nepenesaMu ¢ KOHTPOJIUPYEMO 30HBI HH3Kasi
2.5.1.2. lepexBar B mpeenax KOHTPOIUPYEMOH 30HBI BHEIITHUMHU HU3Kas
HaPYIIUTEIIMU

2.5.1.3.I1epexBaT B mpeenax KOHTPOIUPYEMOH 30HbI BHYTPEHHUMH HU3Kas
HaPYUIUTEISIMHU.

2.5.2.YTpo3bl CKAaHUPOBAHHUSI, HATPABJICHHBIC HA BBHISIBIICHUE TUIIA WU HU3Kas
TUIIOB UCIIOJIb3YEMBIX ONEPALMOHHBIX CUCTEM, CETEBBIX aJPECOB pa-

6ounx cranuuit UCIIJ{H, Tomonoruu ceTu, OTKPBITHIX TOPTOB U

CIIy’K0, OTKPBITBIX COeAMHEHUH U Jp.

2.5.3.YTpo3sI BEISIBICHHSI TAPOJICH TI0 CETH cpenHsis
2.5.4.Y1po3bl HaBsI3bIBAHKE JIOKHOTO MAPIIPYTA CETU HU3Kast
2.5.5.Y1po3bl NOJIMEHBI TOBEPEHHOTO 00BEKTA B CETH HH3Kast
2.5.6.Y1po3sl BHeIpeHus 10kHOT0 00bekTa kak B UCII/IH, Tak u BO HU3Kas
BHEUIHUX CETSIX

2.5.7.Yrpo3sl Tina «OTKa3 B 00CITyKUBAHUN) HU3Kas
2.5.8.Y1po3bl yAAIEHHOTO 3aIlyCKa NPHJIOKEHUN HU3Kast
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‘ 2.5.9.Y1po3bl BHEAPEHHUS 110 CETU BPEAOHOCHBIX NMPOrpaMm cpeaHsis
Tabmuua 26 — Asronomuas YIC 11l tTuna
Tun yrpo3s 6e3onacuoctu [T/ Omacrocts
YTPO3bI
1. Yrpo3bl OT yTEUKH MO TEXHHYECKUM KaHaJIaM.
1.1. YTpo3bl yTeUKH aKyCTUYECKOH MH(OpMaIiu HU3Kas
1.2. YTpo3bl yTeUKH BUAOBOM HHPOPMALTUH HU3Kas
1.3. Yrpo3sl yreuku undopmanuu no kanagam [ISMWH HU3Kas

2. Yrpo3bl HECAHKIIMOHUPOBAHHOTO JIOCTYIA K HH(GOpMAIIH.

nmyTeM ¢u3udeckoro aocryna k anementam UCIJIx

2.1. YTpo3sl YHUUTOXKEHUS, XHIeHus annapatHbix cpeacts UCIIIn HocuTeneit nnpopmaruu

2.1.1. Kpaxa [19BM HU3Kas
2.1.2. Kpaxxa HocuTeneil uHpopmanuu HU3Kas
2.1.3. Kpaxka kiro4eit u aTpuOyTOB JIOCTyIa HU3Kas
2.1.4. Kpaxku, MoauduKanuu, yHUUTOKEHUS HHPOPMALIUU HU3Kas
2.1.5. BeiBoa u3 crpos y3nos [IDBM, kaHanoB cBsizu HU3Kas
2.1.6. HecaHKIIMOHUPOBAHHBIN JOCTYT K HH(POPMAINH IPH TEXHUYE- HU3Kas
CKOM 00CIIy>)KHUBaHUH (PEMOHTE, YHUUTOKeHHH) Y3708 [I9BM

2.1.7. HecaHKIIMOHMPOBAHHOE OTKJIFOUEHUE CPEACTB 3aILUThI HU3Kast

2.2. YTpo3bl XUIIEHHUs, HECAHKITHOHMPOBAHHON MOIM(MUKAIINH WA OJIOKMPOBAHUS HHPOPMALIUU
3a cyeT HecaHKIMoHupoBaHHoro pocryna (HCJ) ¢ mpuMeHeHreM nporpaMMHO-annapaTHbIX U
IIPOrPaMMHBIX CPEJCTB (B TOM YMCJIE MPOrPaMMHO-MaTEMaTHUECKUX BO3ACHCTBHI).

3aHHOCTEN

2.2.1. JleficTBHS BpEIOHOCHBIX POTPaMM (BHPYCOB) CpeIHss
2.2.2. HenexmnapupoBanubie Bo3MoxkHOcTH cucteMHoro [10 u I1O nnst HU3Kas
00pabOTKH MePCOHANBHBIX JAHHBIX

2.2.3. YcranoBka [1O He CBSI3aHHOTO C UCIIOJIHEHUEM CITYKEOHBIX 005- HU3Kast

2.3. Yrpo3sl He IpeiHAMEPEHHBIX JIEHCTBUH MOJIb30BaTeNel 1 HapylIeHui 0e30nacHOCTH QyHK-
uuonupoBanus MCIIIu u C3I1/IH B ee cocTtaBe n3-3a cO0€B B MPOrpaMMHOM 00€CIIEUeHHH, a
TaK)Xe OT yrpo3 HEAHTPOIIOT€HHOT0 (cOOEB amnmnaparypbl U3-3a HEHaI€KHOCTH JIEMEHTOB, COOEB
JIEKTPOIIUTAHNUS) U CTUXUIHOTO (y/1apOB MOJHMH, 10KapOB, HABOAHEHUH U T.II.) XapakTepa.

2.3.1. Y1para kitoued 1 aTpuOyTOB AOCTyNa CpemHsis
2.3.2. HenpennamepeHnHast Moaudukanus (YHUYTOXKeHHe) HHPopma- HU3Kast
IIUH COTPYTHUKAMHU

2.3.3. HenpennamMepeHHOE OTKJIFOYEHUE CPEJICTB 3aIUThHI HU3Kas
2.3.4. Boixoa u3 cTpost annapaTHO-IPOTrPaMMHBIX CPEJICTB HU3Kas
2.3.5. CO0if cUCTEMBI DIEKTPOCHA0KEHUS HU3Kas
2.3.6. CtuxuiiHoe GesicTBHE HU3Kas
2.4. Yrpo3bl IpeIHAMEPEHHBIX IEHCTBUI BHYTPEHHUX HAPYIIUTEIEH

2.4.1. Joctyn k uHpOpMaLnu, MOAU(DUKAIIS, YHUYTOKECHUE JIUI HE HU3Kas
JIOTIYIIEHHBIX K ee 00paboTke

2.4.2. Pa3rnamenue nHGOpMaLuu, MOIU(UKAIS, YHUUTOKEHUE CO- HU3Kas
TPYJIHUKAaMU JOMYIIEHHBIMU K ee 00padoTKe

2.5.Y1p0o3bl HECAHKIIMOHMPOBAHHOIO JIOCTYIIA MO KaHaJlaM CBSI3H.

2.5.1.Yrpo3a «AHanu3 ceTeBoro Tpaduka» ¢ nepexBaToM rnepeaaBac-

Mot u3 UCII/In 1 npuHrMaeMoii U3 BHENTHUX ceTel HHbOpMAaIIHH:

2.5.1.1. IlepexBar 3a nepejienaMy ¢ KOHTPOJIIMPYEMOM 30HBI HU3Kas
2.5.1.2. IlepexBar B npenesiax KOHTPOJUPYEMOM 30HbI BHEITHUMH HH3Kast
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HApYILIUTEISIMU

2.5.1.3.IlepexBar B mpeaeiax KOHTPOJIUPYEMOM 30HbI BHYTPEHHUMHM HU3Kas

HAPYIIUTEIISIMHU.

2.5.2.Y1po3bl CKaHUPOBAHUS, HAIIPABJICHHbIC HA BBISIBJICHUE TUTIA WIIN HU3Kast

THUTIOB HCIIOJIB3yEMBIX OTICPAIMOHHBIX CUCTEM, CETEBBIX aJIPECOB pa-

6ounx cranmuii UCIIJIH, Tomomoruu ceTu, OTKPBITHIX IOPTOB H

CIIy0, OTKPBITBIX COSTMHECHUH U JIp.

2.5.3.YTrpo3sl BBIABICHHS TAPOJICH 1O CETH HU3Kas

2.5.4.Y1po3bl HaBsI3bIBAHKE JIOKHOTO MAPIIPYTA CETU HU3Kast

2.5.5.¥YTp0o3bl IOAMEHBI IOBEPEHHOTO 00BEKTA B CETH HU3Kas

2.5.6.Yrpo3sl BHeApeHUs J10kHOTO 00bekTa kKak B UCIIJIH, Tak u BO HU3Kas

BHEITHHUX CETSIX

2.5.7.Yrpo3bl Thna «OTKa3 B 00CITYKUBAHUI)) HU3Kas

2.5.8.Yrpo3bl yJaJIeHHOTr0 3ayCKa NPUIOKEHUN HU3Kas

2.5.9.¥Yrpo3bl BHEJIPEHHUSI 10 CETU BPEIOHOCHBIX MTPOrpaMM HU3Kast

Tabmmma 27 — ABronomnas MC IV tumna
Tun yrpo3 6e3onacuoctu I[1J]H Omnachocts

YTPO3BI

1. YTpo3bl OT yTEUKH [0 TEXHUYECKUM KaHaJlaM.

1.1. Yrpo3bl yTeuKkH aKkycTudeckoil nHhopMaluu HU3Kast

1.2. Yrpo3sl yTeuku BUAOBON MHPOpMALIUU HU3Kas

1.3. ¥Yrpo3s! yreuku uHpopmanuu no kananam [IDMUH HU3Kas

2. YTpo3bl HECAaHKITMOHUPOBAHHOTO JIOCTYMA K MHPOPMALIUH.

nyTeM ¢u3ndeckoro gocrymna K snemenram MCIJIxH

2.1. YTpo3sl yHUUTOXKEHUSI, XUIeHnus anmnapatHbeix cpeacts UCIIIn HocuTeneit nnpopmarym

2.1.1. Kpaxa [19BM HH3Kasi
2.1.2. Kpaxa HocuTeneil uHopmMaruu HU3Kas
2.1.3. Kpaxka xiro4eit 1 aTpu0yToOB JIOCTyTa HU3Kas
2.1.4. Kpaxu, MoguduKaluu, yHUUTOKEHUs HHPOPMALIUU HU3Kas
2.1.5. BeiBox u3 ctpost y3i0B [IDBM, kaHanoB cBsizu HH3Kasi
2.1.6. HecaHKIIMOHMPOBAHHBIN AOCTYI K MH(OPMAILIUU IPU TEXHUYE- HU3Kas
CKOM 00CIy>KHUBaHUH (PEMOHTE, YHUUTOKeHHH) Y3708 [I9BM

2.1.7. HecaHKIIMOHMPOBAHHOE OTKJIFOUEHHE CPEACTB 3aILHUThI HU3Kas

2.2. Yrpo3bl XUIIEHUs, HECAHKIIMOHUPOBAHHOM MOIM(UKAIIMH WX OJIOKMPOBAaHUS MHPOPMALIUU
3a c4yeT HecaHKUHOoHUpoBaHHOTrO noctyna (HCJ) ¢ npumeHeHreM nporpaMMHO-annapaTHbIX U
IPOrPaMMHBIX CPEICTB (B TOM YHCIIE IPOrPaMMHO-MaTeMaTHUECKUX BO3AECHCTBUI).

3aHHOCTEN

2.2.1. JleiicTBUS BpEIOHOCHBIX MPOTpamMM (BUPYCOB) cpenHsis
2.2.2. HenexnapupoBanHble Bo3MOxHOCTH cucteMHoro [10 u I1O nns HU3Kas
00pabOTKH EPCOHATBHBIX JaHHBIX

2.2.3. YcranoBka 10 He CBsI3aHHOTO C HCHIOJHEHUEM CITYKEOHBIX 005- HU3Kast

2.3. Yrpo3sl He IpeAHAMEPEHHBIX JIEHCTBUN MOIB30BaTeNel U HapyIIeHUH 0e30macHoCTH (QyHK-
nuonuposanust UCII1JIa u C3I1/IH B ee cocTaBe n3-3a cOOEB B MPOrPaMMHOM OOECTICUCHHH, a
TaKXKe OT YTrPO3 HEaHTPOMOTEHHOTO (CO0EB anmaparyphl U3-3a HEHAIeKHOCTH DIIEMEHTOB, COOEB
ANEKTPONUTAHUSI) U CTUXUIHOTO (y/1apOB MOJIHUH, OXKApOB, HABOJHEHMH U T.II.) XapakTepa.

2.3.1. YTpara kirouei u aTpubyToB AOCTYIa

CpeaHsst

2.3.2. HenpennamepenHast Moaudukanus (YHUUTOXKeHHE) HHPOopMa-
LMY COTPYIHUKAMU

HHU3KasA
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2.3.3. HenpennamMepeHHOE OTKJIIOYEHUE CPEJICTB 3aIlUThI HU3Kas

2.3.4. BeIxoa u3 cTpos annapaTHO-IPOrpaMMHBIX CPEJCTB HU3Kast
2.3.5. COoii cUCTEMBI MIEKTPOCHAOKECHHSI HU3Kas
2.3.6. CtuxuiiHoe O0excTBre HU3Kas
2.4. Yrpo3bl IpeJHaMEPEHHBIX IEUCTBUI BHYTPEHHUX HAPYIIUTEIEH

2.4.1. loctyn k undopmanuu, MoaupUKaIKs, YHHUTOKEHUE JTUI] HE HU3Kas
JOMYIIEHHBIX K ¢ 00paboTKe

2.4.2. Pa3rnamenue nHGOpMALUU, MOIU(DUKAIS, YHUYTOKESHUE CO- HU3Kas

TPYJHUKAaMU JOMYIIEHHBIMU K €e 00padoTKe

2.5.¥Y1rpo3bl HECAaHKIIMOHUPOBAHHOIO JIOCTYIIA 110 KaHAJIaM CBSI3U.

2.5.1.Yrpo3a «AHanu3 ceTeBoro Tpadukay ¢ IepexBaToM mepeaaBac-
moit u3 UCII/IH u npuHUMaeMOi U3 BHEIIHUX ceTel HH(OpMaInu:

2.5.1.1. IlepexBar 3a nepeaenamu ¢ KOHTPOJIUPYEMOM 30HBI HU3Kas
2.5.1.2. IlepexBat B npejeiaax KOHTPOJIUPYEMOIl 30HbI BHEIIIHUMHU HU3Kas
HaPYUIUTEIIMU
2.5.1.3.Ilepexsar B npeaenax KOHTPOIUPYEMON 30HbI BHYTPEHHUMU HU3Kast
HapYIIUTEIISIMHU.
2.5.2.Y1po3bl CKaHUPOBAHUS, HAIIPABJICHHbIE HA BHISIBJICHUE TUTIA HIIN HU3Kast

THUIIOB UCIIOJIb3yEMbIX ONIEPALIMOHHBIX CUCTEM, CETEBBIX aJPECOB pa-
6ounx crannuit UCII/{H, Tomonoruu ceTu, OTKPBHITHIX TOPTOB U
Ci1yK0, OTKPBITBIX COEIMHEHUH U JIp.

2.5.3.Y1rpo3bl BBISABICHHS TAPOJICH 1O CETH CpeaHss
2.5.4.Yrpo3bl HaBsI3bIBAHHE JIOKHOTO MapIIPyTa CETU HU3Kas
2.5.5.Y1rpo3bl IOJIMEHBI JIOBEPEHHOT'O 00BEKTa B CETH HU3Kas
2.5.6.Yrpo3bl BHeApeHUs JT0kHOTO 00bekTa kak B UCII/IH, Tak u BO HU3Kas
BHEIIIHUX CETSIX

2.5.7.¥Yrpo3sl Tumna «OTKa3 B 00CITY)KHBAHHUI)) HU3Kas
2.5.8.Y1po3bl yIaJIeHHOTO 3ayCKa MPHJIOKEHUN HU3Kas
2.5.9.Y1po3bl BHEJIPEHHUSI 110 CETHU BPEIOHOCHBIX MTPOrpaMM cpenHsis

Tadomuma 28 — Asronomuas C V tuna

Tun yrpo3 6e3omacuoctu [1]1H Omnacuocts
yIpO3bI

1. Yrpo3sl OT yT€UKH 10 TEXHUYECKUM KaHAJIAM.

1.1. Yrpo3bl yTeuKH aKycTHYeCKOH MH(OopMaIiu HU3Kast
1.2. Yrpo3sl yTe4ku BUAOBON MHPOpMALIUU HU3Kas
1.3. Yrpo3sl yreuku uHpopmanuu no kanagam [I9MHUH HU3Kas

2. Yrpo3bl HECAHKIIMOHUPOBAHHOTO JIOCTYIA K HHPOpMAIHH.

2.1. Yrpo3sl yHUUTOXKEHUs, XUIeHus annapaTtHbix cpeactB UCIIIn HocuTeneit nnpopmaruu
nyteM ¢usnueckoro gocryna K anementam UCIT/Ix

2.1.1. Kpaxa [I9BM HU3Kas
2.1.2. Kpaka HocuTesnei nHbopmarmm HH3Kast
2.1.3. Kpaka xiro4eit u aTpuOyTOB JIOCTyTa HH3Kast
2.1.4. Kpaxu, MoauduKaluy, yHUUTOKEHHs HHPOpMaLUU HU3Kas
2.1.5. BeiBoa u3 ctpos y31n0B [I19BM, kaHanoB cBs3u HH3Kast
2.1.6. HecaHKIIMOHUPOBAHHBIN JOCTYI K HH(POPMAIUK [TPU TEXHUYE- HU3Kast
CKOM 00CITy>)KMBaHHH (PEMOHTE, YHUUTOKEHUH) y3510B [IDBM

2.1.7. HecaHKIIMOHMPOBAHHOE OTKJIFOUEHUE CPEACTB 3aILUTHI HU3Kast

2.2. Yrpo3bl XUIeHHs, HECAHKIIMOHUPOBAHHOM MOAM(UKAIIMKN UK OJOKUPOBaHUSI MHPOpMAIIUU

95



3a c4yeT HecaHKUHoHUpoBaHHOro nocryna (HCJ) ¢ npumeHneHreM mporpaMMHO-annapaTHbIX U
IIPOrPaMMHBIX CPEACTB (B TOM YHCIIE IPOrPaMMHO-MAaTeMaTHUECKUX BO3ACHCTBUI).

2.2.1. JlleficTBUS BpEAOHOCHBIX MPOrpamMM (BUPYCOB) cpenHss
2.2.2. HenexnapupoBaHHble BO3MOKHOCTH cucteMHoro 110 u [10 nns HU3Kas
00pabOTKH NePCOHALHBIX JTAHHBIX

2.2.3. YcranoBka I10 He CBA3aHHOTO C UCTIOJIHEHUEM CITY>KEOHBIX 0051- HU3Kas
3aHHOCTEH

2.3. YTpo3bl He IpeJHAMEPEHHBIX JIeHCTBUI NOJIB30BATENEH 1 HApyIIEHUH 0e301macHOCTH (PyHK-
nmonupoBanus MCIIIn u C3I1/IH B ee cocTtaBe n3-3a cO0EB B MPOrpaMMHOM 00ECIICUCHHH, a
TaKXe OT yIpo3 HEaHTPOIIOT€HHOI' 0 (cO0EB amnmaparypbl U3-3a HEHaIe)KHOCTH 3JIEMEHTOB, COOEB
IEKTPONUTAHUSI) U CTUXUIHOIO (y/1apOB MOJIHUH, IOXKApOB, HABOJHEHUH U T.II.) XapakTepa.

2.3.1. YTpara kiaro4eid v aTpuOyTOB JOCTYIIA cpeaHsis
2.3.2. Henpennamepennas Moaudukaius (yHHUTOXKCHHE) HHPOpMa- HU3Kas
IIUU COTPYTHUKAMH

2.3.3. HenpegnamepeHHOE OTKIIOYEHHUE CPEJICTB 3alIUThI HU3Kast
2.3.4. Bpixoa U3 CTpoOsl allnapaTHO-MPOrPaMMHBIX CPEICTB HU3Kast
2.3.5. CO0ii cUCTEMBI JIEKTPOCHA0KEHUS HU3Kas
2.3.6. CtuxuiiHoe O6e/1cTBUE HU3Kast
2.4. Yrpo3bl IpeJHaMEPEHHBIX ACWCTBUN BHYTPEHHUX HAPYILIUTENEH

2.4.1. doctyn k undopmanuu, MoaupuKanus, yHUYTOKEHUE JTUI] HE HU3Kast
JOMYIIEHHBIX K ee 00padoTke

2.4.2. Pasrnamenue uHGpopMaruu, MoAu(GUKaIMs, YHUYTOXKEHHUE CO- HU3Kast

TPYJHUKAaMU JOMYIIEHHBIMU K €e 00padoTKe

2.5.3’rpo31>1 HCCAHKIIMOHHWPOBAHHOI'O AOCTYIIA I10 KaHaJIaM CBA3MU.

2.5.1.Yrpo3a «AHaau3 CETeBOro Tpadukay ¢ mepexBaToM IeperaBac-
moit u3 UCII/IH v npuHUMaeMoi U3 BHEIIHUX ceTel nHGOopMaluu:

2.5.1.1. IlepexBart 3a nepenesaMu ¢ KOHTPOJUPYEMOM 30HbI HU3Kas
2.5.1.2. [lepexBar B mpenenax KOHTPOJIUPYEMOI 30HBI BHEITHUMH HU3Kast
HAPYIIUTEISIMU
2.5.1.3.IlepexBaT B mpeenax KOHTPOIUPYEMOM 30HbI BHYTPEHHUMH HU3Kas
HaPYIIUTEISIMHU.
2.5.2.YTpo3bl CKAaHUPOBAHUS, HAITPABJICHHBIC HA BBISBJICHHUE TUTIA WIIH HU3Kast

TUIIOB UCIIOJIb3YEMBIX ONEPALIMOHHBIX CUCTEM, CETEBBIX aJpECOB pa-
60ounx cranuuit MUCII/IH, Tomonoruu ceTu, OTKPBITHIX IOPTOB U
CIIy’K0, OTKPBITBIX COeAMHEHUH U Jp.

2.5.3.YTpo3bl BEISIBICHHSI TAPOJICH TI0 CETH HU3Kast
2.5.4.Y1po3bl HaBsI3bIBAHKE JIOKHOTO MAPIIPYTA CETH HU3Kast
2.5.5.Y1po3bl NOJIMEHBI IOBEPEHHOTO 00BEKTa B CETH HH3Kasi
2.5.6.Yrpo3sl BHeApeHUs J0xkHOro oobekra kak B ICII/IH, Tak u BO HH3Kast
BHELIHUX CETSIX

2.5.7.Yrpo3sl Tina «OTKa3 B 00CITyKUBAHUN) HH3Kast
2.5.8.Y1po3bl yAAIEHHOTO 3aIlyCcKa NPUJIOKEHUN HU3Kast
2.5.9.Y1po3bl BHEIPEHUS IO CETU BPEIOHOCHBIX IPOrpaMM HH3Kas

Tadomuma 29 — Asronomuas UC VI tuma

Tun yrpo3 6e3onacuHoctu [1/]H Omnacrocts
YIpO3bl

1. ero31;1 OT YTCUKHU 1O TCXHUYCCKHUM KaHaJlaM.

1.1. Yrpo3sl yTeuku aKycTUYecKoil HHpopmanmu HH3Kas
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1.2. Yrpo3bl yTeuku BUAOBOM HHPOpMAUU

HHU3Kas

1.3. Yrpo3sl yreukn nHpopManuu 1o kanajam [I9MIH

HU3Kas

2. YTpo3bl HECAaHKIIMOHUPOBAHHOTO JIOCTYMA K HHPOPMALIUH.

2.1. Yrpo3bl yHUUTOXKEHUS, XHIeHus anmapatHbix cpeactB UCII/n HocuTeneit nadopmanun

nyTeM ¢gu3ndeckoro gocrymna K snementam MCIJIx

2.1.1. Kpaxa [I19BM HU3Kas
2.1.2. Kpaka HocuTesnei nHbopmarmm HU3Kas
2.1.3. Kpaxa kioueit 1 aTpuOyToB JIocTyna HU3Kas
2.1.4. Kpaxkn, MoguduKanuy, yHHUTOKEHUST HHOOPMAITIH HU3Kas
2.1.5. BeiBoa u3 ctpost y3ioB [IDBM, kaHnanoB cBsizu HU3Kas
2.1.6. HecaHKIIMOHUPOBAHHBIN TOCTYT K HH(GOPMAIMH MPU TEXHUYE- HU3Kas
CKOM 00CITy>)KMBaHUHU (PEMOHTE, YHUUTOXEHUHU) y3710B [IDBM

2.1.7. HecaHKIMOHUPOBAHHOE OTKJIFOUEHHE CPEICTB 3AIIUTHI HU3Kas

2.2. Yrpo3bl XUIIEHUs, HECAHKIIMOHUPOBAHHOM MOIM(UKALMK NI OJIOKMPOBAHUS HHPOPMALIUU
3a cyeT HecaHKUKMOoHUpoBaHHOro noctyna (HCJ) ¢ mpumeHenreM nporpaMMHO-anmnapaTHbIX U
IIPOrPaMMHBIX CPEICTB (B TOM YHCIIE IPOrPaMMHO-MaTeMaTHUECKUX BO3AECHCTBUI).

2.2.1. JleficTBUS BpEAOHOCHBIX MPOTpamMM (BUPYCOB) cpenHsis
2.2.2. HenexnapupoBaHHbie BO3MOKHOCTH cuctemMHoro I10 u [10 nns HU3Kas
00pabOTKH MEPCOHAIBHBIX JIAHHBIX

2.2.3. YcranoBka 10 He cBsI3aHHOTO C HCHIOJHEHUEM CITYKEOHBIX 00s- HU3Kas

3aHHOCTEN

2.3. Yrpo3bl He IpeIHAMEPEHHBIX JIEHCTBUH MOJIb30BaTeNel 1 HapylIeHui 0e30macHoCTH QyHK-
nmonupoBanus MCIIu u C3I1IH B ee cocTtaBe n3-3a cOOEB B MPOrpaMMHOM 00ECIICUCHHH, a
Tak)Xe OT yrpo3 HEAHTPOIIOTEHHOTO (COOEB ammaparypbl U3-3a HEHaIeKHOCTH AJIEMEHTOB, COOEB
IEKTPONUTAHUSI) U CTUXUIHOTO (y/1apOB MOJIHUH, OXKAPOB, HABOJHEHUH U T.II.) XapakTepa.

2.3.1. YTpara xirodeid u aTpubyToOB AOCTyIa CpeaHsst
2.3.2. Henpennamepennast Moaudukanus (YHUUITOKeHHE) HHPOopMa- HU3Kas
LU COTPYJHUKAMU

2.3.3. HenpeaHaMepeHHOE OTKIIIOYEHUE CPEJICTB 3aIUThI HU3Kast
2.3.4. Beixoa U3 CTpoOs amnmapaTHO-MPOTPAMMHBIX CPEJICTB HU3Kas
2.3.5. COoii cuCTEMBI AIEKTPOCHAOKESHHSI HU3Kas
2.3.6. CtuxuiiHoe O6e/1cTBUE HU3Kast
2.4. Yrpo3bl IpeJHaMEPEHHBIX NCHCTBUI BHYTPEHHUX HAPYLIUTENIEH

2.4.1. loctyn x napopManuu, MOTUPUKALNS, YHHYTOKEHUE JTUI] HE HH3Kas
JIOTIYIICHHBIX K ee 00paboTke

2.4.2. Pa3rnamenue nHGOpMauu, MO (UKL, YHUUTOXKEHUE CO- HU3Kast
TPYJHUKAaMU JOMYIIEHHBIMU K €e 00padoTKe

2.5.Y1po3bl HECAaHKLIIMOHUPOBAHHOIO JOCTYTIA 10 KAHAJIAM CBSI3H.

2.5.1.Yrpo3a «AHanu3 ceTeBoro Tpadukay ¢ mepexBaToM meperaBae-

moii u3 MCIIJIH 1 npuHUMaeMoi 13 BHEITHUX ceTeld MHPOpPMAaLIUU:

2.5.1.1. IlepexBar 3a nepeaenamu ¢ KOHTPOJIUPYEMON 30HBI HH3Kast
2.5.1.2. Ilepexsar B npeienax KOHTPOJIUPYEMOH 30HbI BHEIIHUMHU HU3Kast
HapYUIUTEIIMU

2.5.1.3.Ilepexsar B npesenax KOHTPOIMPYEMON 30HbI BHYTPEHHUMU HU3Kast
HapYUIUTEISIMHU.

2.5.2.Y1po3bl CKaHMPOBaHU, HAIIPABJICHHBIE HA BBISBICHHUE TUIIA WU HU3Kas
THUIIOB UCTIOJIb3yEMbIX ONIEPALlMOHHBIX CUCTEM, CETEBBIX aJPECOB pa-

6ounx cranuuii UCIT/IH, TOnOI0rHM CETH, OTKPBITHIX TOPTOB U

Ci1y0, OTKPBITBIX COEAMHEHUH U JIp.

2.5.3.YTpo3sI BEISIBIICHHSI TAPOJICH TI0 CETH cpeaHsis
2.5.4.Y1po3bl HaBsI3bIBAHKE JIOKHOTO MAPIIPYTA CETH HU3Kast
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2.5.5.Y1p0o3bl IOAMEHBI IOBEPEHHOTO 00BEKTA B CETH HU3Kas

2.5.6.Y1po3bl BHeApeHHs JT0kHOTO 00BhekTa kak B UCII[IH, Tak u BO HU3Kas

BHEITHUX CETSIX

2.5.7.Yrpo3bl Tina «OTKa3 B 00CITyKUBAHUI) HU3Kas

2.5.8.Yrpo3bl yJaJIeHHOTO 3ayCKa MPUJIOKEHUN HU3Kas

2.5.9.Yrpo3bl BHEAPEHHUS 110 CETU BPEAOHOCHBIX MPOrpaMm cpeaHsis

Ta6mumua 30 — JIUC | Tuna
Tun yrpos 6e3omacuoctu I1/1n Onacrocts

YIpO3bl

1. Yrpo3sl OT yTEUKH 110 TEXHUYECKUM KaHaJIaM.

1.1. YTpo3bl yTeUKkH aKyCTHYECKOW MH(POpMaIUH HU3Kas

1.2. Yrpo3sl yTeuku BUAO0BON MHPOpMALIUU HU3Kas

1.3. Yrpo3sl yreuku nnpopmanuu no kanagam [IDMHUH HU3Kas

2. Yrpo3bl HECAHKIIMOHUPOBAHHOTO JIOCTYIA K HHGOpMAIUH.

nyteM ¢usndeckoro gocrymna K snementam UCIT/Ix

2.1. YTpo3sl YHUUTOXKEHHSI, XHUIeHnus anmnapatHbeix cpeactB UCIIIn HocuTeneit nnpopmarym

2.1.1. Kpaxa [19BM HU3Kas
2.1.2. Kpaxka HocuTenei nHhopmarmm HU3Kas
2.1.3. Kpaxka xiro4eit 1 atpu0yTOB J10CTyna HU3Kas
2.1.4. Kpaxku, MoauduKanuy, yHUUTOKEHUS HHPOPMALIUU HU3Kas
2.1.5. BeiBox u3 crpos y3nos [IDBM, kaHanoB cBsizu HU3Kas
2.1.6. HecaHKIIMOHUPOBAHHBIN JOCTYI K HH(POPMAIUH ITPH TEXHUYE- HU3Kas
CKOM 00CIIy>)KHUBaHUH (PEMOHTE, YHUUTOKeHHH) Y3708 [I9BM

2.1.7. HecaHKIIMOHMPOBAHHOE OTKJIFOUEHUE CPEACTB 3aILUThI HU3Kast

2.2. Yrpo3bl XUIIEHUs, HECAHKIIMOHUPOBAHHOM MOIM(UKAIINK WIH OJIOKMPOBAaHUS HHPOPMALIUU
3a c4yeT HecaHKUHOoHUpoBaHHOTrOo foctyna (HCJI) ¢ mpumeHeHreM mporpaMMHO-anmnapaTHbIX U
IPOrPaMMHBIX CPEJICTB (B TOM YHCIIE IPOrPaMMHO-MaTeMaTHUECKUX BO3AECHCTBUI).

3aHHOCTEN

2.2.1. JleficTBUS BpEAOHOCHBIX MPOTpamMM (BUPYCOB) cpenHsis
2.2.2. HenexnapupoBaHHble Bo3MOxHOCTU cucteMHoro [10 u I1O nns HU3Kas
00pabOTKH EPCOHATBHBIX JTAHHBIX

2.2.3. YcranoBka [1O He CBSI3aHHOTO C UCIIOJIHEHUEM CITYKEOHBIX 005- HU3Kast

2.3. Yrpo3sl He IpeAHAMEPEHHBIX JIEHCTBUH MOJIb30BaTeNeH 1 HapylIeHui 0e30nacHOCTH (QyHK-
uunonupoBanus MCIIIn u C3I1/IH B ee cocTtaBe n3-3a cO0€B B MPOrpaMMHOM 00€CIIEUeHHH, a
TaK)Xe OT yTpo3 HEAHTPOIIOT€HHOT0 (cOOEB amnmaparypbl U3-3a HEHa/I€KHOCTH AJIEMEHTOB, COOEB
JIEKTPONUTAHNUS) U CTUXUIHOTO (y/1apOB MOJHMH, 10KapOB, HABOAHEHUH U T.I1.) XapakTepa.

TPYJHUKAaMU JOMYIIEHHBIMU K ee 00padoTKe

2.3.1. Y1para kitoueid 1 aTpuOyTOB JOCTyNa CpeaHsst
2.3.2. HenpennamepeHnHast Moaudukanys (YHUUTOXKeHHE) HHPOopMa- HU3Kas
LMW COTPYJTHUKAMU

2.3.3. HenpenHamMepeHHOE OTKJIIOYEHUE CPEJICTB 3aIIUThI HU3Kas
2.3.4. Beixoa u3 cTpos annapaTHO-IPOrpaMMHBIX CPEJCTB HH3Kast
2.3.5. COoii cuCTEMBI DIEKTPOCHAOKESHHSI HU3Kas
2.3.6. CtuxuiiHoe Oe/icTBHE HU3Kas
2.4. Yrpo3bl IpeIHAMEPEHHBIX IEHCTBUI BHYTPEHHUX HApYIIUTEIEH

2.4.1. Joctyn k uHpOpMaLUU, MOAU(DUKAIUSA, YHUUTOKECHHUE JIUI] HE HU3Kas
JIOTIYIIEHHBIX K ee 00paboTke

2.4.2. Pa3rnamenue nHPOpMaLuu, MO (UKL, YHUUTOXKEHUE CO- HU3Kas
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2.5.Y1po3bl HECAaHKLIIMOHUPOBAHHOIO JOCTYIA 10 KAHAJIAM CBSI3H.

2.5.1.Yrpo3a «AHanu3 ceTeBoro Tpadukay ¢ mepexBaToM rnepeaaBae-
moit u3 UCII/IH v npuHUMaeMOi U3 BHEIIHUX ceTel HH(OpMaInu:

2.5.1.1. IlepexBar 3a nepeaenamu ¢ KOHTPOJIUPYEMOM 30HBI HU3Kas
2.5.1.2. IlepexBat B npejiesaax KOHTPOJIUPYEMOIl 30HbI BHEILIHUMH HU3Kas
HapYUIUTEIIMU
2.5.1.3.IlepexBar B npeaesiax KOHTPOJIUPYEMOM 30HbI BHYTPEHHUMU HU3Kas
HapYIIUTEISIMH.
2.5.2.Yrpo3bl CKaHUPOBAHUS, HAIIPABJICHHbIC HA BBISIBJICHUE TUTIA WIIN HU3Kast

THUIIOB UCIIOJIb3YEMBIX ONIEPAIMOHHBIX CUCTEM, CETEBBIX aJIpECOB pa-
6ounx cranmuit UCIIJIH, Tomosoruu ceTr, OTKPBITHIX IOPTOB H
CITY»0, OTKPBITBIX COCTMHEHHM U JIp.

2.5.3.YTrpo3sl BBIABICHHS TAPOJICH 1O CETH HU3Kas
2.5.4.Y1po3bl HaBsI3bIBAaHKE JIOKHOTO MAPIIPYTA CETU HU3Kast
2.5.5.Y1rpo3bl OJIMEHBI JIOBEPEHHOT'O 00BEKTa B CETH HU3Kas
2.5.6.Yrpo3bl BHeApeHUs JT0XkHOTO 00bekTa kak B UCII/IH, Tak u BO HU3Kas
BHEIIIHUX CETSIX

2.5.7.¥Yrpo3sl Tina «OTKa3 B 00CITyKUBAHUID) HU3Kast
2.5.8.Y1po3bl yIaJIeHHOTO 3ayCKa MPHIOKEHUN HU3Kas
2.5.9.Yrpo3bl BHEAPEHHSI IO CETH BPEIOHOCHBIX ITPOrPaMM HU3Kast

Taomuua 31 — JIUC |l tuna

Tun yrpos 6e3onacnoctu I1/1n Omnacrocts
YTPO3bI
1. Yrpo3bl OT yTEUKH 110 TEXHUYECKUM KaHAJIaM.
1.1. Yrpo3sl yTe4ku aKkycTUYeCcKOi HHpopmanmu HU3Kas
1.2. Yrpo3bl yTeukH BUAOBOH HH(pOpMaUu HU3Kast
1.3. Yrpo3s! yreuku nHpopmanuu no kasaitam [IDOMUH HU3Kas

2. YTpo3bl HECAHKIIMOHUPOBAHHOTO JIOCTYMNA K HHPOPMALIUH.

2.1. Yrpo3sl yHUuTOXEHUS, XulleHus annapatbix cpeacts MCIIIH HocuTenelt nuHbopManuu
nyTeM ¢uzndeckoro gocrymna K snemenram MCIJIxH

2.1.1. Kpaxa [I9BM HU3Kas
2.1.2. Kpaxka HocuTeneit nHbopmarimm HH3Kasi
2.1.3. Kpaxa kimtoueid 1 aTpuOyTOB JI0CTyMa HU3Kas
2.1.4. Kpaxku, MouduKalMK, YHUUTOKEHUSI HHGOpMAIIUU HU3Kas
2.1.5. BeiBox u3 crpos y3nos [I9BM, kananos cBsizu HU3Kas
2.1.6. HecaHKIIMOHMPOBAHHBIN AOCTYI K MH(OpMaLlUU IPU TEXHUYE- HU3Kas
CKOM 00CIIy>KHBaHUH (PEMOHTE, YHUUTOKeHHH) Y3708 [I9BM

2.1.7. HecaHKIIMOHUPOBAHHOE OTKJIFOYEHUE CPEJICTB 3aALIHUTHI HHU3Kas

2.2. Yrpo3bl XUIEHUS, HECAHKIIMOHUPOBAHHOM MOAU(UKAIINKN U OJOKUPOBAaHUS MHPOPMAIIUU
3a cueT HecaHKIMoHupoBaHHoro nocryna (HCJl) ¢ mpuMeHeHreM nporpaMMHO-annapaTHbIX U
MIPOrPaMMHBIX CPEJCTB (B TOM YHCIIE MPOrpaMMHO-MaTEMaTHUECKUX BO3AEHCTBHI).

2.2.1. JleficTBUS BPEAOHOCHBIX NMPOrpamMM (BUPYCOB) cpenHss
2.2.2. HenexnapupoBaHHble BO3MOKHOCTH cuctemMHoro I10 u [10 nns HH3Kas
00pabOTKH MEPCOHAIBHBIX JIAHHBIX

2.2.3. YcranoBka [1O He CBSI3aHHOTO C UCIIOJIHEHUEM CITYKEOHBIX 0051- HU3Kas
3aHHOCTEH

2.3. Yrpo3sl He IpeiHAMEPEHHBIX JIEHCTBUH MOIb30BaTeNlel U HapylIeHui O0e30macHoCcTr (QyHK-
nmonupoBanust UCITIx u C3I1/IH B ee cocTaBe n3-3a cO0EB B MPOrPaMMHOM 00€CIIEUeHHH, a
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TaKXXe OT yrpo3 HEAHTPOIIOTEHHOTO (COOEB anmaparypsl U3-3a HEHAJIE)KHOCTH 3JIEMEHTOB, COOEB
JIEKTPOIIUTAHNUS) U CTUXUIHOTO (y1apOB MOJHMM, 10KapOB, HABOAHEHUH U T.II.) XapakTepa.

2.3.1. YTpara ki1ro4eid ¥ aTpuOyTOB JOCTYIIA cpeaHsis
2.3.2. Henpennamepennas Moaudukaius (yHHUTOKCHHE) HHPOpMa- HU3Kas
MU COTPYJTHUKAMHU

2.3.3. HenpenHamepeHHOE OTKJIFOYEHUE CPEJICTB 3aIUThI HU3Kas
2.3.4. Beixoa u3 cTpos annapaTHO-IPOTrPpaMMHBIX CPEJICTB HU3Kas
2.3.5. COoii cUCTEMBI AIEKTPOCHAOKECHHSI HU3Kas
2.3.6. CtuxuiiHoe O0ecTBue HU3Kas
2.4. Yrpo3bl IpeJHaMEPEHHBIX ACHCTBUI BHYTPEHHUX HApYLIUTENEH

2.4.1. Joctyn k uHbopMaryu, MoauduKanys, yHUITOKEHNUES JIHI] HE HU3Kas
JONYIICHHBIX K ee 00padoTke

2.4.2. Pazrnamenue napopManuu, MoaupuKaIus, YHUUYTOKEHHE CO- HU3Kas

TPYAHUKAaMH JIOMYIICHHBIMHU K €€ 00padoTKe

2.5.3’rpo31>1 HCCAHKIIMOHHWPOBAHHOI'O AOCTYIIA 110 KaHaJlaM CBA3H.

2.5.1.Yrpo3a «AHanu3 ceTeBoro Tpadukay ¢ mepexBaToM meperaBae-
moit u3 UCIIT/IH 1 nprHIMaeMOi U3 BHEIIHUX ceTel HH(OpMaIUu:

2.5.1.1. IlepexBar 3a nepejeaaMu ¢ KOHTPOJIUPYEMOW 30HBI HU3Kasi
2.5.1.2. IlepexBat B mpeienaax KOHTPOJIUPYEMOI 30HbI BHEIITHUMH HU3Kas
HapYUIUTEISIMH
2.5.1.3.1lepexBar B npesnenax KOHTPOIUPYEMON 30HbI BHYTPEHHUMU HU3Kast
HApYUIUTEISIMHU.
2.5.2.Y1po3bl CKaHUPOBAHMSI, HAIPABJICHHBIC HA BBISIBIICHUE TUTIA UITH HU3Kas

THUIIOB UCIIOJIb3yEMBIX OIIEPALlMOHHBIX CUCTEM, CETEBBIX aJPECOB pa-
6ounx cranumii UCI1/IH, TOnONIO0THM CETH, OTKPBITBHIX TOPTOB U
CIIy’K0, OTKPBITBIX COeAMHEHUH U Jp.

2.5.3.Yrpo3bl BEISIBICHHSI TAPOJICH TI0 CETH cpenHsis
2.5.4.Y1po3bl HaBs3bIBAaHHE JIO)KHOTO MapLIPyTa CETH HU3Kas
2.5.5.Y1rpo3bl MOJIMEHBI JIOBEPEHHOT'O 00BEKTa B CETH HU3Kas
2.5.6.Yrpo3sl BHeApeHUs JT0kHOTO 00BhekTa kak B UCII/IH, Tak u BO HU3Kas
BHEIIIHUX CEeTSIX

2.5.7.Yrpo3sl Thna «OTKa3 B 00CIyKUBAHUN) HU3Kas
2.5.8.Y1po3bl yAAJIEHHOTO 3aIlyCKa IPHJIOKEHUI HH3Kast
2.5.9.¥Y1po3bl BHEJIPEHHUSI [10 CETH BPETOHOCHBIX ITPOrpaMM cpenHsis

Tabmuna 32 — Pactipenenennas VC | tuna

Tun yrpo3 6e3onacnoctu [T/ Omacrocts
YIpO3bl

1. yl"pO3LI OT YTCUKHU 10 TCXHUYCCKHUM KaHaJlaM.

1.1. Yrpo3bl yTeUKH aKyCTHYEeCKOH MH(OopMaIiu HU3Kas
1.2. Yrpo3sl yTe4ku BUAO0BON HHGOpMAILIMU HH3Kas
1.3. Yrpo3sl yreuku nHdpopmamu no kasaitam [IDOMUH HH3Kas

2. YTpo3bl HECAHKIIMOHUPOBAHHOTO JIOCTYMA K MHPOPMALIUH.

2.1. Yrpo3sl yHUUTOXEeHUS, XulieHus anmnapatibix cpeacts UCIIIn nHocuTenelt undopmanuu
nyTeM ¢usndeckoro gocrymna K snemenram MCIJIxH

2.1.1. Kpaxa [IT9BM HU3Kast
2.1.2. Kpaxa HocuTeneil uHdopmariu HU3Kas
2.1.3. Kpaxka xiro4eit u aTpuOyTOB JIOCTyTa HH3Kas
2.1.4. Kpaxku, MonuduKalMK, YHUUTOKEHUSI HHPOpMAIIUU HH3Kas
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2.1.5. Beiox u3 crpos y3noB II9BM, kananos cBsizu HU3Kas
2.1.6. HecaHKIIMOHUPOBAHHBIN TOCTYM K HHGOPMAIMH MPU TEXHUYE- HU3Kas
CKOM 00CI1y>)KMBaHUH (PEMOHTE, YHUUTOKEHUH) y3510B IIDBM

2.1.7. HecaHKIMOHUPOBAHHOE OTKJIFOUEHHE CPEICTB 3AIUTHI HU3Kas

2.2. YTpo3bl XUIIEHUs, HECAHKIITHOHUPOBAHHOM MOIM(UKAIINH W OJIOKMPOBAHUS HHPOPMALIUU
3a cyeT HecaHKIMoHupoBaHHoro pocryna (HCJ) ¢ mpuMeHeHreM nporpaMMHoO-annapaTHbIX U
IIPOrPaMMHBIX CPEJACTB (B TOM YMCIIE IPOrPaMMHO-MAaTEMATHUYECKUX BO3ACHCTBHM).

2.2.1. lleficTBUS BpEAOHOCHBIX MPOTPaMM (BUPYCOB) cpenHss
2.2.2. HenexnapupoBaHHbie BO3MOKHOCTH cuctemMHoro 110 u [10 nns HU3Kas
00pabOTKH NePCOHABLHBIX JTAHHBIX

2.2.3. YcranoBka 10 He CBA3aHHOTO C UCTIOJIHEHUEM CITY>KEOHBIX 0051- HU3Kas
3aHHOCTEH

2.3. Yrpo3bl He IpeTHaMEPEHHBIX JIEHCTBUM MMOJIb30BaTEIeH U HAPYIIEHUH 0€301acCHOCTH (PyHK-
nmonupoBanus MUCIIIn u C3I1/IH B ee cocTtaBe n3-3a cO0EB B MPOrpaMMHOM 00ECIICUCHHH, a
Tak)Xe OT yrpo3 HEAHTPOIIOTEHHOTO (COOEB amnmaparypbl U3-3a HEHaIeKHOCTH AJIEMEHTOB, COOEB
AJICKTPONUTAHHUS) U CTUXUIHOTO (YIapOB MOJIHUH, MI0KApOB, HABOJHEHUH H T.I1.) XapakTepa.

2.3.1. YTpara xirodeii u aTpuOyTOB AOCTYIa CpeaHsst
2.3.2. Henpennamepennast Moaudukanus (YHUUITOKeHHE) HHPOopMa- HU3Kas
1MW COTPYJTHUKAMU

2.3.3. HenpennamepeHHOE OTKJIFOYEHUE CPEJICTB 3aIIUThHI HU3Kas
2.3.4. Bpixoa U3 CTpoOsl alnapaTHO-NPOrpaMMHBIX CPECTB HU3Kast
2.3.5. CO0ii cHCTEMBI DJIEKTPOCHAOKEHUS HU3Kas
2.3.6. CtuxuiiHoe O6e/1cTBUE HU3Kast
2.4. Yrpo3bl IpeJHaMepEeHHBIX ACWCTBUN BHYTPEHHUX HAPYUIUTENEH

2.4.1. loctyn k uaopmanuu, MOIU(UKAINS, YHHUTOKEHUE JTUI] HE HH3Kas
JOMYIIEHHBIX K ¢ 00paboTke

2.4.2. Pasrnamenue uHpopMauy, MoIupUKaIHs, YHHITOKEHUE CO- HU3Kas

TPYAHUKAMH JIONYIIEHHBIMU K ee 00paboTke

2.5.¥YTpo3bl HECAaHKITMOHMPOBAHHOT'O JTOCTYIIA M0 KaHaJlaM CBSI3H.

2.5.1.Yrpo3a «AHanu3 ceTeBoro Tpadukay ¢ IepexBaToM rnepeaaBae-
Moii u3 MCIIJIH 1 npuHUMaeMoi 13 BHEITHUX ceTeld MHPOpMAaLIUU:

2.5.1.1. TlepexBart 3a nepenenaMu ¢ KOHTPOJIUPYEMO 30HBI HH3Kasi
2.5.1.2. IlepexBat B npeenaax KOHTPOIUPYEMOIl 30HbI BHEILIHUMH HU3Kas
HapYIIUTEIIMU
2.5.1.3.IlepexBaT B mpenenax KOHTPOIUPYEMOM 30HbI BHY TPEHHUMU HU3Kas
HApYIIUTEISIMU.
2.5.2.Y1po3bl CKaHUPOBaHUs1, HAIIPABJICHHBIEC HA BHISIBIICHUE TUIIA WU HU3Kas

THIIOB UCIIOJIb3YEMBIX ONIEPALIMOHHBIX CUCTEM, CETEBBIX aJPECOB pa-
6ounx cranuuii UCIT/IH, Tonoaoruu ceTu, OTKPBITHIX TOPTOB U
Ci1yK0, OTKPBITBIX COEAMHEHUH U JIp.

2.5.3.Yrpo3bl BEISIBICHHS TAPOJIeH IO CeTH HU3Kast
2.5.4.Yrpo3bl HaBsI3bIBAHUE JIOKHOTO MapUIpyTa CETH HU3Kast
2.5.5.Y1po3bl NOJIMEHBI IOBEPEHHOTO 00BEKTA B CETH HH3Kast
2.5.6.Y1po3sl BHEIpeHusl 10:kHOT0 00bekTa kak B UCII/IH, Tak u BO HU3Kas
BHEIITHUX CETSIX

2.5.7.Yrpo3sl Tuna «OTka3 B 00CTyKMBAHUN HU3Kast
2.5.8.YTpo3bl yIAJICHHOr0 3aMyCKa NPUJIOKEHUN HH3Kast
2.5.9.Y1rpo3bl BHEAPEHHUSI 10 CETH BPEIOHOCHBIX ITPOrpamMm HU3Kast
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Ta6muna 33 — Pacnpenenennas VMIC |l tuma

Tun yrpo3 6e3omacuoctu I1){x Omnacrocts
YIPO3BI
1. Yrpo3bl OT yTEUKH 110 TEXHUYECKUM KaHAJIaM.
1.1. Yrpo3bl yTeuku aKyCcTHUeCKO nHpopMauu HU3Kas
1.2. YTpo3bl yTeuku BUAOBOH HHPOpMAIUU HU3Kas
1.3. Yrpo3sl yreukn uHbopManmu no kanaiam [IDMHUH HU3Kas

2. YTpo3bl HECAaHKITMOHUPOBAHHOTO JIOCTYMA K MHPOPMALIUH.

nyTeM ¢u3ndeckoro gocrymna K snementam MCIJIxn

2.1. Yrpo3bl yHUUTOXKEHUS, XHIeHus anmapatHbix cpeactB UCIIJH Hocuteneit nndopmanuu

2.1.1. Kpaxa I[I19BM HU3Kas
2.1.2. Kpaxa Hocuteneil undopmariu HU3Kast
2.1.3. Kpaxka kiro4eit 1 aTpuOyTOB JIOCTyTa HU3Kas
2.1.4. Kpaxkn, MoguduKauy, yHHUTOKEHUST HHOPMAITUU HU3Kas
2.1.5. BeiBoa u3 ctpost y3ioB [IDBM, kananoB cBsizu HU3Kas
2.1.6. HecaHKIIMOHUPOBAHHBIN AOCTYI K MH(OPMAIIUU TPU TEXHUYE- HU3Kast
CKOM 00CIy>)KMBaHUH (PEMOHTE, YHUUTOKEHUH) y3510B [IDBM

2.1.7. HecaHKIIMOHMPOBAHHOE OTKJIFOUEHUE CPEACTB 3aIIHUThI HU3Kast

2.2. YTpo3bl XUIICHHUS, HECAHKIIHOHUPOBAHHON MOAN(DUKAIINHN UK OJIOKUPOBaHHUS WHPOPMALIUN
3a cyeT HecaHKIMoHupoBaHHoro poctyna (HCJ) ¢ mpuMeHeHreM nporpaMMHO-annapaTHbIX U
IIPOrPaMMHBIX CPEJCTB (B TOM YMCJIE IPOrPaMMHO-MaTEMaTHUECKUX BO3ACHCTBHI).

3aHHOCTEN

2.2.1. JleficTBHS BPEIOHOCHBIX MPOrPaMM (BHPYCOB) BBICOKA
2.2.2. HenexnapupoBaHHble BO3MOKHOCTH cuctemMHoro I10 u [10 nns CpenHss
00pabOTKH EPCOHABHBIX JTAHHBIX

2.2.3. YcranoBka 10 He cBsI3aHHOTO C HCIIOJIHEHUEM CITYKEOHBIX 00s1- HU3Kas

2.3. Yrpo3sl He IpeIHAMEPEHHBIX JIEHCTBUI MOIh30BaTeNel 1 HapylIeHui 0e3onacHocTH (PyHK-
nuonuposanust UCITJIa u C3I1/IH B ee cocTaBe n3-3a cOOEB B MPOrPaMMHOM OOECTIICUCHHH, a
Tak)Xe OT yTpo3 HEAHTPOIIOTEHHOTO (COOEB amnmaparypbl U3-3a HEHaIEKHOCTH DJIEMEHTOB, COOEB
NEKTPONUTAHUSI) U CTUXHUITHOTO (YJIapOB MOJIHUH, MOkKAapOB, HABOJHEHUH U T.I1.) Xapakrepa.

HapYLIHTEISIMH.

2.3.1. YTpara kitoueil u aTpuOyTOB A0CTya cpenHss
2.3.2. HenpennamepenHast Moaupukamnus (yHUUTOKeHue) nupopma- HU3Kas
LU COTPYJHUKAMU

2.3.3. HenpennamepeHHOE OTKJIFOYEHUE CPEJICTB 3aIUThHI HU3Kas
2.3.4. Beixoa U3 CTpOsl annapaTHO-IPOrPaMMHBIX CPEACTB HU3Kast
2.3.5. COoii cucTeMBI AIIEKTPOCHA0KEHUS HU3Kast
2.3.6. CtuxuiiHoe 6e/1cTBUE HU3Kast
2.4. Yrpo3bl IpeJHaMEPEHHBIX NCHCTBUI BHYTPEHHUX HApYLIUTENIEH

2.4.1. loctyn k undopmanuu, MoaupuKanus, yHUUTOKEHUE JTUI] HE HU3Kas
JIONYIIEHHBIX K ee 00padoTke

2.4.2. Pazrnamenue napopManuu, MoauGUKaIKs, YHUITOKCHHUE CO- HU3Kast
TPYAHUKAaMH JIOMYIIEHHBIMH K €€ 00paboTKe

2.5.Yrp0o3bl HECAHKIIMOHMPOBAHHOTO JIOCTYIIA MO KaHaJIaM CBSI3H.

2.5.1.Yrpo3a «AHanu3 ceTeBoro Tpaduka» ¢ nepexBaToM rnepeaaBaec-

Mot u3 UCII/In 1 npuHrMaeMoii U3 BHEITHUX ceTel HHBOpMAaIHH:

2.5.1.1. IlepexBart 3a nepenenaMu ¢ KOHTPOJUPYEMOU 30HbI CpenHsis
2.5.1.2. Ilepexsar B npezienax KOHTPOJIUPYEMOH 30HBI BHEIIHUMHU HU3Kast
HapYUIUTEIIMU

2.5.1.3.Ilepexsar B npesenax KOHTPOIMPYEMON 30HbI BHYyTPEHHUMU HU3Kast
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2.5.2.Y1po3bl CKAaHUPOBAHUS, HAIIPABJICHHBIE HA BBISBIICHHUE TUTIA WIIN cpemHsis
THUIIOB UCTIOJIb3yEMbIX ONEPALMOHHBIX CHCTEM, CETEBBIX aJPECOB pa-

6ounx cranuuii UCI1/IH, Tonmonaoruu ceTu, OTKPBITHIX TOPTOB U

ci1y0, OTKPBITBIX COEAMHEHUH U JIP.

2.5.3.Yrpo3bl BEISIBICHHSI TAPOJICH IO CETH cpenHsis
2.5.4.YTpo3bl HaBSI3bIBAHUE JIOKHOTO MAapUIPyTa CETH HU3Kas
2.5.5.YTp0o3bl IOAMEHBI IOBEPEHHOTO O0BEKTA B CETH cpeaHsis
2.5.6.Y1po3sl BHEIpEeHHS T0)KHOTO 00bekTa kak B UCII/IH, Tak u BO cpeaHsis
BHEITHHUX CETSIX

2.5.7.¥Yrpo3sl Tuna «OTKa3 B 00CITy)KHBAHHUI) cpeaHsis
2.5.8.YTpo3bl yIaJICHHOTO 3alyCKa MPUJIOKEHUI CpeaHsst
2.5.9.Yrpo3bl BHEAPEHHUS 110 CETU BPEAOHOCHBIX NMPOTrpaMMm BBICOKas
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10 Onpenenenne akryaiabHoctu yrpo3 B UCIIn

B cootBeTcTBUM C IMpaBUJIaMU OTHCCCHUA YI'PO3bI 0e30IacHOCTH K aKTyaHBHOﬁ

(trabmuua 34), ns UCIAH onpenensioTcs akTyaldbHbIE M HEAKTyalbHbIE YTPO3bI.

Tabmmia 34
Bo3moxHoCTh pe-
S — [Tokazarens OmacCHOCTH yIpO3bl
yTPO3bI
Huzkas Cpennsis Bricokas

Husxas HeakTyallbHas HeakTyallbHas aKTyaJbHas
Cpennsis HEaKTyaabHas aKTyaJlbHas aKTyajabHas
Bricokas aKTyaJbHas aKTyaJbHas aKTyaJbHast
OueHb BbICOKAs

aKTyallbHas aKTyallbHas aKTyaJlbHas

[Tocnie yero penaercs BBIBOJ O HAJIWYMU AKTYaJbHBIX YIPO3 U MEpP 3allLMTHI,
HAMpPABJICHHBIX HA CHW)XEHHS PUCKA BO3HUKHOBECHMS W TOCIEICTBUUA AKTYaJbHBIX
yIrpo3.

OnpeneneHue akTyallbHOCTH YIpo3 MPOU3BOJIUTCS HAa OCHOBaHMM OTYeTa O

pe3yJIbTaTaX NPOBEACHUS BHYTPCHHEH IIPOBEPKU.

[Tocne ompeneneHus mepedyHsl aKTyalbHBIX yTPO3 BBIOMPAIOTCS MEPOIPUSATHUS
OpraHU3alMOHHOI0, PU3NMUECKOTO TEXHUUECKOTO U KOHTPOJIUPYIOIIEro XapakTepa mo
CHIDKCHUIO OMACHOCTH AaKTyaJIbHBIX yrpo3. llepedueHp BO3MOXHBIX MEpOIPUATHI

npejcTaBiieH B [Lnane MeponpusTuii o odecrnedeHuo 3ammThl [1JIH.

OO600UIEHHBIN CIIMCOK aKTyaJbHBIX YIPO3, @ TaK K€ MpeajaraéMblX Mep 3alliu-

ThI, U1 pa3Hbix TunoB MCII/IH npencrasien B Tabauiax 35-42.

Taomuna 35 — Asronomuas C | tumna

Tun yrpo3 6e3omacuoctu [1]1H OmacrocTs
YIPO3bI

1. Yrpo3sl OT yT€UKH 10 TEXHUYECKUM KaHAJIaM.

1.1. Yrpo3sl yTeuku aKycTUYecKoil nHpopmanmu HEAKTyaJbHast
1.2. Yrpo3bl yTeuku BUAOBOM HH(pOpMaUU HEaKTyajbHas
1.3. Yrpo3sl yreuku nHpopmanuu no kanagam [I9MUH HEaKTyaJIbHast

2. Yrpo3bl HECAHKIIMOHUPOBAHHOTO JIOCTYIA K HHPOpPMAIUH.
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2.1. YTpo3sl YHUUTOXKEHUSI, XUIeHnus annapaTtHbix cpeactB UCIIIH HocuTeneit nnpopmaruu
nyTeM ¢duzndeckoro aocryna k anementam UCI1JIx

2.1.1. Kpaxa [I19BM HEaKTyaJbHas
2.1.2. Kpaxka HocuTesnei nHbopmarmm HEaKTyaJbHas
2.1.3. Kpaxa kioueit 1 aTpuOyToB JIoCcTyna HEaKTyaJbHas
2.1.4. Kpaxu, MoauduKanuy, yHUUTOKEHHsI HHPOpMALIUU HEaKTyaJbHas
2.1.5. BeiBoa u3 ctpos y3n0B [I9BM, kaHaioB cBs3u HEaKTyaJbHas
2.1.6. HecaHKIIMOHUPOBAHHBIN JOCTYI K HH(POPMAILIUH NIPH TEXHUYE- HEaKTyaJbHas
CKOM 00CITy>)KMBaHUHU (PEMOHTE, YHUUTOXKEHUN) y3710B [IDBM

2.1.7. HecaHKIIMOHMPOBAHHOE OTKJIFOUEHUE CPEACTB 3aILUThI HEaKTyaJbHas

2.2. Yrpo3bl XUIIEHUs, HECAHKIIMOHUPOBAHHOM MOIM(UKAMK NI OJIOKMPOBAHUS HHPOPMALIUU
3a c4yeT HecaHKUKHoHUpoBaHHOro nocryna (HCJ) ¢ npumeHneHrem nporpaMMHO-annapaTHbIX U
IIPOrPaMMHBIX CPEJICTB (B TOM YHCJIE IPOrPaMMHO-MAaTeMaTHYECKUX BO3ACHCTBUI).

2.2.1. JlleficTBUS BpEAOHOCHBIX MPOrpamMM (BUPYCOB) aKTyaJlpHas
2.2.2. HenexnapupoBaHHble BO3MOKHOCTH cuctemMHoro 110 u [10 nns HEaKTyaJbHasl
00pabOTKH EPCOHATBHBIX JTAHHBIX

2.2.3. YcranoBka [1O He CBSI3aHHOTO C UCIIOJIHEHUEM CITYKEOHBIX 0051- HeaKTyaJlbHas
3aHHOCTEH

2.3. Yrpo3sl He IpeAHAMEPEHHBIX JIEHCTBUI MOJIb30BaTENEH U HapylIeHUI 0e30nacHOCTH QyHK-
uunonupoBanus MCIIIu u C3I1/IH B ee cocTtaBe n3-3a cO0€B B MPOrpaMMHOM 00€CIIEUeHHH, a
TaK)Xe OT yIpo3 HEAHTPOIIOT€HHOT0 (cOOEB amnmnaparypbl U3-3a HEHaI€KHOCTHU JIEMEHTOB, COOEB

ANEKTPONUTAHUS) U CTUXUITHOTO (YIapOB MOJIHUH, MOXKAPOB, HABOJHEHHH U T.I1.) XapakTepa.

2.3.1. Y1para kitoued u aTpuOyTOB A0CTyNa aKTyajabHas
2.3.2. HenpeanamepenHasi Mmoaudukanus (yHUYTOXKEHUE) nHpopma- HeaKTyallbHas
LMW COTPYJHUKAMU

2.3.3. HenpennaMepeHHOE OTKIIFOUEHHE CPEICTB 3aIUTHI HEaKTyaJIbHas
2.3.4. Beixoa U3 CTpos amnmapaTHO-MPOTPAMMHBIX CPEJICTB HEaKTyaJlbHas
2.3.5. COoii cuCTeMbl AIEKTPOCHAOKEHHUS HEeaKTyaJbHas
2.3.6. CtuxuiiHoe GesicTBUE HeaKTyajbHas
2.4. Yrpo3bl IpeJHaMEepEeHHBIX AeWCTBUN BHYTPEHHUX HapyLIUTENEH

2.4.1. Joctyn k uHpOpMaLuu, MOAU(PUKAIUS, YHUYTOXKECHUE JIUI He HEeaKTyaJlbHas
JIOTYIIEHHBIX K ee 00paboTke

2.4.2. Pa3rnamenue nHGOpMaLuu, MO (UKL, YHUUTOXKEHHUE CO- HEeaKTyaJlbHas
TPYJHUKAaMHU JOMYIIEHHBIMU K €e 00padoTKe

2.5.Y1po3sl HECAaHKLIIMOHUPOBAHHOIO JOCTYTA 10 KAHAJIAM CBSI3H.

2.5.1.Yrpo3a «AHanu3 ceTeBoro Tpadukay ¢ IepexBaToM nepeaaBae-

Moii u3 MCIIJIH 1 npuHUMaeMoi 13 BHEIITHUX ceTeld MHPOpMaLIUu:

2.5.1.1. IlepexBar 3a nepeienaMy ¢ KOHTPOJIIMPYEMOH 30HBI HEaKTyaJIbHas
2.5.1.2. [lepexBar B mpejienax KOHTPOJIUPYEMOI 30HbI BHEIIHUMHU HEaKTyaJbHas
HapyUIUTEISIMU

2.5.1.3.IlepexBaT B npenenax KOHTPOIUPYEMOM 30HbI BHY TPEHHUMH HEaKTyaJIbHAsI
HApYUIUTEISIMHU.

2.5.2.Y1po3bl CKaHUPOBaHUS, HAIIPaBJICHHbBIE HA BHISBJICHHUE TUIIA WIN HeaKTyaJlbHas
TUIIOB UCIIOJIb3YEMBIX ONEPALMOHHBIX CUCTEM, CETEBBIX aJPECOB pa-

6ounx cranuuit UCIIJ{H, Tomonoruu ceTu, OTKPBITHIX TOPTOB U

CIIy’K0, OTKPBITBIX COeAMHEHUH U Jp.

2.5.3.Y1po3sl BEISBICHHS TAPOJICH 110 CETH HEaKTyaJIbHAsI
2.5.4.Y1po3bl HaBsI3pIBAHKE JIOKHOTO MAPIIPYTA CETU HEaKTyaJbHas
2.5.5.Y1po3bl NOJMEHBI IOBEPEHHOTO 00BEKTA B CETH HEAKTyaJbHasl
2.5.6.Yrpo3bl BHeAPEHUs TOKHOTO 00BhekTa kak B UCII/IH, Tak u BO HEaKTyaJbHast
BHEUIHHUX CETSIX
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2.5.7.Yrpo3sl Tuna «OTKa3 B 00CIy)KMBAHUNY HEaKTyaJbHas
2.5.8.YTpo3bl yIAJICHHOTO 3ayCKa NPUII0KEHUN HEaKTyaJbHast
2.5.9.¥Y1po3bl BHEJIPEHMUSI 110 CETU BPEOHOCHBIX ITPOrpaMM HEaKTyaJbHas

Takum 06pa3om, akTyaabHbIMU yTrpo3amu 6e3onacHoctu [IJ[H B ABTOHOMHOM
NC | Tuna, sBastOTCS:

- YIpO3bl OT IEUCTBHI BPEIOHOCHBIX NPOrpaMM (BUPYCOB);

- YIpO3bl yTPAThI KIOYEH U aTpuOyTOB JOCTYIIA.

PexomMeHnyeMbIME MepaMH 110 NPEIOTBPAILCHHUIO PEAIM3ALANA AKTYaJIbHBIX
yIpO3, SIBISAIOTCS:

- YCTaHOBKA AHTUBUPYCHOM 3aIUTHI;

- mapoJbHAas MOJMTHKA, YyCTAHABIMBAIOLIASL 0053aTENbHYIO CIIOKHOCTD U MEPH-
OJIMYHOCTH CMEHBI 1apOJIs;

- HA3HAYUTh OTBETCTBEHHOI'O 3a OE€30MACHOCTh MEPCOHABHBIX [aHHBIX W3
YUCIIa COTPYIHUKOB YUPEKICHNUS,

- uHCTpyKumu noib3oBareneit UCIIJIH, B KOTOPBIX OTpakeHbI MOPAIOK 0e3-

onacHo# padotel ¢ UCII/IH, a Tak *e ¢ KJIIo4aMu U aTpuOyTamu JOCTYIIA.

Taomuma 36 — Asronomuasg MC Il tuna

Tun yrpo3 6e3onacuoctu 1/ OmnacHocte
yrpo3bl

1. Yrpo3sl OT yT€UKkH 110 TEXHUYECKUM KaHAJIAM.

1.1. Yrpo3sl yTe4ku aKkycTUYeCKOi HHpopmanmu HEaKTyaJIbHast
1.2. Yrpo3bl yTeukH BUAOBOM HH(popMauu HEeaKTyaJIbHas
1.3. Yrpo3s! yreukn nHpopManuu rno kanajam [I9MHUH HEAKTyaJbHasl

2. YTpo3bl HECAHKIIMOHUPOBAHHOTO JIOCTYMNA K HHPOPMALIUH.
2.1. Yrpo3sl YHUUTOKEHU, XMIeHHus annapaTtHbix cpeactB UCIIIH HocuTeneit nupopmaruu
nyteM ¢usnueckoro gocryna K anementam UCIT/Ix

2.1.1. Kpaxa [I9BM HEaKTyaJbHas
2.1.2. Kpaka HocuTeneit mHbopmarum HEaKTyaJbHAas
2.1.3. Kpaxa kiroueit 1 aTpuOyTOB JIoCcTymna HEaKTyaJbHasl
2.1.4. Kpaxku, MonuduKaIMK, YHUUTOKEHUSI HHPOpMAIIU HEaKTyaJbHast
2.1.5. BeiBoa u3 crpost y3noB [IDBM, kaHanoB cBsizu HEaKTyaJbHAas
2.1.6. HecaHKIIMOHUPOBAHHBIN JOCTYI K HH(POPMAIUK ITPU TEXHUYE- HEaKTyaJbHas
CKOM 00CITy>)KMBaHHH (PEMOHTE, YHUUTOKEHUH) y3510B [IDBM

2.1.7. HecaHKIIMOHMPOBAHHOE OTKJIFOUEHUE CPEACTB 3aILUTHI HEaKTyaJbHas

2.2. Yrpo3bl XUIIEHUS, HECAHKIIMOHUPOBAHHOM MOAU(UKAIINHN U OJOKHUPOBAaHUS MHPOPMAIIUU
3a cueT HecaHKIMoHupoBaHHoro nocryna (HCJl) ¢ mpuMeHeHreM nporpaMMHO-annapaTHbIX U
MIPOrPaMMHBIX CPEJCTB (B TOM YHCIIE MPOrPpaMMHO-MaTEMaTHUECKUX BO3ACHCTBHI).
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2.2.1. JleficTBUS BpEAOHOCHBIX MPOrpamMM (BUPYCOB) aKTyaJlbHas
2.2.2. HenexknapupoBaHHble BO3MOKHOCTH cuctemMHoro I10 u [10 nnsa HEaKTyaJbHast
00pabOTKU MEePCOHANBHBIX JTAHHBIX

2.2.3. YcranoBka 10 He CBA3aHHOTO C UCTIOJIHEHUEM CITY>KEOHBIX 0051- HEaKTyabHas
3aHHOCTEH

2.3. Yrpo3bl He IpeTHaMEPEHHBIX JIEHCTBUI MMOJIb30BaTEIeH U HApyIIEHUH 0€301acHOCTH PYHK-
nmonupoBanus MCIIu u C3I1/IH B ee cocTtaBe n3-3a cOOEB B MPOrpaMMHOM 00ECIICUCHHH, a
Tak)Xe OT yrpo3 HEAHTPOIIOT€HHOTO (COOEB amnmaparypbl U3-3a HEHaIeKHOCTH AJIEMEHTOB, COOEB

NIEKTPONUTAHUS) U CTUXUIHOTO (Y1apOB MOJIHUH, 10KapOB, HABOJHEHUH U T.II.) XapakTepa.

2.3.1. Y1para kitoued 1 aTpuOyTOB A0CTYyNa aKTyaJibHas
2.3.2. Henpennamepennas Mmoaudukaius (yHHUITOXXEHHE) HHPOpMa- HeaKTyajbHas
MU COTPYJTHUKAMHU

2.3.3. HenpennamepeHHOE OTKJIFOYEHUE CPEJICTB 3alUThI HEaKTyaJbHas
2.3.4. Bpixoa U3 CTpOsl allapaTHO-IPOrPaMMHBIX CPEACTB HEaKTyaJbHas
2.3.5. CO0ii cHCTEMBI DIEKTPOCHA0KEHUS HeaKTyaJbHas
2.3.6. CtuxuiiHoe O6e/1cTBUE HeaKTyaJlbHas
2.4. Yrpo3bl IpeIHAMEPEHHBIX ICUCTBUI BHYTPEHHUX HApYLIUTEIEH

2.4.1. octyn k undopmanuu, MoaupuKalus, yHUYTOKEHUE JTUI] HE HEaKTyaJbHas
JOMYIICHHBIX K ee 00padoTke

2.4.2. Pasrnamenue uHGpopMaruu, MoAu(GUKaIKs, YHUYTOXKEHHUE CO- HEaKTyaJbHas
TPYJHUKAaMU JOMYIIEHHBIMU K €e 00padoTKe

2.5.¥Y1po3bl HECAHKIIMOHMPOBAHHOI'O JOCTYIIA 110 KaHAJaM CBS3H.

2.5.1.Yrpo3a «AHaIu3 CETeBOro Tpadukay ¢ mepexBaToM IMepeiaBac-

moit u3 UCII/IH u npuHrMaeMoi U3 BHEIIHUX ceTel nHhOopMaluu:

2.5.1.1. IlepexBat 3a nepeaesaMu ¢ KOHTPOJUPYEMOM 30HBI HeaKTyaJbHas
2.5.1.2. IlepexBat B npeenaax KOHTPOJIUPYEMOI 30HbI BHEILIHUMH HEaKTyaJbHas
HapYyIIUTEISIMU

2.5.1.3.IlepexBaT B mpenenax KOHTPOIUPYEMOM 30HbI BHYTPEHHUMU HEaKTyaJbHas
HapYUIUTEISIMHU.

2.5.2.Y1po3bl CKaHUPOBaHMs, HAIIPaBJIEHHbIE HA BBISIBJICHUE TUIIA WU HeaKTyaJbHas
TUIIOB UCTIOJIb3YEMBIX ONEPAIIMOHHBIX CUCTEM, CETEBBIX aJPECOB pa-

6ounx cranuuit MUCIIJIH, Tomosoruu ceTu, OTKPBITHIX TOPTOB U

ciy0, OTKPBITBIX COEAMHEHUH U JIp.

2.5.3.Y1po3sbl BEISBICHHS TAPOJICH 10 CETH aKTyajabHas
2.5.4.Yrpo3bl HaBsI3bIBAHUE JIOKHOTO MapLIPyTa CETU HEaKTyaJbHas
2.5.5.Y1po3bl NOJIMEHBI IOBEPEHHOTO 00BEKTa B CETH HEAKTyaJbHasl
2.5.6.Y1po3sl BHeIpeHus 105kHOT0 00bekTa kak B UCII/IH, Tak u BO HEAKTyaJIbHas
BHEIIIHUX CETAX

2.5.7.¥Yrpo3sl Tuna «OTKa3 B 00CIyKHBAHHUID) HEaKTyaJbHas
2.5.8.Y1po3bl yAAIEHHOTO 3allyCKa NPHJIOKEHUN HEaKTyaJbHas
2.5.9.Y1po3bl BHEAPEHHUS 10 CETU BPEAOHOCHBIX NTPOrpaMm aKTyajabHas

Takum 00pa3om, akTyadbHbIMU yrpo3amu Oe3onacHoctu [1JlH B ABTOHOMHOIM
HC Il Tuna, sBnsrorcs:

- YIpO3bl OT JIEUCTBUI BPEIOHOCHBIX MpOorpamMm (BUPYCOB);

- YTPpO3bI YTPATHI KIIFOYEH U aTpUOYTOB OCTYTIA;

- YIPO3bl BBISIBIIEHUS MIAPOJIEH IO CETH;
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- YTPO3bI BHEJIPEHUS TI0 CETH BPEOHOCHBIX IMMPOTPAMM.

PekomeHmyeMbIMU MepaMH TIO MPEAOTBPALICHUIO pealh3allii aKTyaJlbHbIX
yTPO3, SABIISIOTCS:

- YCTaHOBKa aHTUBUPYCHOM 3aIlUTHI;

- mapoJjbHAas MOJIMTHKA, YCTAHABIMBAIOIIAs 005S3aTENIbHYIO CII0KHOCTD U TIEPH-
OJIMYHOCTH CMEHBI MTAPOJIS;

- HA3HAYUTh OTBETCTBEHHOT'O 3a O€30MACHOCTh MEPCOHANBHBIX JIaHHBIX W3
YHUCIIa COTPYTHUKOB YUPEIKICHUS;

- uHeTpykuuu noJb3oBateneid UCII/IH, B KOTOpBIX OTpa)K€HbI MOPSIAOK 0e3-
ommacHoi pabotel ¢ UCIT/IH 1 B ceTsix 001Iero moyib3oBaHus U (MJIM) MEXTyHAPOIHO-
ro oOMeHa, a TaK K€ ¢ KIIF0YaMH U aTpHOyTaMu JTOCTYIIA;

- yopats noakitodeHue snemeHToB UCIIJIH k ceTsim 0011ero mojib30BaHUs U
() MexIyHapoaHoro ooMeHa (cetb MHTepHeT), eciu 3To He Tpedyercs ais PyHK-

nnonnpoBanus UCII/H.

Taomuua 37 — Asronomuas VIC 11l tTuna

Tun yrpos 6e3onacnoctu I1/1n Omacrocts
YTPO3bI
1. Yrpo3bl OT yTEUKH 110 TEXHUYECKUM KaHaJIaM.
1.1. Yrpo3sl yTeuku aKyCcTUYeCKOi HHpopmanmu HEaKTyaJIbHast
1.2. Yrpo3bl yTeukH BUAOBOM HH(pOpMaUu HEaKTyaJIbHas
1.3. Yrpossl yreuku nHpopMarmu mo kanaitam [IDMUH HEaKTyaJbHas

2. YTpo3bl HECAHKIIMOHUPOBAHHOTO JIOCTYNA K HHPOPMALIUH.
2.1. Yrpo3sl yHUUTOXEHUS, XulleHus annapatbix cpeacts MCIIIH HocuTenelt nuHbopManuu
nyTeM ¢u3ndeckoro gocrymna K snemenram MCIJIxH

2.1.1. Kpaxa [19BM HEaKTyaJbHas
2.1.2. Kpaxka HocuTesnei nHbopmarmm HEAKTyaJbHasl
2.1.3. Kpaxa kitoueit 1 aTpuOyTOB JIoCcTyna HEaKTyaJbHasl
2.1.4. Kpaxku, MonuduKaliy, YHUUTOKEHUSI HTHPOpMAIIH HEAKTyaJbHast
2.1.5. BeiBoa u3 crpost y3noB [IDBM, kaHanoB cBsizu HEaKTyaJbHAas
2.1.6. HecaHKIIMOHMPOBAHHBIN AOCTYI K HH(OPMALIUK IPU TEXHUYE- HEaKTyaJIbHast
CKOM 00CIIy>KHBaHUH (PEMOHTE, YHUUTOKeHHH) y3710B [I9BM

2.1.7. HecaHKIMOHUPOBAHHOE OTKJIFOUEHHE CPECTB 3AIIMUTHI HEAKTYyaJIbHAsI

2.2. YTpo3bl XUIIEHUs, HECAHKIIMOHUPOBAHHOM MOIM(UKAIINH W OJIOKMPOBAHUS HHPOPMALIUU
3a c4yeT HecaHKUKHOHUpoBaHHOTrO noctyna (HCJ) ¢ mpumeHeHreM nporpaMMHO-annapaTHRIX U
IPOrPaMMHBIX CPEJICTB (B TOM YHCIIE IPOrPAaMMHO-MAaTeMaTHUECKUX BO3ACHCTBUI).

2.2.1. JleficTBUS BPEAOHOCHBIX NMPOrpamMM (BUPYCOB) aKTyaJlpHas
2.2.2. HenexmnapupoBanubie Bo3MokHOCTH cucteMHoro [10 u 10 ms HEaKTyaJbHast
00pabOTKH MEePCOHAIBHBIX JIAHHBIX

108



2.2.3. YcranoBka 10 He CBSI3aHHOTO C HCHIOJTHEHUEM CITYKEOHBIX 005- HEaKTyaJbHas
3aHHOCTEN
2.3. YTpo3bl He IpeJHAMEPEHHBIX JIeHCTBUI NOJIB30BATENEH 1 HApyIIEHUH 6e301macHOCTH PyHK-
nuonuposanust UCITJIa u C3I1/IH B ee cocTaBe n3-3a cOOEB B MPOrPaMMHOM OOCCIICUCHHH, a

TaKXXe OT yrpo3 HEAHTPOIIOTEHHOTO (COOEB anmaparypsl U3-3a HEHAJIC)KHOCTH 3JIEMEHTOB, COOEB

ANEKTPONUTAHUS) U CTUXUITHOTO (Y1apOB MOJIHUH, MMOXKApOB, HABOJHEHH U T.I1.) XapakTepa.

2.3.1. YTpara xiaro4eid u aTpuOyToOB JOCTYyIMa aKTyajabHas
2.3.2. Henpennamepennas Moaudukaius (yHHUTOXKCHHE) HHPOpMa- HeaKTyajbHas
IIUU COTPYTHUKAMHU

2.3.3. HenpenHamepeHHOE OTKJIFOYEHUE CPEJICTB 3alUThI HEaKTyaJbHas
2.3.4. Beixo u3 cTpos annapaTHO-IPOrpaMMHBIX CPEJICTB HEaKTyaJbHas
2.3.5. CO0ii cUCTEMBI AIEKTPOCHAOKEHHS HEaKTyaJbHas
2.3.6. CtuxuiiHoe OexcTBre HEaKTyaJbHas
2.4. Yrpo3bl IpeJHaMEPEHHBIX AEWCTBUI BHYTPEHHUX HApYLIUTENEH

2.4.1. octyn k undopmanuu, MoaupuKanus, yHUYTOKEHUE JTUI] HE HeaKTyallbHas
JOMYIICHHBIX K ee 00padoTke

2.4.2. Pasrnamenue uHGpoOpMaIni, MOAUPHUKAIIS, YHUUTOXKECHHUE CO- HeaKTyallbHas
TPYJHUKAaMU JOMYIIEHHBIMU K €¢ 00padoTKe

2.5.¥YTpo3bl HECAaHKIIMOHMPOBAHHOT'O JTOCTYIIA M0 KaHaJlaM CBSI3H.

2.5.1.Yrpo3a «AHanu3 ceTeBoro Tpadukay ¢ nepexBaToM ImeperaBae-

moit u3 UCII/IH v npuHEMaeMOi U3 BHEIIHUX ceTel HH(OpMAIIUU:

2.5.1.1. [TepexBar 3a nepeenaMmu ¢ KOHTPOJIUPYEMOH 30HbBI HeaKTyaJlbHas
2.5.1.2. [lepexBar B npeienax KOHTPOJIUPYEMOM 30HbI BHEIIHUMHU HeaKTyaJlbHas
HAPYUIUTEISIMHU

2.5.1.3.1lepexsar B npesienax KOHTPOIUPYEMON 30HbI BHYTPEHHUMU HeaKTyaJlbHas
HAPYUIUTEISIMHU.

2.5.2.YTpo3bl CKaHUPOBAHMUS, HAIIPABIICHHBIC HA BBISBICHUE THITA WIIN HeaKTyaJlbHas
TUIIOB UCTOJIb3YEMBIX ONEPAI[MOHHBIX CUCTEM, CETEBBIX aJIpeCcOB pa-

6ounx cranuuit MUCIIJIH, Tomosoruu ceTu, OTKPBITHIX TOPTOB U

CIIy’K0, OTKPBITBIX COeAMHEHUH U Jp.

2.5.3.Y1po3bl BEISBICHHS TAPOJICH 1O CETH HEaKTyaJbHas
2.5.4.Y1po3bl HaBsI3bIBaHKE JIO)KHOTO MAPIIPYTA CETU HEeaKkTyaJbHas
2.5.5.Y1rpo3bl OJIMEHBI JIOBEPEHHOT'O 00BEKTa B CETH HeaKTyallbHas
2.5.6.Yrpo3sl BHeApeHUs JT0kHOTO 00BhekTa kKak B UCII/IH, Tak u BO HeaKTyaJbHas
BHEIIIHUX CEeTSIX

2.5.7.Yrpo3sl Tina «OTKa3 B 00CIyKUBAHUI) HEAKTyaJbHasl
2.5.8.Y1po3bl yAAIEHHOTO 3aIlyCKa IPHJIOKEHUI HeaKTyallbHas
2.5.9.¥Y1po3bl BHEJIPEHHUSI 110 CETH BPETOHOCHBIX ITPOrpaMM HEeaKTyaJbHas

Takum 00pa3om, akTyaldbHbIMHU yrpo3amu Oe3omacHoctu I1/[H B ABTOHOMHOM

NC Il Tuna, sBnsrorcs:
- YTpO3bl OT I€UCTBUI BPEIOHOCHBIX IPOrPaMM (BUPYCOB);

- YIpO3bl yTpaThl KJIIOUEH U aTpuOyTOB JIOCTYIA, .

PeKOMeH,}IyeMBIMI/I MEpaMu 10 HOPCAOTBPAIICHHUIO pCain3allii aKTyaJlbHBIX

yIpo3, SABISIOTCS:

- YCTaHOBKA AaHTUBUPYCHOM 3aIUTHI;
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- MapoJIbHAs MOJIMTHKA, YCTAHABIMBAIOIIAS 005M3aTeNbHYIO CIIOKHOCTD U TEPH-
OJIMYHOCTHh CMEHBI MapOJIs;

- HA3HAYUTh OTBETCTBEHHOTO 3a OE30MMAaCHOCTh MEPCOHANBHBIX JTaHHBIX W3
Yyucia COTPYAHUKOB YUPEKICHUS;

- uHCTpyKumu nois3oBareneit UCIIJIH, B KOTOPBIX OTpakeHbI MOPAIOK 0e3-

onacHo# padotel ¢ UCII/IH, a Tak e ¢ KJIIo4amMu U aTpuOyTamu JOCTYIIa.

Taomuma 38 — Asronomuas UC IV tumna

Tun yrpo3 6e3onacHoctu I[1J]H Omacrocts
YIpO3bl
1. Yrpo3sl OT yT€UKH 110 TEXHUYECKUM KaHaJIaM.
1.1. Yrpo3bl yTeuKkH aKkycTudeckoil nHhopMaluu HEaKTyaJbHas
1.2. YTpo3bl yTeUKH BUAOBOW HHPOpMALIUU HEaKTyaJlbHas
1.3. ¥Yrpo3s! yreuku uHpopmanuu no kananam [IDMHUH HEAKTyaJIbHas

2. YTpo3bl HECAaHKITMOHUPOBAHHOTO JIOCTYMA K MHPOPMALIUH.
2.1. YTpo3sl YHUUTOXKEHUSI, XUIeHns anmnapatHbix cpeacts UCIIIn HocuTenei nnpopmarmm
nyteM ¢usndeckoro gocryna K snementam UCIT/Ix

2.1.1. Kpaxa [19BM HEaKTyaJbHas
2.1.2. Kpaxka HocuTenei nHbopmarmm HeaKTyaJbHas
2.1.3. Kpaxka xiiro4eit u aTpuOyToOB JIOCTyIa HeaKTyaJbHas
2.1.4. Kpaxkn, MoguduKauy, yHHUTOKEHUS HHOOPMAITUU HeaKTyaJbHas
2.1.5. BeiBoa u3 ctpost y3i0B [IDBM, kaHanoB cBsizu HEAKTyaJbHasl
2.1.6. HecanKIIMOHMPOBAHHBIN JOCTYI K HH(OPMALIUK IPU TEXHUYE- HEaKTyaJbHas
CKOM 00CITy>)KMBaHHH (PEMOHTE, YHUUTOKEHUH) y3510B [I9BM

2.1.7. HecaHKIIMOHUPOBAHHOE OTKJIFOUEHHE CPEJICTB 3AIIUTHI HEAKTyaJbHasl

2.2. Yrpo3bl XUIIEHUs, HECAaHKIIMOHUPOBAHHOM MOIM(UKAIIMK WX OJIOKMPOBAaHUS HHPOPMALIUU
3a c4yeT HecaHKUHOHUpoBaHHOTrO noctyna (HCJI) c mpumeHeHreM mporpaMMHO-anmnapaTHbIX U
IPOrPaMMHBIX CPEJICTB (B TOM YHCIIE IPOrPaMMHO-MAaTeMaTHUECKUX BO3ACHCTBUI).

2.2.1. JleficTBUS BpEAOHOCHBIX MPOTpamMM (BUPYCOB) aKTyaJbHas
2.2.2. HenexnapupoBaHHble BO3MOXHOCTU cucteMHoro [10 u I1O nns HEaKTyaJbHas
00pabOTKH EPCOHATBHBIX JTAHHBIX

2.2.3. YcranoBka [1O He CBSI3aHHOTO C UCIIOJIHEHUEM CITYKEOHBIX 0051- HeaKTyallbHas
3aHHOCTEH

2.3. Yrpo3sl He IpeAHAMEPEHHBIX JIEHCTBUH MOIB30BaTeNel U HapyIeHui 0e30macHoCTH (QyHK-
nuonuposanust UCIIJIa u C3I1/IH B ee cocTaBe n3-3a cOOEB B MPOrPaMMHOM OOECIICUCHHH, a
TaKXKe OT YTrPO3 HEaHTPOMOTEHHOTO (CO0EB anmaparypbl U3-3a HEHAIeKHOCTH DIIEMEHTOB, COOEB
NEKTPONUTAHUSI) U CTUXHUITHOTO (Y1apOB MOJIHUH, MOXKAapOB, HABOJHEHUH U T.II.) XapakTepa.

2.3.1. Y1para kimtoueid ¥ aTpuOyTOB JOCTyTIA aKTyaJIbHas
2.3.2. HenpennamepenHnasi Mmoaudukanms (yHHUTOKeHUE) nHpopma- HEeaKTyalbHas
IIUU COTPYTHUKAMHU

2.3.3. HenpenHamMepeHHOE OTKJIFOYEHUE CPEJICTB 3aIlHUThI HEaKTyaJbHas
2.3.4. BeIxoa u3 cTpos annapaTHO-IPOrpaMMHBIX CPEJCTB HEaKTyaJbHAas
2.3.5. COoii cuCTEMBI AIEKTPOCHAOKEHHUS HEaKTyaJbHas
2.3.6. CtuxuiiHoe O0exncTBue HEaKTyaJIbHAsI

2.4. Yrpo3bl IpeJHaMEPEHHBIX NEHCTBUI BHYTPEHHUX HApYLIUTENEH
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2.4.1. Joctyn k uHpOpMaLUU, MOAU(DUKAIIS, YHUYTOKECHUE JIUI] HE HEaKTyaJbHas
JOMYIIEHHBIX K e 00paboTKe

2.4.2. Pa3rnamenue nHGOpMau, MOAUDUKALIUS, YHUUTOKECHUE CO- HEaKTyaJbHas
TPYJHUKAaMU JOMYIIEHHBIMU K €e 00paboTKe

2.5.¥Y1po3bl HECAHKIIMOHUPOBAHHOI'O JIOCTYIIA M0 KaHaJlaM CBSI3H.

2.5.1.Yrpo3a «AHanu3 ceTeBoro Tpadukay ¢ IepexBaToM mepeaaBae-

moit u3 UCII/IH u npuHIMaeMOi U3 BHEIIHUX CeTei MH(OPMAIINU:

2.5.1.1. IlepexBart 3a nepenesaMu ¢ KOHTPOJUPYEMOM 30HbI HEaKTyaJbHas
2.5.1.2. IlepexBar B npeaesiax KOHTPOJIUPYEMOM 30HbI BHEITHUMU HEaKTyaJbHas
HapYyUIUTEISIMU

2.5.1.3.IlepexBar B npeaesiax KOHTPOJUPYEMOM 30HbI BHYTPEHHUMU HEaKTyaJbHas
HapYIIUTEISIMH.

2.5.2.Y1po3bl CKaHUPOBAHUs1, HAIIPABJICHHBIEC HA BBISIBIICHUE TUIIA WU HEaKTyaJbHas
TUIIOB UCIIOJIb3YEMbIX ONIEPALMOHHBIX CUCTEM, CETEBBIX aPECOB pa-

6ounx ctanuuit UCI1/{H, Tomonoruu ceTu, OTKPBITHIX TOPTOB U

CITY»0, OTKPBITBIX COCTMHEHHM H JIp.

2.5.3.Yrpo3bl BhISIBICHHUS TAPOJICH MO CETH aKTyajabHas
2.5.4.Y1po3bl HaBsI3bIBaHKUE JIOKHOTO MAPIIPYTA CETU HeaKTyaJbHas
2.5.5.¥Y1po3bl IOAMEHBI IOBEPEHHOTO 00HEKTA B CETH HEaKTyaJbHas
2.5.6.Yrpo3sl BHeIpeHus 10kH0ro o0bekTa kak B UCII/IH, Tak u BO HEaKTyaJIbHas
BHEIIIHUX CETSIX

2.5.7.¥Yrpo3sl Tuna «OTKa3 B 00CIyKHBaAHUI HEaKTyaJbHas
2.5.8.Yrpo3bl yJaJIEeHHOTO 3ayCKa MPHIIOKEHU N HEaKTyaJbHas
2.5.9.Y1po3bl BHEAPEHHUS 10 CETU BPEAOHOCHBIX NMPOrpaMm aKTyajabHas

Takum 00pa3om, akTyaabHBIMHU yrpo3amu Oe3omacHoctu [1/lH B ABTOHOMHOM

HC IV Ttuna, aBiasroTCs:

- YIpO3bl OT IEUCTBUI BPEIOHOCHBIX IPOrPaMM (BUPYCOB);

- YIpO3bl yTPAThI KIIOUYEH U aTpuOyTOB OCTYTIA;

- YIPO3bI BBISBIICHUS NTAPOJIEN MO CETH;

- YIpO3bl BHEIPEHHUS 110 CETH BPELOHOCHBIX MPOIPAMM.

PGKOMGHI[YCMBIMI/I MCpaMH II0 IPCAOTBPAIICHHUIO pPCAJIU3allMH AKTYaJIbHBIX

yIpo3, ABISAIOTCS:

- YCTaHOBKA AHTUBUPYCHOM 3aIUTHI;

- HapoJibHasg MMOJIMTHKA, YCTaHABJIMBAIOIIAA 06}I3aTeHBHYIO CJIOXKHOCTB M IICPHU-

OANYHOCTb CMCHBEI ITapOJIs;

- Ha3HAYUTh OTBETCTBEHHOIO 3a OE€30IaCHOCTH IICPCOHAJIBHBIX JAHHBIX K3

quciia COTpYAHHUKOB YUPCIKACHUS

- uHCTpyKimu moib3oBareneit UCII/IH, B KOTOPBIX OTpakeHbI MOPSAIOK Oe3-

omnacHoit padotsl ¢ UCII/IH, a Tak ke ¢ kioyamMu 1 aTpuOyTamMu J0CTyTa;
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- yopats nmoakmrodeHue snemeHToB UCII/IH k ceTsim 001iero mojib30BaHUs U
(wm) MexayHapoHoro ooMeHa (cetb MHTEpHET), eciu 3To He TpedyeTcs s QyHK-

uunonuposanus UCII/IH.

Tabmuua 39 — Asronomuas IC V tumna

Tun yrpo3s 6e3onacuoctu [T/ OmnacHocts
yrpo3bl

1. Yrpo3bl OT yTEUKH 110 TEXHUYECKUM KaHAJIaM.

1.1. YTpo3bl yTeUKH aKyCTHYECKOH MH(OpMaIiu HEaKTyaJbHas
1.2. YTpo3bl yTeuKH BUAOBOM HHPOPMALIUH HEaKTyaJbHas
1.3. Yrpo3s! yreuku uadpopmanmu mo kanaram [IDMUH HEaKTyaJlbHas

2. YTpo3bl HECAaHKITMOHUPOBAHHOTO JIOCTYTA K MHPOPMALIUH.
2.1. Yrpo3sl yHUUTOXKEHUs, XUIleHHs annapaTtHbix cpeactB UCIIIH HocuTeneit nupopmauu
nyTeM ¢u3udeckoro gocrymna K snementam MCIJIxH

2.1.1. Kpaxa [I9BM HEaKTyaJlbHas
2.1.2. Kpaxka HocHuTene HHpOpMaIiH HEaKTyaJlbHas
2.1.3. Kpaka kiro4eit u aTpuOyTOB JIOCTyIa HeaKTyaJbHas
2.1.4. Kpaxku, MoauduKanuu, yHUUTOKEHHUS HHPOPMALIUU HEaKTyaJbHas
2.1.5. BeiBoa u3 crpos y3nos [IDBM, kaHanoB cBsizu HEAKTyaJIbHas
2.1.6. HecaHKIIMOHUPOBAHHBIN AOCTYI K HH(OPMAILIUU TPU TEXHUYE- HEaKTyaJbHas
CKOM 00CIly>)KMBaHUH (PEMOHTE, YHUUTOKEHUH) y3510B [IDBM

2.1.7. HecaHKIMOHUPOBAHHOE OTKJIFOUEHHE CPEICTB 3AIUThI HEaKTyaJbHas

2.2. YTpo3bl XUIIEHHUs, HECAHKITHOHMPOBAHHON MOIM(MUKAIINH WA OJIOKMPOBAHUS HHPOPMALIUU
3a cyeT HecaHKIMoHupoBaHHoro noctyna (HCJl) ¢ mpuMeHeHreM nporpaMMHO-annapaTHbIX U
IIPOrPaMMHBIX CPEJCTB (B TOM YMCIIE MPOrPpaMMHO-MaTEMaTHUECKUX BO3AEHCTBHI).

2.2.1. JleficTBUS BPEAOHOCHBIX MPOrpamMM (BUPYCOB) aKTyaJlbHas
2.2.2. HenexmapupoBanubie Bo3MoxkHOCTH cucteMHoro [10 u ITO mnst HeaKTyaJbHas
00pabOTKH MEePCOHAIBHBIX JIAHHBIX

2.2.3. YcranoBka [1O He CBSI3aHHOTO C UCIIOJIHEHUEM CITYKEOHBIX 005- HeaKTyaJbHas
3aHHOCTEU

2.3. Yrpo3sl He IpeiHAMEPEHHBIX JIEHCTBUH MOJIb30BaTeNeH U HapylIeHui 0e30nacHOCTH QyHK-
uunonupoBanus MCIIIu u C3I1/IH B ee cocTtaBe n3-3a cO0€B B MPOrpaMMHOM 00eCIeUeHHH, a
TaK)Xe OT yrpo3 HEAHTPOIIOT€HHOT0 (cOOEB amnmaparypbl U3-3a HEHa/I€KHOCTH AJIEMEHTOB, COOEB
JIEKTPOIIUTAHNUS) U CTUXUIHOTO (y/1apOB MOJHMH, 10KapOB, HABOAHEHUH U T.II.) XapakTepa.

2.3.1. YTpara kitoueil u aTpuOyTOB A0CTyNa aKTyajabHas
2.3.2. HenpennamepenHast Monudukanus (yHUUTOXKeHUE) nHpopma- HEaKTyaJIbHAsI
LU COTPYJHUKAMU

2.3.3. HenpennamepeHHOE OTKIIFOYEHUE CPEJICTB 3alUThHI HEAKTyaJbHasl
2.3.4. Beixoa M3 CTpOs allnapaTHO-NPOrPaMMHBIX CPEACTB HEaKTyaJbHas
2.3.5. COoii cucTeMbl AIEKTPOCHAOKEHHSI HeaKTyaJlbHas
2.3.6. CtuxuiiHoe GesicTBHUE HEaKTyaJbHas
2.4. Yrpo3bl IpeJHaMEPEHHBIX NCHCTBUI BHYTPEHHUX HApYLIUTENIEH

2.4.1. loctyn k undopmanuu, MoaupuKanus, yHUUYTOKEHUE JTUI] HE HEaKTyaJIbHast
JONYIIEHHBIX K ee 00padoTke

2.4.2. Pazrnamenue uHGpopMauu, Moau(pUKaIus, yHUYTO)KEHHUE CO- HEaKTyaJbHast
TPYAHUKAaMH JIOMYIIEHHBIMH K ee 00padoTKe

2.5.Yrpo3bl HECAHKIIMOHMPOBAHHOTO JIOCTYIIA MO KaHaJIaM CBSI3H.
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2.5.1.Yrpo3a «AHanu3 ceTeBoro Tpaduka» ¢ nepexBaToM rnepeaaBac-
Mot u3 UCII/IH 1 npuHrMaeMoi U3 BHENTHUX ceTel mHbOpMAaIHH:

2.5.1.1. IlepexBart 3a nepeaesiaMu ¢ KOHTPOJUPYEMOM 30HbI HEaKTyaJbHas
2.5.1.2. IlepexBar B npeaesiax KOHTPOJIUPYEMOM 30HbI BHEITHUMU HEaKTyabHas
HapYyUIUTEISIMU

2.5.1.3.IlepexBar B npeaesiax KOHTPOJUPYEMOM 30HbI BHYTPEHHUMU HEaKTyaJbHas
HapYIIUTEISIMH.

2.5.2.Y1po3bl CKaHUPOBAHUsI, HAITPABJICHHBIC HA BBISBICHUE TUIIA WU HEaKTyaJbHas
THUIIOB UCIIOJIb3YEMBIX ONIEPALIMOHHBIX CUCTEM, CETEBBIX aJIpECOB pa-

6ounx cranmuit UCIIJIH, Tomosoruu ceTu, OTKPBITHIX IOPTOB H

CITY»0, OTKPBITBIX COCTMHEHUM U JIp.

2.5.3.Y1po3bl BEISBICHHS TAPOJICH 10 CETH HEaKTyaJbHas
2.5.4.YTpo3bl HaBSI3bIBAHUE JIOKHOTO MAapUIPyTa CETH HEaKTyaJbHas
2.5.5.YTp0o3bl IOJAMEHBI IOBEPEHHOTO 00HEKTA B CETH HEaKTyaJbHas
2.5.6.Yrpo3sl BHeIpeHus 10kH0ro o0bekTa kak B UCII/IH, Tak u BO HEaKTyaJIbHas
BHEIIIHUX CETSIX

2.5.7.¥Yrpo3sl Tuna «OTKa3 B 00CITyKHUBaAHHUID) HeaKTyaJlbHas
2.5.8.Yrpo3bl yIaJIeHHOTO 3ayCKa MPHIIOKEHUN HEaKTyaJbHas
2.5.9.¥Y1po3bl BHEJIPEHMUSI [10 CETH BPEOHOCHBIX ITPOrpaMM HeaKkTyaJlbHas

Takum 00pa3om, akTyadbHbIMU yrpo3amu Oe3omnacHoctu [1J[H B ABTOHOMHOM

NC V tuna, SBISIOTCA:

- YTpO3bl OT IEUCTBHUI BPEIOHOCHBIX MPOrpaMM (BUPYCOB);

- YTpO3bl yTPATHI KIt0UEH U aTpuOyTOB IOCTYTIA.

PGKOMGHI[YCMBIMI/I MCpaMH II0 IIPCAOTBPAIICHHUIO pPCaJIU3allMM AKTYaJIbHBIX

yIpo3, ABISAIOTCS:

- YCTaHOBKA AHTUBUPYCHOM 3aIUTHI;

- IIapOJibHaA IMOJIMTHKA, YCTaHAaBJIMBAIOIIas 06}I3aTeJ'HJHy}O CJIOXHOCTD M IICPpHU-

OINYHOCTb CMCHBEI I1apOJIsi;

- Ha3HAYUTh OTBETCTBEHHOrO 3a OC30IAaCHOCTH IICPCOHAJIbHBIX JAaHHBIX K3

YUCIa COTPYAHUKOB YUPEKICHNUS,

- uHcTpykuuu noJib3oBateneit UCII/IH, B KOTOpBIX OTpa)kK€HbI MOPSIOK 0e3-

omnacHoil pabotsl ¢ UCII/IH, a Tak *ke ¢ KitoyaMu 1 aTpuOyTamMu JocTyna.

Tab6auna 40 — Asronomuag UC VI tuna

Tun yrpo3 6e3omacuoctu [1]1H OmacrocTs
yIpO3bl
1. Yrpo3sl OT yT€UKH 10 TEXHUYECKUM KaHAJIAM.
1.1. Yrpo3bl yTeUKH aKyCTHYEeCKOH MH(OopMaIiu HEaKTyaJbHas
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1.2. Yrpo3bl yTeuku BUAOBOM HHPOpMAUU

HCAKTYaJIbHAA

1.3. Yrpo3sl yreukn uHbopmanmu no kanaiam [IDMHUH

HCAKTYyaJIbHasA

2. YTpo3bl HECAaHKIIMOHUPOBAHHOTO JIOCTYMA K HHPOPMALIUH.

2.1. Yrpo3bl yHUUTOXKEHUS, XHIeHus anmapatHbix cpeactB UCII/n HocuTeneit nadopmanun

nyTeM ¢gu3ndeckoro gocrymna K snementam MCIJIx

2.1.1. Kpaxa [I19BM HEaKTyaJbHas
2.1.2. Kpaka HocuTeneit nHbopmaruu HEaKTyaJbHas
2.1.3. Kpaxa kioueit 1 aTpuOyToB JIocTyna HEaKTyaJbHas
2.1.4. Kpaxkn, MoguduKanuy, yHHUTOKEHUST HHOOPMAITIH HEaKTyaJbHas
2.1.5. BeiBoa u3 ctpost y3ioB [IDBM, kaHnanoB cBsizu HEaKTyaJbHas
2.1.6. HecaHKIIMOHUPOBAHHBIN TOCTYT K HH(GOPMAIMH MPU TEXHUYE- HEaKTyaJbHas
CKOM 00CI1y>)KMBaHUH (PEMOHTE, YHUUTOKEHUH) y3510B [IDBM

2.1.7. HecaHKIMOHUPOBAHHOE OTKJIFOUEHHE CPEICTB 3AIIUTHI HEaKTyaJbHas

2.2. Yrpo3bl XUIIEHUs, HECAHKIIMOHUPOBAHHOM MOIM(UKALMK NI OJIOKMPOBAHUS HHPOPMALIUU
3a cyeT HecaHKUKMoHUpoBaHHOTro noctyna (HCJ) ¢ npumeneHnem nporpaMMHO-annapaTHbIX U
IIPOrPaMMHBIX CPEJICTB (B TOM YHCJIE IPOrPaMMHO-MaTeMaTHYECKUX BO3AECHCTBUI).

2.2.1. JleficTBUS BpEAOHOCHBIX MPOTpamMM (BUPYCOB) aKTyaJibHas
2.2.2. HenexnapupoBaHHbie BO3MOKHOCTH cuctemMHoro I10 u [10 nns HEaKTyaJbHas
00pabOTKH EPCOHABLHBIX JTAHHBIX

2.2.3. YcranoBka [1O He CBSI3aHHOTO C UCIIOJIHEHUEM CITYKEOHBIX 0051- HeaKTyallbHas

3aHHOCTEN

2.3. Yrpo3bl He IpeIHAMEPEHHBIX JIEHCTBUH MOJIb30BaTeNel 1 HapylIeHui 0e30macHoCTH QyHK-
nmonupoBanus MUCIIu u C3I1IH B ee cocTtaBe n3-3a cOOEB B MPOrpaMMHOM 00ECIICUCHHH, a
Tak)Xe OT yrpo3 HEAHTPOIIOTEHHOTO (COOEB ammaparypbl U3-3a HEHaIeKHOCTH AJIEMEHTOB, COOEB
IEKTPONUTAHUSI) U CTUXUIHOTO (y/1apOB MOJIHUH, OXKAPOB, HABOJHEHUH U T.II.) XapakTepa.

2.3.1. YTpara xirodeid u aTpubyToOB AOCTyIa aKTyaJibHas
2.3.2. HenpennamepenHas Moaudukanus (YHUITOXKeHHE) HHPOopMa- HEaKTyaJbHas
LU COTPYJHUKAMU

2.3.3. HenpengHaMepeHHOE OTKIYEHHE CPEJICTB 3aLIUThI HEeaKTyaJlbHas
2.3.4. Beixoa U3 CTpoOs amnmapaTHO-MPOTPAMMHBIX CPEJICTB HEAKTyaJbHasl
2.3.5. COoii cuCTeMbI AIEKTPOCHAOKEHUS HEeaKTyaJIbHas
2.3.6. CtuxuiiHoe O6e/1cTBUE HEeaKTyaJbHas
2.4. Yrpo3bl IpeJHaMEPEHHBIX NCHCTBUI BHYTPEHHUX HAPYLIUTENIEH

2.4.1. Joctyn k uHbopmMaryu, MoauduKanvs, yHUITOKEHNE JIUI] HE HEaKTyaJbHast
JIOTIYIICHHBIX K ee 00paboTke

2.4.2. Pa3rnamenue nHGOpMauu, MO (UKL, YHUUTOXKEHUE CO- HEeaKTyaJlbHas
TPYJHUKAaMHU JOMYIIEHHBIMU K ee 00paboTke

2.5.Y1po3bl HECAaHKLIIMOHUPOBAHHOIO JOCTYTIA 10 KAHAJIAM CBSI3H.

2.5.1.Yrpo3a «AHanu3 ceTeBoro Tpadukay ¢ IepexBaToM nepeaaBae-

moii u3 MCIIJIH 1 npuHUMaeMoi 13 BHEITHUX ceTeld MHPOpPMAaLIUU:

2.5.1.1. IlepexBar 3a nepeaenamu ¢ KOHTPOJUPYEMON 30HBI HEAKTyaJbHasl
2.5.1.2. Ilepexsar B npeienax KOHTPOJIUPYEMOH 30HbI BHEIIHUMHU HEaKTyaJbHas
HapYUIUTEIIMU

2.5.1.3.Ilepexsar B npesenax KOHTPOIMPYEMON 30HbI BHYTPEHHUMU HEaKTyaJbHas
HapYUIUTEISIMHU.

2.5.2.Y1po3bl CKaHMPOBaHMs, HAIIPABJICHHBIE HA BBISIBJICHUE TUIIA WU HEaKTyaJbHas
THUIIOB UCTIOJIb3yEMbIX ONIEPALlMOHHBIX CUCTEM, CETEBBIX aJPECOB pa-

6ounx cranuuii UCIT/IH, Tonoaoruu cetu, OTKPBITHIX TOPTOB U

Ci1y0, OTKPBITBIX COEAMHEHUH U JIp.

2.5.3.Y1po3sl BEISBICHHS ITAPOJICH 110 CETH aKTyajabHas
2.5.4.Y1po3bl HaBSI3bIBAHHUE JIOKHOTO MAPIIPYTA CETH HEaKTyaJbHas
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2.5.5.Y1p0o3bl IOAMEHBI IOBEPEHHOTO 00BEKTA B CETH HEAKTyaJbHasl
2.5.6.Yrpo3bl BHEAPEHUs TOXkHOTO 00BhekTa kak B UCITJIH, Tak u BO HEaKTyaJbHast
BHEIIIHUX CETSIX

2.5.7.Yrpo3sl Tina «OTKa3 B 00CITyKUBAHUM) HEaKTyaJbHas
2.5.8.Yrpo3bl yJaJIeHHOTO 3ayCKa MPUJIOKEHU N HEaKTyaJbHas
2.5.9.¥Y1po3bl BHEJIPEHMUSI [10 CETU BPEOHOCHBIX ITPOrpaMM aKTyaJlbHas

Takum 06pa3om, akTyaabHbIMU yrpo3amu Oe3omnacHoctu [1J[H B ABTOHOMHOM
NC VI tuna, aBasroTcs:

- YIpO3bl OT IEUCTBUM BPEIOHOCHBIX MPOrpaMmM (BUPYCOB);

- YIPO3bI yTPATHI KITIOYEH U aTpUOyTOB IOCTYIIA;

- YTpO3bI BBISIBIIEHUS MApOJIEH IO CETH;

- YIPO3bl BHEIPEHUS 110 CETU BPEIOHOCHBIX ITPOTPAMM.

PexoMeHayeMbIMH MEpaMH MO MPEIOTBPALICHUIO PEATW3aldd AKTYAJIbHBIX
yIpO3, SBJISIOTCA:

- YCTaHOBKA AaHTUBUPYCHOM 3aILIUTHI;

- IapoJibHAs MOJUTUKA, YCTaHABIMBAIOIAsd 00s13aTEIbHYIO CII0KHOCTh U MEepU-
OJIMYHOCTHh CMEHBI NapOJIs;

- HA3HAYUTh OTBETCTBEHHOI'O 3a 0E€30MacHOCTh MEPCOHAIBHBIX MAHHBIX W3
4ucia COTPYAHUKOB YUPEKICHUS;

- uHCTpyKumu noib3oBareneit UCIIJIH, B KOTOPBIX OTpakeHbI MOPAIOK 0e3-
onacHo# padotel ¢ UCII/IH, a Tak *e ¢ KJItouaMu U aTpudyTaMu JOCTYIIa;

- yopartp noakouenue dnmemeHToB MCIIJIH k ceTssM 0o0IIero mojab30BaHUS U
(wnm) mexayHapoHoro ooOMeHa (ceth UHTEpHET), eciiu 3To He Tpedyercs sl QyHK-

unonupoBanus UCIT/H.

Tabmuua 41 — JIUC | tuna

Tun yrpos 6e3onacunoctu [1/1n Omacrocts
YIPO3BI

1. Yrpo3bl OT yTEUKH 10 TEXHUYECKUM KaHAJIaM.
1.1. Yrpo3bl yTeuKH aKyCcTHYEeCKOH MH(OopMaIiu HEaKTyaJbHas
1.2. Yrpo3bl yTeukH BUAOBOM HH(pOpMAUU HEaKTyaJbHas
1.3. Yrpo3s! yreukn nHpopManuu 1o kanagam [I9MIUH HEAKTyaJbHasl
2. YTpo3bl HECAHKIIMOHUPOBAHHOTO JIOCTYNA K HHPOPMALIUH.
2.1. Yrpo3sl yHUYTOXKEHUS, XulleHus annapatHbix cpeacts MCIIH HocuTenelt muHbopManuu
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nyTeM ¢u3ndeckoro gocrymna K snemenram MCIJIxn

2.1.1. Kpaxa [I9BM HEaKTyaJbHast
2.1.2. Kpaxa Hocureneil uHpopmammu HEAKTyaJbHasl
2.1.3. Kpaxka xirodeit 1 atpu0OyTOB I0CTyna HEaKTyaJbHas
2.1.4. Kpaxkn, MoguduKauy, yHHUTOKEHUST HHOOPMAITIU HEaKTyaJbHas
2.1.5. BeiBoa u3 ctpost y3io0B [IDBM, kananoB cBsizu HEaKTyaJbHas
2.1.6. HecaHKIIMOHUPOBAHHBIN TOCTYI K MH(GOPMAIIMH MPU TEXHUYE- HEaKTyabHas
CKOM 00CI1y>)KMBaHUH (PEMOHTE, YHUUTOKEHUH ) y3510B IIDBM

2.1.7. HecaHKIMOHHUPOBAHHOE OTKJIFOUEHHE CPEICTB 3AIIUTHI HEaKTyaJbHas

2.2. YTpo3bl XUIIEHHUs, HECAHKITHOHUPOBAHHON MOIM(PUKAIINH WA OJIOKMPOBAHUS HHPOPMALIUU
3a cyeT HecaHKIMoHupoBaHHoro pocryna (HCJ) ¢ mpuMeHeHreM nporpaMMHoO-annapaTHbIX U
IIPOrPaMMHBIX CPEJCTB (B TOM YMCIIE IPOrPaMMHO-MAaTEMATHUYECKUX BO3ACHCTBHM).

2.2.1. JleficTBUS BpEIOHOCHBIX POTPaMM (BHPYCOB) aKTyajabHas
2.2.2. HenexnapupoBanubie Bo3MokHOCTH cucteMHoro [10 u I1O nns HEaKTyaJbHas
00pabOTKU MEPCOHAIBHBIX JIAHHBIX

2.2.3. YcranoBka [1O He CBSI3aHHOTO C UCIIOJIHEHUEM CITYKEOHBIX 0051- HEaKTyaJIbHas
3aHHOCTEH

2.3. Yrpo3sl He IpeIHAMEPEHHBIX JIEHCTBUH MOJIb30BaTeNel 1 HapylIeHui 0e30nacHoCTH QyHK-
nmonupoBanus MUCIIu u C3I1IH B ee cocTtaBe n3-3a cOOEB B MPOrpaMMHOM 00ECIICUCHHH, a
Tak)ke OT yrpo3 HEAHTPOIIOTEHHOTO (COOEB amnmaparypbl U3-3a HEHaIeKHOCTH AJIEMEHTOB, COOEB

NIEKTPONUTAHUSI) U CTUXUIHOTO (y/1apOB MOJIHUH, IOXKApOB, HABOJHEHUH U T.II.) XapakrTepa.

2.3.1. YTpara kirodeii u aTpubOyToOB AOCTYIa aKTyaJlbHas
2.3.2. Henpennamepennast Moaudukanus (YHUUITOKeHHE) HHPOopMa- HEaKTyaJbHas
LIUU COTPYJHUKAMHU

2.3.3. HenpennamepeHHOE OTKJIFOYEHUE CPEICTB 3aIUThHI HeaKTyaJbHas
2.3.4. Beixoa U3 CTpoOs anmnapaTHO-MPOrPaMMHBIX CPEJCTB HEaKTyaJbHas
2.3.5. COoii cucTemMbl IEKTPOCHAOKEHHUSI HeaKTyaJlbHas
2.3.6. CtuxuiiHoe O6e/1cTBUE HEeaKTyaJbHas
2.4. Yrpo3bl IpeJHaMEPEHHBIX NEHCTBUI BHYTPEHHUX HAPYLIUTENIEH

2.4.1. Joctyn k uHbopmMariu, MoauduKanvs, yHUITOKEHNE JIUI] HE HEaKTyaJbHast
JIOTIYIICHHBIX K ee 00paboTke

2.4.2. Pazrnamenue nuapopmanuu, MoauGuKaIus, YyHUUTOKEHHE CO- HEAKTyaJbHasl
TPYAHUKAMHU JIONYIIEHHBIMU K ee 00paboTke

2.5.¥YTpo3bl HECAaHKITMOHMPOBAHHOT'O JIOCTYIIA M0 KaHaJlaM CBSI3H.

2.5.1.Yrpo3a «AHanu3 ceTeBoro Tpaduka» c nepexBaToM rnepeaaBaec-

Mot u3 UCII /I 1 npuHrMaeMoii U3 BHEITHUX ceTel nHbOpMaIvu:

2.5.1.1. TlepexBart 3a nepenesaMu ¢ KOHTPOJUPYEMO 30HBI HEAKTyaJbHasl
2.5.1.2. IlepexBat B mpejenax KOHTPOIUPYEMOl 30HbI BHEIIHUMHU HEaKTyaJbHas
HapYUIUTEIIMU

2.5.1.3.Ilepexsar B npenenax KOHTPOIMPYEMON 30HbI BHYTPEHHUMU HEaKTyaJbHas
HapYUIUTEISIMHU.

2.5.2.Y1po3bl CKaHMPOBaHU, HAIIPABJICHHBIE HA BBISBICHUE TUIIA WIIN HEaKTyaJbHas
THUIIOB UCIIOJIb3yEMbIX ONIEPALIMOHHBIX CUCTEM, CETEBBIX aJPECOB pa-

6ounx cranuuii UCIT/IH, Tonoaoruu cetu, OTKPBITHIX TOPTOB U

Ci1y0, OTKPBITBIX COEAMHEHUH U JIp.

2.5.3.Yrpo3bl BEISIBICHHS TAPOJIeH IO CeTH HEaKTyaJbHas
2.5.4.YTpo3bl HAaBSI3bIBAHUE JIOKHOTO MApPUIPYTa CETH HEAKTyaJbHasl
2.5.5.Y1po3bl NOIMEHBI IOBEPEHHOTO 00BEKTA B CETH HEaKTyaJbHas
2.5.6.Yrpo3sl BHeApeHHs J0KHOT0 00bekTa kak B ICII/IH, Tak u BO HEaKTyaJbHas
BHEUIHUX CETSIX

2.5.7.Yrpo3sl Tuna «OTka3 B 00CTyKMBAHUN HEaKTyaJbHas
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2.5.8.Yrpo3bl yJaJIeHHOr0 3ayCKa MPUIOKEHUN HEaKTyaJbHas
2.5.9.Y1po3bl BHEIPEHHUS IO CETU BPEIOHOCHBIX IPOrpaMM HEaKTyaJbHast

Takum o6pazom, akTyasibHbIMU yrpo3amu Oe3zonacHoct [1/In B JIMC | Tuna,
SABJISIFOTCSL:

- I'PO3bI OT ACUCTBUI BPEIOHOCHBIX IPOrPaMM (BHPYCOB);

- YIpO3bl yTPAThI KIIt0UeH U aTpuOyTOB JIOCTYTIA.

PexomMeHyeMbIME MepaMH 10 NPENOTBPALICHHUIO PEATM3ALAHA AKTYaJIbHBIX
yIpO3, SIBISAIOTCS:

- YCTaHOBKA AHTUBUPYCHOM 3aIUTHI;

- mapoJbHAas MOJMTHKA, YCTAHABIMBAIOIIASL 0053aTENbHYIO CIIOKHOCTh U MEPH-
OJIMYHOCTH CMEHBI 1apOJIs;

- HA3HAYUTh OTBETCTBEHHOTO 3a OE€30MAaCHOCTh MMEPCOHANBHBIX JIaHHBIX W3
YUCIIa COTPYJHUKOB YUPEKICHNUS;

- uHCTpyKumu nois3oBareneit UCIIJIH, B KOTOPBIX OTpakeHbI MOPAJIOK 0e3-

onacHoi padotel ¢ UCII/IH, a Tak e ¢ KiItoyaMu U aTpudyTaMu JOCTyIa.

Taomuna 42 — JIUC |l tuna

Tun yrpo3 6e3onacuoctu [1/1H OmnacHocts
yYIpO3bl
1. Yrpo3sl OT yT€UKH 10 TEXHUYECKUM KaHAJIAM.
1.1. Yrpo3bl yTeUKH aKyCcTHYeCKOH MH(OpMaIiu HEeaKTyaJIbHas
1.2. YTpo3bl yTeUKH BUAOBOW HHPOpMALIUU HEAKTyaJbHasl
1.3. Yrpo3sl yreuku uHpopmanuu no kanagam [ISMHUH HEaKTyaJIbHas

2. Yrpo3bl HECAHKIIMOHUPOBAHHOTO JIOCTYIA K HHPOpMAIUH.
2.1. Yrpo3sl yHUUTOKEHUs, XMIeHHus annapaTtHbix cpeactB UCIIIH HocuTeneit nupopmaruu
nyteM ¢usnueckoro gocryna K anementam UCIT/Ix

2.1.1. Kpaxa [I9BM HEaKTyaJbHas
2.1.2. Kpaka HocuTeneit nHbopmarmm HEaKTyaJbHAas
2.1.3. Kpaka xiro4eit u aTpuOyTOB JIOCTyTa HEAKTyaJbHasl
2.1.4. Kpaxu, MoauduKalnuy, yHUUTOKEHHs HHPOpMaLUU HEaKTyajbHas
2.1.5. BeiBoa u3 ctpos y31n0B [I19BM, kaHanoB cBs3u HEAKTyaJbHasl
2.1.6. HecaHKIIMOHUPOBAHHBIN JOCTYI K HH(POPMAIUK [TPU TEXHUYE- HEaKTyaJbHas
CKOM 00CITy>)KMBaHHH (PEMOHTE, YHUUTOKEHUH) y3510B [IDBM

2.1.7. HecaHKIIMOHMPOBAHHOE OTKJIIOYEHUE CPEJICTB 3AIIUTEHI HEaKTyaJbHas

2.2. Yrpo3bl XUIEHUS, HECAHKIIMOHUPOBAHHOM MOAU(UKAIINKN U OJOKUPOBAaHUS MHPOPMAIIUU
3a cueT HecaHKIMoHupoBaHHoro nocryna (HCJl) ¢ mpuMeHeHreM nporpaMMHO-annapaTHbIX U
MIPOrpPaMMHBIX CPEJCTB (B TOM YHCIIE MPOrPaMMHO-MaTEMaTHUECKUX BO3ACHCTBHI).
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2.2.1. JleficTBUS BpEAOHOCHBIX MPOrpamMM (BUPYCOB) aKTyaJlbHas
2.2.2. HenexknapupoBaHHble BO3MOKHOCTH cuctemMHoro I10 u [10 nnsa HEaKTyaJbHast
00pabOTKH NePCOHABLHBIX JTAHHBIX

2.2.3. YcranoBka 10 He CBA3aHHOTO C UCTIOJIHEHUEM CITy>KEOHBIX 0051- HEaKTyabHas
3aHHOCTEH

2.3. Yrpo3bl He IpeTHaMEPEHHBIX JIEHCTBUI MMOJIb30BaTEIeH U HApyIIEHUH 0€301acHOCTH PYHK-
nmonupoBanus MUCIIu u C3I1/IH B ee cocTtaBe n3-3a cO0EB B MPOrpaMMHOM 00€CIICUCHHH, a
Tak)ke OT yrpo3 HEAHTPOIIOT€HHOTO (COOEB ammaparypbl U3-3a HEHaIeKHOCTH AJIEMEHTOB, COOEB

NIEKTPONUTAHUSI) U CTUXUIHOTO (Y1apOB MOJIHUM, I0XKApOB, HABOJHEHUH U T.II.) XapakTepa.

2.3.1. Y1para kitoued 1 aTpuOyTOB A0CTYyNa aKTyaJibHas
2.3.2. Henpennamepennas Moaudukaius (yHHUTOXXCHHE) HHPOpMa- HeaKTyajbHas
LMY COTPYJHUKAMU

2.3.3. HenpennamepeHHOE OTKJIFOYEHUE CPEJICTB 3alUThI HEaKTyaJbHas
2.3.4. Bpixoa U3 CTpOsl allapaTHO-IPOrPaMMHBIX CPEACTB HEaKTyaJbHas
2.3.5. CO0ii cHCTEMBI DIEKTPOCHA0KEHUS HeaKTyaJbHas
2.3.6. CtuxuiiHoe O6e/1cTBUE HeaKTyaJlbHas
2.4. Yrpo3bl IpeIHAMEPEHHBIX ICUCTBUI BHYTPEHHUX HAPYyLIUTEIEH

2.4.1. octyn k undopmanuu, MoaupuKalus, yHUYTOKEHUE JTUI] HE HEaKTyaJbHas
JOMYIICHHBIX K ee 00padoTke

2.4.2. Pasrnamenue uHGpopMaruu, Moau(GUKaIKs, YHUYTOXKEHHUE CO- HEaKTyaJbHas
TPYJHUKAaMU JOMYIIEHHBIMU K €e 00padoTKe

2.5.¥Y1rpo3bl HECAHKIIMOHUPOBAHHOIO JTOCTYIIA 110 KaHAJIaM CBS3U.

2.5.1.Yrpo3a «AHaIu3 CETeBOro Tpadukay ¢ mepexBaToM IMepeiaBac-

moit u3 UCII/IH u npuHrMaeMoi U3 BHEIIHUX ceTel nHhOopMaluu:

2.5.1.1. [lepexBar 3a nepejielaMy ¢ KOHTPOJIUPYEMOM 30HbI HeaKTyaJlbHas
2.5.1.2. IlepexBat B npeenaax KOHTPOIUPYEMOI 30HbI BHEILIHUMH HEaKTyaJbHas
HapyUIUTEIIMU

2.5.1.3.IlepexBaT B mpenenax KOHTPOIUPYEMOM 30HbI BHYTPEHHUMU HEaKTyaJbHas
HapYUIUTEISIMHU.

2.5.2.Y1po3bl CKaHMPOBAHUS, HAIIPaBJICHHbIE HA BBISIBJICHUE TUIIA WU HeaKTyaJbHas
THIIOB UCIIOJIb3yEMBIX ONIEPALIMOHHBIX CUCTEM, CETEBBIX aAPECOB pa-

6ounx cranuuit MUCIIJIH, Tomosoruu ceTu, OTKPBITHIX TOPTOB U

CIIy’K0, OTKPBITBIX COeAMHEHUH U Jp.

2.5.3.Y1po3sbl BEISBICHHS TAPOJICH 10 CETH aKTyajabHas
2.5.4.Y1po3bl HaBsI3bIBAHKE JIOKHOTO MAPIIPYTA CETU HEaKTyaJbHas
2.5.5.Y1po3bl NOJIMEHBI IOBEPEHHOTO 00BEKTA B CETH HEAKTyaJbHasl
2.5.6.Y1po3sl BHeIpeHus 105kHOT0 00bekTa kak B UCII/IH, Tak u BO HEAKTyaJIbHas
BHEIIIHUX CETAX

2.5.7.Yrpo3bl Tuna «OTka3 B 00CTyKMBAHUN HEaKTyaJbHas
2.5.8.Y1po3bl yAAJIEHHOTO 3allyCKa IPUJIOKEHUI HEaKTyaJbHas
2.5.9.Y1po3bl BHEAPEHHUS 10 CETU BPEJOHOCHBIX POTPaMM aKTyajabHas

Takum oOpaszom, akTyalbHbIMH yrpo3amu 6e3onacHoctu [11u B JIUC Il tuna,

ABJIAIOTCA:

- YIpO3bI OT JIEUCTBUI BPEIOHOCHBIX MPOrpaMM (BUPYCOB);

- YIpO3bl yTPaThl KIOYEH U aTpuOyTOB JOCTYIIA;

- YIPO3bl BBISIBIIEHUS MIAPOJIEH IO CETH;

118




- YIPO3bl BHEIPEHUS 110 CETH BPEIOHOCHBIX MTPOrPaAMM.

PexoMeHlyeMbIMH MepaMu 1O MNPEAOTBPALICHHUIO PEaTU3allui aKTyaJIbHBIX
yYIpo3, SBJISIOTCA:

- YCTaHOBKA AaHTUBUPYCHOM 3aILINTHI;

- mapoJjIbHAas MOJIMTHKA, YCTAHABIMBAIOIIAsL 0053aTENbHYIO CIIOKHOCTD U MEPH-
OJIMYHOCTH CMEHBI MAPOJIS;

- €CJId TPOU3BOJUTCS TepeAadya obpabaTbiBaeMol MH(OpMaAIUMU MO KaHajlaM
CBsI3H, TO HEOOXOIUMO UCIOJIB30BATh MU (PPOBAHNKE;

- HA3HAYUTh OTBETCTBEHHOTO 3a OE30MMAaCHOCTh MEPCOHANBHBIX JaHHBIX W3
4uCia COTPYAHUKOB YUPEKICHUS;

- uHeTpyKuuu nodb3oBateneid UCII/IH, B KOTOpBIX OTpa)K€HbI MOPSIOK 0e3-
omacHoi padotel ¢ UCII/IH, a Tak ke ¢ KitouyaMu U aTpuOyTaMu JOCTYyTa;

- yopats noaxitrodeHue snemenToB UCIIJIH k ceTsiM 0011ero mojib30BaHUs U
(wm) MexayHapoHoro ooMeHa (ceth HTEpHET), eciiu 3To He TpedyeTcs it QyHK-

uuronupoBanus UCITH.

Tabnuna 43 — Pactipenenennas UC | tuna

Tun yrpo3 6e3onacuoctu [1/1H OmnacHocte
YIPO3BI
1. Yrpo3sl OT yT€UKH 10 TEXHUYECKUM KaHAJIAM.
1.1. Yrpo3sl yTeuku aKkycTUYeCcKOi HHpopmanmu HEaKTyaJIbHast
1.2. Yrpo3bl yTeukH BUAOBOM HH(pOopMauu HEeaKTyaJIbHas
1.3. Yrpo3s! yreukn nHpopManuu rno kanaiam [I9MHUH HEAKTyaJbHasl

2. Yrpo3bl HECAHKIIMOHUPOBAHHOTO JIOCTYIA K HHPOpMAIIH.
2.1. Yrpo3sl yHUUTOKEHUs, XMIeHHs annapaTtHbix cpeactB UCIIIH HocuTeneit nupopmaruu
nyteM ¢usnueckoro gocryna K anemenram UCI/Ix

2.1.1. Kpaxa [I9BM HeaKTyajbHas
2.1.2. Kpaka HocuTeneit mabopmarm HEaKTyaJbHAas
2.1.3. Kpaxa kitoueit 1 aTpuOyTOB JIocTymna HEaKTyaJbHasl
2.1.4. Kpaxku, MonuduKalMK, YHUUTOKEHUSI HHPOpMAIIH HEaKTyaJbHast
2.1.5. BeiBoa u3 crpost y3noB [IDBM, kaHanoB cBsizu HEaKTyaJbHAas
2.1.6. HecaHKIIMOHUPOBAHHBIN JOCTYN K HH(POPMAIUK ITPH TEXHUYE- HEaKTyaJbHas
CKOM 00CITy>)KMBaHHH (PEMOHTE, YHUUTOKEHUH) y3510B [IDBM

2.1.7. HecaHKIIMOHMPOBAHHOE OTKJIFOUEHUE CPEACTB 3aILUTHI HEaKTyaJbHas

2.2. Yrpo3bl XUIIEHUS, HECAHKLIIMOHUPOBAHHOM MOAU(UKAIINKN U OJOKUPOBAaHUS MHPOPMAIIUU
3a cueT HecaHKIMoHupoBaHHoro nocryna (HCJl) ¢ mpuMeHeHreM nporpaMMHO-annapaTHbIX U
MIPOrPaMMHBIX CPEJCTB (B TOM YHCIIE MPOrpaMMHO-MaTEMaTHUECKUX BO3ACHCTBHI).

2.2.1. JleficTBUS BPEAOHOCHBIX NMPOrpamMM (BUPYCOB) aKTyaJlpHas
2.2.2. HenexmapupoBanubie Bo3MokHOCTH cucteMHoro [10 u [1O nnst HEAKTyaJbHasl
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00pabOTKU MEePCOHAIBHBIX JTAHHBIX

2.2.3. YcranoBka 10 He cBA3aHHOTO C UCTIOJIHEHUEM CITY>KEOHBIX 0051-
3aHHOCTEH

2.3. Yrpo3bl He IpeTHaMEPEHHBIX JIEHCTBHM IMOJIb30BaTEIeH U HApyIIEHUH 6e30macHOCTH (PYHK-
nmonupoBanus MCIIn u C3I1/IH B ee cocTtaBe n3-3a cO0EB B MPOrpaMMHOM 00€CIICUCHHH, a
TakK)Xe OT yrpo3 HEAHTPOIIOT€HHOT0 (COOEB amnmaparypbl U3-3a HEHaIeKHOCTH AJIEMEHTOB, COOEB

HEaKTyaJIbHas

IEKTPONUTAHUSI) U CTUXUIHOTO (Y1apOB MOJIHUH, 10KapOB, HABOJHEHUM U T.II.) XapakTepa.

2.3.1. Y1para kitoued 1 aTpuOyTOB A0CTYyNA aKTyaJlbHas
2.3.2. HenpennamepenHast Mmoaudukanms (yHHUTOKEHUE) nHpopma- HEaKTyaJbHast
LIUH COTPYAHUKAMHU

2.3.3. HenpenHamepeHHOE OTKJIFOYEHUE CPEJICTB 3alUThI HEaKTyaJbHas
2.3.4. Bpixoa M3 CTpOsl allnapaTHO-IPOrPaMMHBIX CPEACTB HEaKTyaJbHas
2.3.5. CO0ii cUCTEMBI DIIEKTPOCHAOKEHUS HEaKTyaJbHas
2.3.6. CtuxwuiiHoe Oe/icTBHE HEaKTyaJbHas
2.4. Yrpo3bl IpeIHAMEPEHHBIX ICUCTBUI BHYTPEHHHUX HApYLIUTEIEH

2.4.1. loctyn k uaopmanuu, MoIu(UKAINS, YHHUTOKEHUE JTUI] HE HEaKTyaJbHas
JOMYIIEHHBIX K ¢ 00paboTKe

2.4.2. Pasrnamenue uHGpopMauu, MoAu(GUKaIMs, YHUYTOXKEHHE CO- HEaKTyaJbHas
TPYJHUKAaMU JOMYIIEHHBIMU K €¢ 00padoTKe

2.5.¥Y1po3bl HECAHKIIMOHMPOBAHHOI'O JOCTYIIA 110 KaHAJIaM CBS3H.

2.5.1.Yrpo3a «AHaau3 CETeBOro Tpadukay ¢ mepexBaToM IeperaBac-

moit u3 UCII/IH v npuHUMaeMoi U3 BHEIIHUX ceTel nHhOopMaluu:

2.5.1.1. IlepexBart 3a nepeesiaMu ¢ KOHTPOJUPYEMOM 30HBI HeaKTyaJbHas
2.5.1.2. IlepexBat B npeenaax KOHTPOIUPYEMOI 30HbI BHEILIHUMH HEaKTyaJbHas
HapyUIUTEIIMU

2.5.1.3.IlepexBaT B nmpenenax KOHTPOIUPYEMOM 30HbI BHY TPEHHUMU HEaKTyaJbHas
HapYUIUTEISIMHU.

2.5.2.Y1po3bl CKaHUPOBaHUs1, HAIIPABJICHHBIE HA BBISBIICHUE TUIIA WU HEaKTyaJbHas
THUIIOB UCTIOJIb3yEMbIX ONIEPALMOHHBIX CUCTEM, CETEBBIX aJPECOB pa-

6ounx cranuuii UCIT/IH, Tonoaoruu ceTu, OTKPBITHIX TOPTOB U

ci1y0, OTKPBITBIX COEIMHEHUH U JIp.

2.5.3.Y1po3bl BEISBICHHS TAPOJICH 1O CETH HEaKTyaJbHas
2.5.4.Y1po3bl HaBsI3bIBAHKE JIOKHOTO MAPIIPYTA CETU HEaKTyaJbHas
2.5.5.Y1po3bl NOJIMEHBI IOBEPEHHOTO 00BEKTa B CETH HEAKTyaJbHasl
2.5.6.Yrpo3sl BHeApeHUs J0KHOTr0 o0bekTa kak B MICII/IH, Tak u BO HEaKTyaJbHas
BHELIHUX CETSIX

2.5.7.Yrpo3sl Tuna «OTKa3 B 00CTyKMBAHUN HEaKTyaJbHas
2.5.8.Y1po3sl yIaJIeHHOTO 3ayCKa MPUIOKEHUH HEeaKTyaJbHas
2.5.9.¥Y1po3bl BHEJIPEHHUSI [10 CETH BPETOHOCHBIX ITPOrpaMM HEeaKTyaJbHas

Takum o6pazom, akTyanbHbIMH yrpo3amu Oe3onacHoctu [1/1n B Pacnpenenen-

Hast UC | Tuma, sBnstoTcs:

- YIpO3bl OT IEUCTBUI BPEIOHOCHBIX MPOrpamMM (BUPYCOB);

- YIpO3bl yTPAThI KItOYEH U aTpuOyTOB JIOCTYTIA.

PeKOMeH,Z[yeMBIMI/I MEpaMu 110 HNPCAOTBPAIICHHUIO pCaiu3allii aKTyaJlbHBIX

yYIpo3, ABJIAAOTCA:
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- OCTaHOBKA AHTUBUPYCHOM 3aIUTHI;

- mapoJsIbHAas MOJIMTHUKA, YCTAHABIMBAIOIIAsL 0053aTENbHYIO CIIOKHOCTD U MEPH-
OJIMYHOCTH CMEHBI MTAPOJIS;

- HA3HAYUTh OTBETCTBEHHOIO 3a O€30MacHOCTb IMEPCOHAIBHBIX JAHHBIX W3
Yyucia COTPYAHUKOB YUPEKICHUS;

- uHCTpyKmu moib3oBareneit UCIIJIH, B KOTOPBIX OTpakeHBI MOPSIOK 0e3-

ormacHoi padotel ¢ UCII/IH, a Tak e ¢ KitoyaMu U aTpudyTaMu JOCTyIA.

Ta6nuna 44 — Pacnpenenennas MC |l Tuna

Tun yrpo3 6e3onacuoctu I[1J]H Omnachocts
YIpO3bl
1. YIrpo3sl OT yT€UKH 110 TEXHUYECKUM KaHaJIaM.
1.1. Yrpo3bl yTeuKkH aKkycTudeckoil nHhopMaluu HEaKTyaJbHas
1.2. YTpo3bl yTeUKH BUAOBOW HHPOpMALIUU HEaKTyaJlbHas
1.3. ¥Yrpo3s! yreuku uHpopmanuu no kanaiam [IDMUH HEAKTyaJIbHas

2. YTpo3bl HECAaHKITMOHUPOBAHHOTO JIOCTYMA K MHPOPMALIUH.
2.1. YTpo3sl yHUUTOXKEHUSI, XHUIeHnus anmnapatHbix cpeacts UCIIIn HocuTeneit nnpopmarmm
nyteMm ¢usndeckoro gocryna K snementam UCIT/Ix

2.1.1. Kpaxa [19BM HEaKTyasbHas
2.1.2. Kpaka HocuTeneit nabopmaruu HeaKTyaJbHas
2.1.3. Kpaxka xiro4eit 1 aTpu0yToOB JIOCTyTa HEaKTyaJbHas
2.1.4. Kpaxu, MoguduKaluu, yHUUTOKEHUs HHPOPMALIUU HeaKTyajbHas
2.1.5. BeiBoa u3 ctpost y3i0B [IDBM, kaHanoB cBsizu HEAKTyaJbHasl
2.1.6. HecaHKIIMOHMPOBAHHBIN AOCTYI K MH(OPMALIUU IPU TEXHUYE- HEaKTyaJbHas
CKOM 00CIy>KHUBaHUH (PEMOHTE, YHUUTOKeHHH) y3710B [I9BM

2.1.7. HecaHKIIMOHUPOBAHHOE OTKJIFOUEHHE CPEJICTB 3AIIUTHI HEAKTyaJbHasl

2.2. Yrpo3bl XUIIEHUs, HECAHKIIMOHUPOBAHHOM MOIM(UKAIIMK WIH OJIOKMPOBAHUS HHPOPMALIUU
3a c4yeT HecaHKUKHoHUpoBaHHOTrOo noctyna (HCJl) ¢ npumeHeHreM nporpaMMHO-anmnapaTHbIX U
IPOrPaMMHBIX CPEICTB (B TOM YHCIIE IPOrPaMMHO-MaTeMaTHUECKUX BO3ACHCTBUI).

2.2.1. JleficTBUS BpEAOHOCHBIX MPOTpamMM (BUPYCOB) aKTyaJipHas
2.2.2. HenexnapupoBaHHble Bo3MOkHOCTU cucteMHoro [10 u I1O nns aKTyaJIbHas
00pabOTKH EPCOHATBHBIX JTAHHBIX

2.2.3. YcranoBka 10 He CBsI3aHHOTO C UCHIOJTHEHUEM CITYKEOHBIX 005- HEaKTyaJbHas
3aHHOCTEN

2.3. Yrpo3sl He IpeAHAMEPEHHBIX JIEHCTBUN MOIB30BaTeNeH U HapyIIeHUi 0e30macHoCTH (QyHK-
nuonuposanust UCITJIa u C3I1/IH B ee cocTaBe n3-3a cOOEB B MPOrpaMMHOM OOECIICUCHHUH, a
TaKXKe OT YTPO3 HEaHTPOMOTEHHOTO (CO0EB anmaparyphl U3-3a HEHAIeKHOCTH DJIEMEHTOB, COOEB
ANIEKTPONUTAHUSI) U CTUXUITHOTO (YIapOB MOJIHUH, MOkKAapOB, HABOJHEHHH U T.II.) XapakTepa.

2.3.1. Y1para kimtoueid 1 aTpuOyTOB JOCTyNa aKTyaJIbHas
2.3.2. HenpennamepenHast Moaudukanys (YHUUTOXKeHHE) HHPOopMa- HEaKTyaJbHas
LMY COTPYJIHUKAMU

2.3.3. HenpegnamepeHHOE OTKIYEHHE CPEJICTB 3aLIUThI HEaKTyaJbHas
2.3.4. BeIxoa u3 cTpos annapaTHO-IPOrpaMMHBIX CPEJCTB HEaKTyaJbHAas
2.3.5. COoii cuCTeMBbI AIEKTPOCHAOKEHHS HEaKTyaJbHas
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2.3.6. CruxwuiiHoe OesicTBHE HeaKkTyaJbHas
2.4. Yrpo3bl IpeJHaAMEPEHHBIX IEUCTBUI BHYTPEHHUX HAPYIIUTEICH

2.4.1. loctyn k uadopmanuu, Moau(UKAIKS, YHHUTOKEHUE JTUI] HE HEaKTyaJbHast
JOMYIIEHHBIX K e 00paboTKe
2.4.2. Pa3rnamenue nHGOpMALUU, MOIU(DUKAIS, YHUYTOKESHUE CO- HEaKTyaJbHas

TPYJHUKAaMU JOMYIIEHHBIMU K €e 00paboTKe

2.5.Yrpo3bl HECAaHKIIMOHUPOBAHHOIO JOCTYTA [0 KaHAJIaM CBS3H.
2.5.1.Yrpo3a «AHanu3 ceTeBoro Tpadukay ¢ mepexBaToM MeperaBae-
Mo 3 UCII/IH n npuHrMaeMoi U3 BHENTHUX ceTell HHMOpMAaIIHH:

2.5.1.1. IlepexBart 3a nepeaesiaMu ¢ KOHTPOJUPYEMOM 30HbI aKTyajabHas
2.5.1.2. IlepexBar B npeaesiax KOHTPOJIUPYEMOM 30HbI BHEITHUMU HEaKTyaJbHas
HapYyIIUTEISIMU

2.5.1.3.IlepexBar B npeaesiax KOHTPOJUPYEMOM 30HbI BHYTPEHHUMU HEaKTyaJbHas
HapYIIUTEISIMHU.

2.5.2.Y1po3bl CKaHUPOBAHUS, HAIIPABJICHHbIC HA BBISIBJICHHUE TUIIA WIH aKTyalbHas

TUIIOB UCIIOJIb3yEMbIX ONIEPALIMOHHBIX CUCTEM, CETEBBIX aJPECOB pa-
6ounx crannuit UCIT/{H, Tomonoruu ceTu, OTKPBITHIX TOPTOB U
Ci1yK0, OTKPBITBIX COEIMHEHUH U JIp.

2.5.3.Yrpo3bl BBISIBICHHUS TAPOJICH MO CETH aKTyajabHas
2.5.4.Yrpo3bl HaBsI3bIBAHUE JIOKHOTO MapLIPYTa CETU HEaKTyaJbHas
2.5.5.Y1po3bl NOJIMEHBI IOBEPEHHOTO 00BEKTa B CETH aKTyajbHas
2.5.6.Yrpo3sl BHeIpeHus 10kH0ro o0bekTa kak B UCII/IH, Tak u BO aKTyajbHas
BHEIIIHUX CETSIX

2.5.7.¥Yrpo3sl Tuna «OTKa3 B 00CITyKHBaHHUID) aKTyajbHas
2.5.8.Yrpo3bl yIaJIeHHOTO 3ayCKa MPUJIOKEHUN aKTyajabHas
2.5.9.Y1rpo3bl BHEAPEHHUS 10 CETU BPEAOHOCHBIX NMPOrpaMm aKTyajbHas

Takum oOpa3zoM, akTyaldbHbIMHU yrpo3aMu Oe3omacHoctu [1J{n B Pacnpenenen-
Hast UC |l Tuna, sBisioTcs:

- YIpO3bl OT IEUCTBUI BPEIOHOCHBIX MPOrpaMM (BUPYCOB);

- YIpO3bl HAJIM4MS HEACKIAPUPOBAaHHBIX BO3MOKHOCTEN cuctemHoro 110 u I10
J1s1 00pabOTKM MEPCOHANIBHBIX JaHHBIX;

- YIpO3bl yTPaThl KIOYEH U aTpuOyTOB JOCTYIIA;

- YIpo3bl IIepexBaTa 3a nepeiesaMu ¢ KOHTPOJIUPYEMOM 30HBI

- YIpO3bl CKAHUPOBAHMS;

- YIpO3bl BBISIBIICHUS [APOJIEH O CETH;

- YIpO3bl IOJAMEHBI IOBEPEHHOT'O 00BEKTA B CETH;

- Yrpo3bl BHEApeHUs JI0kHOro o0bekTa kak B MCII/IH, Tak 1 BO BHELIHUX ce-
TAX;

- yrpo3sl Tumna «OTka3 B 00CITy KUBaHUI;

- YIpO3bl YAAJIEHHOTO 3aIlyCcKa MPUII0KEHUN;
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- YIPO3bl BHEIPEHUS 110 CETU BPEIOHOCHBIX ITPOTPAMM.

PexoMeHlyeMbIMH MepaMH 1O NPENOTBPAILCHUIO PEaju3aluy aKTyaJIbHBIX
yIpO3, SIBISAIOTCS:

- YCTaHOBKA AaHTUBUPYCHOM 3aILINTHI;

- mapoJjIbHAas MOJIMTHKA, YCTAHABIMBAIOIIAsL 0053aTENbHYIO CIIOKHOCTD U MEPH-
OJIMYHOCTH CMEHBI MapOJIs;

- Ha3HAYeHUE OTBETCTBEHHOIO 3a 0€30MacHOCTh MEPCOHANbHBIX JAHHBIX U3
YHUCIa COTPYAHUKOB YUPEKICHNUS,

- uHeTpyKumnu noJb3oBareneid MUCII/IH, B KOTOPBIX OTpa)K€Hbl MOPSIOK 0e3-
omacHoi padotel ¢ UCII/IH, a Tak ke ¢ KitouaMu U aTpudyTaMu JOCTYyIIa;

- ceprudukanus nporpaMMHubIx cpeacts Ha HJ[B;

- otkimouenne dinemeHToB MCIIH oT cereit obmiero mosib3oBaHus U (WIIH)
MeXayHapoaHoro oomeHna (cetb MuTepuer), ecnu st pynkuuonupoBanus UCIIH
HE TpeOyeTCsl TAKOTO MOAKIIOUCHHUS,

- OCYILIECTBJIICHUE PE3EPBUPOBAHUS KIIFOUEBbIX 351eMeHTOB CII/IH;

- opranu3auus (pU3nYecKoy 3aluThl KaHAJIOB Mepeaadyn JaHHBIX;

- €CJId TPOU3BOJUTCS Teperada obOpadareiBaeMoit mHMOpPMAIMU MO KaHajaM
CBSI3H, TO HEOOXOIUMO UCIOJIB30BATh MIHU(PPOBAHKE;

- OpraHu3alys pa3srpaHUYCHUS IIPaB IOJb30BATENEN HA YCTAHOBKY CTOPOHHE-
ro [1O, ycTaHOBKY amnmapaTHBIX CPEACTB, MOJKIIOUEHUS MOOWIIBHBIX YCTPOWCTB U
BHEIIIHUX HOCHUTEJIEH, YCTAHOBKY M HacTpouKy aneMeHToB VCII/IH u cpencts 3amu-

THI.
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Ipunoxenue 1
O6o0menHast Moaesb yrpo3 st ABroHomHoil UC | Tuna
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STA)

HcxoaHbIi KIace 3alUIIEHHOCTH — CPETHHM.

Ta0muria 45
BeposTHOCTs | BO3MOXKHOCTD Mepsl 110 TPOTUBOIEHCTBUIO YTPO3€E
OnacHoOCTh | AKTYyaJbHOCTb
HanmeHnoBanue yrpo3sl | peain3auuu peanu3auuu 0351 DO3EI
yrposst (Y2) yrposst (Y) yrp yrp Texuuueckue Oprasu3zanroHHbIE
1. Yrpo3sl OT yT€UKH 110 TEXHUYECKUM KaHajlaM
1.1. Yrpo3s! yreuku Bubporenepaopsl, rene- | MHCTpyKIus moiab30BaTe-
aKyCTHUYECKON HH)OP- paTopbl IITyMOB, 3BYKO- st
Maliu MaioBeposATHO Hu3skas Hu3zkas Heaxryanbnast | ysomsus. TeXHOIOrnYeCKHii Ipo-
nece
1.2. Yrpo3b! yTeuku JKanro3u Ha OKHA [IponyckHo# pexxum
BHJI0BOH MH(OpManun ManoBeposATHO Huzkas Hwuzkas Heaxryanbnas VHCTpyKIHS MOIB30BaTe-
BIE
1.3. Yrpo3b! yTeuku I'eneparopsl npocrpan- TexHonornyeckuu npo-
nH(pOpMaIUU MO KaHa- CTBEHHOT'O 3alllyMJIEHUsI | 11ecc 00paboTKHU
ManoBeposTHO Huskas Huskas HeakryanbHas

nam [IDMUH

I'enepaTop myma no nenu
ANEKTPONUTAHHUSI

Kontyp 3a3emiienus

2. YTpo3bl HECAHKIIMOHUPOBAHHOTO JIOCTYTa K MHPOPMALUU

2.1. Yrpo3sl yHuuTOXEHUS, XulleHus annapatbix cpeacts UCII/In HocuTenelt nndopmanuu nyreM ¢puznyeckoro agoctymna k anementam UCI/x

2.1.1. Kpaxa [I9BM

MaisnoBeposiTHO

Huskas

Huskas

HeakryanbHas

OXpaHHaH CHUTHaJIUu3a1uAa

IIpomyckHOM pexum

PemeTku Ha okHa

Oxpana

Merannnueckas ABCPb

AKT yCTaHOBKH CpPE/ICTB
3aIUTHI
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KonoBbiii 3aMoK

HIudpoBanue JaHHBIX

2.1.2. Kpaxa Hocure-
nei napopmamuu

OXpaHHaﬂ CHUTHAJIM3aluA

AKT yCTaHOBKH CPE/ICTB
3aIUThI

MasoBeposiTHO Huzkas Huzkas Heaxryanbnas | Xpanenue B ceiide Yuer Hocureneit uadop-
Mauuu
[udposanue faHHBIX
2.1.3. Kpaxa kimroueit XpaHeHue B ceide WNHcerpykuus nons3oBare-
focTyna ManoBeposTHO Huskas Huskas HeakryanbHas ISt
2.1.4. Kpaxu, monu- OxpaHHas curHanu3anusi | AKT YCTaHOBKH CPEJCTB
(bI/IKaHI/II/I, YHUYTOXKEC- Permmerky Ha OKHA 3alIUThI
HUS HHOPMAITHH.
Mertannuueckast 1BEpb
ManoBeposTHO Huskas Huskas HeaxryansHast | Konomprif 3amox
HIudpoBanue JaHHBIX
Cucrema 3auThl OT
HCJ
2.1.5. BeiBox u3 cTpos Oxpannas curHanuszauus | [IpomyckHol pexum
y3ios II9BM, kananos Pemretku Ha OKHa Oxpana
CBSI3HU MaioBeposATHO Huzkas Huzkas Heaxkryanbnas
Merammueckas 1Bepb
KoznoBblit 3aMoK
2.1.6. Hecankuuonu- Hacrpoiika cpencrts 3a- WNHcTpykuusa afiMUHHUCTpA-
POBaHHOE OTKJIFOYEHHUE LIUTBI TOpa 6E30MaCHOCTH
CPCACTB 3allUTLI MaJioBeposSTHO Huskas Huskas | HeaxryanbHas TeXHOMOrMYIeCKuii mpo-

recc 00paboTku




LCT

AKT yCTaHOBKH CpPE/ICTB
3aLIUThI

2.2. YTpo3bl XUIICHUs, HECAHKITMOHUPOBAHHON MOoAM(UKaKK WK OJOKMpOBaHUS HH(POPMAIUK 3a c4eT HecaHKinoHuposanHoro nocrymna (HC) ¢
PUMEHEHHEM IPOrpPaMMHO-AINIAPATHBIX ¥ IPOTPAMMHBIX CPEZCTB (B TOM YHCIIE TPOTPAMMHO-MAaTEMaTHUECKUX BO3ICHCTBHN);

2.2.1. [leticTBus Bpe-
JOHOCHBIX TPOTPaMM

(BUpyCOB)

AnTtusupycnoe 10

NHcTpykuus nons3oBare-
s

NHcTpyKIns OTBETCTBEH-
HOT'O

WNHcTpykuusa aiMUHHACTpA-
Topa 0€30MacHOCTH

Huskas Cpennsis Cpennsis AKTyanbHas TeXHONOTHUECKHIT TIpO-

1ecc 00paboTKH
WNHcTpyKuus 110 aHTUBH-
PYCHOM 3aIuTe
AKT yCTaHOBKH CpPEZICTB
3aIUTHI

2.2.2. Henexnapupo- Ceptuduxanus

BaHHBIE BO3MOXXHOCTH

cucremHoro 10 u I1O | ManoBeposTHO Huskas Huskas HeakryanbHas

11 06paboTKU TIepco-

HaJIbHBIX JIAHHBIX

2.2.3. Ycranoska [10 Hacrpoiika cpencrts 3a- WNHcTpykuus mnons3oBare-

HE CBSI3aHHOTO C HC- LIUTHI as

MOJIHEHUEM CITyKe0- MaioBeposTHO Huzkas Huzkas Heakryanbnas WNHcTpyKIMsA OTBETCTBEH-

HBIX 00S13aHHOCTEH

HOIr'o

2.3. Yrpo3bl He peJHaMEPEHHBIX JIeHCTBUI NoJIb30BaTeNell 1 HapyiieHuit 6ezonacnoctu ¢pynkunonuposanus MCII/Ix u C3I1/IH B ee cocTaBe u3-
3a cO0EB B MPOTPaMMHOM 00€CTIEUCHNUH, & TAK)KE OT YTPO3 HEAHTPOMOTEHHOTO (COOEB anmapaTypsl W3-3a HEHAIEKHOCTH dJIEMEHTOB, COOEB AJIEK-
TPONUTAHUS) U CTUXUIHOTO (yIapOB MOJIHUH, T0’KapOB, HABOJHEHUH U T.I1.) XapakTepa.
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2.3.1. Y1para xintoueit
1 aTprOyTOB J0CTyIa

WNHcTpykuus nons3osare-
s

Huskas Cpennsis Cpennss AKTyanbHas
WNHcTpykuusa aqiMUHHACTpA-
TOpa 6E30MaCHOCTH
2.3.2. Henpenname- Hactpoiika cpencTs 3a- Pe3epBHOE KOnIMpOBaHUE
peHHas MoauduKanus LIUTBI
(YHUYTOXKEHME) UH- ManoBeposTHO Huskas Huskas HeakryanbHas
dbopMaluu coTpyIHu-
KaMu
2.3.3. Henpenname- Hocrtyn k ycraHoBiaeHuto | MHCTpyKuus noib3oBare-
PEHHOE OTKJIFOYCHHE PEXKUMOB PaOOTHI st
CPEJICTB 3aIIUThI MaioBeposTHO Huskas Huskas HeaxTyanshas CPEICTB 3alMThI Ipefo- | MHCTpyKIHs afMUHUCTpa-
CTaBJIIETCS TOJIBKO aJI- TOpa OE30MACHOCTH
MUHUCTpaTopy Oe3zomnac-
HOCTH
2.3.4. Beixon u3 ctpos PesepBupoBanue
anmnapaTHoO- MaioBeposTHO Huzkas Huzkas Heakryanbnas
MIPOrPaMMHBIX CPEACTB
2.3.5. COoii cuctemsl Hcnonws3oBanue ucrou- PeszepBHOE KonMpoBaHue
DIIEKTPOCHA0KEHHS ManoBeposTHO Huzkas Huskas | Heakryanpmas | HHKa Oecriepeboiitoro
3JEKTPONUTAHUS
2.3.6. Ctuxuiinoe 0ef- [ToxapHas curmanuzamnus
CTBIE MaioBeposATHO Huskas Huskas Heaxryanbnas
2.4. YTpo3bl MpeTHAMEPEHHBIX IeUCTBUI BHYTPEHHUX HAPYIIUTEICH
2.4.1. ocTyn K UH- CucremMa 3an1uThl OT AKT yCTaHOBKH CPEJICTB
dbopmaruu, Mmoaudu- HCA 3aIUTHI
Karust, yHHITOKCHIE PaspemmuTensHas cucreMa
JMIIAMH He JIONyIIeH- ManoBeposTHO Huskas Huskas HeakryanbHas

HBIX K ee 00paboTke

JIOIyCKa

TexHonornueckum mnpo-
ecc 00paboTKH
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2.4.2. Pazrnamienue
nHOPMAIINU, MOJIH-
buKanys, yHUYTOXKE-
HUE COTPYTHUKAMH J[0-
MYIHIEHHBIMH K €€ 00-
paboTke

Huzkas

Cpennsis

Huzkasn

Heakryanbnas

JloroBop o He pasriamie-
HUU

NHcTpykuus nons3oBare-
s

2.5. YTpo3bl HECAaHKIIMOHUPOBAHHOTO JJOCTYIIA 110 KaHaJaM CBSI3U

2.5.1. Yrposa «Ananu3 cereBoro Tpaduka» ¢ nepexsarom nepenasaemoit uz UCIAx u
MIPUHUMAEMOM U3 BHEIIHUX ceTel nH(opMaIuu:

2.5.1.1. Ilepexnar 3a [udpoBanue TexHonoruueckui npo-

IepeeslaMy ¢ KOHTpo- | MasioBeposiTHO Huskas Huskas HeakryanbHas rece

JIUPYEMOU 30HBI,

2.5.1.2. IlepexBar B [IudpoBanue [IponyckHoi1 pexxum

Ipeaesax KOHTPOInpy-

€MO¥ 30HbI BHEIIHUMHU | MajioBeposTHO Huzkas Huzkas HeakryanbHas

HapyILIUTEIAMU; ®usnueckas 3ammuTa Ka- | TexHOIOrnyeckui npo-

HaJla CBA3U 1ecc

2.5.1.3. Ilepexsat B [udpoBanue TexHomornueckuit mpo-

npenenaax KOHTPOIUpy- 1ecc

eMoit 30HbI BHYTpEH- ManoBeposTHO Huskas Huskas HeakryanbHas S ——

HUMU HapyIINATEIAMHU. HATIA CRS3H

2.5.2.Y1po3bl CKaHUPO- MexcereBol 5KpaH TexHomornueckuit mpo-

BaHUs, HalpaBJICHHbIE 1ecC

HAa BBISIBJIICHUE TUIIA WNHcTpykuus nosnp3oBare-
ManoBeposTHO Huskas Huskas HeakryanbHas

HJIN TUIIOB HUCIIOJIB3YyC-
MBIX OIICPALIMOHHBIX
CHUCTCM, CCTCBLIX aJpC-

JIsL

WucTpykuus aqMuHHCTpa-
TOpa 0€30MacHOCTH
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COB pabo4MX CTAHIIMIA
HCIIdH, Tomonoruu
CETH, OTKPBITBIX MOP-
TOB U CITYXK0, OTKPBHI-
THIX COEAMHECHUH U Ap.

AKT yCTaHOBKH CpPE/ICTB
3aIUThI

2.5.3. Yrpo3sbl BbIsIBIIC-
HUS [1ApOJIEH T10 CETH.

ManoBeposATHO

Hwuskas

Hwuskas

Heaxryanbnas

MesxceTeBoi dKpaH

TexHonoruueckui npo-
1ecc

I/IHCTPYKL[I/IH I10JIb30BAaTC-
JIsL

WHCTpyKIMs aIMUHUCTpaA-
TOpa 0€30MacHOCTH

AKT yCTaHOBKH CpE/ICTB
3aLIUThI

2.5.4. Yrpo3sl HaBs3bI-
BaHHE JIO)KHOT'O MapII-
pyTa CeTH.

ManoBeposTHO

Hwuskas

Hwuskas

HeakryanbHas

Me:xceTeBoi 3KpaH

TexHonornueckui mpo-
1ecc

I/IHCTPYKLII/IH I10JIb30BAaTC-
JIsL

WucTpykuusa agMuHHCTpa-
TOpa 0€30MacHOCTH

AKT yCTaHOBKH CPEJICTB
3aILUTHI

2.5.5. Yrpo3sl noame-
HbI IOBEPEHHOTO 00b-
€KTa B CeTH.

ManoseposTHO

Hwuskas

Hwuskas

HeakryanbHas

MexcereBol 5KpaH

TexHonornueckum npo-
ece

I/IHCTPYKLII/IH I10JIb30BAaTC-
JIsL

WucTpykuus aqMuHHCTpa-
TOpa 0e30MacHOCTH

AKT yCTaHOBKH CpPEJICTB
3aILUTHI




TET

2.5.6. Yrpo3sl BHeApe-
HUS JIOKHOTO 00BEKTa
kak B UCII/IH, Tak u BO
BHEUIHUX CETSIX.

ManoBeposTHO

Huskas

Huskas

HeakryanbHas

Me:xceTeBou 3KpaH

TexHonornuecKum mnpo-
ece

NHcTpykuus nons3oBare-
s

WNHcTpykuusa aqiMUHHACTpA-
Topa 0e30MacHOCTH

AKT yCTaHOBKH CPE/ICTB
3aIIUTHI

2.5.7. Yrpo3sl Tuna
«Ortka3 B o0cIy)uBa-
HHUN.

ManoBeposATHO

Hwuskas

Hwuskas

Heaxryanbnas

MesxceTeBoi IKpaH

TexHonornyeckuu npo-
ece

AnTtusnpycnoe [10

WNHcTpykuus nons3oBare-
s

WNHcTpykuusa aqiMUHHACTpA-
Topa 0e30MacHOCTH

PesepBupoBanue

2.5.8. Yrpo3sl ynaneH-
HOTO 3ammycKa MpuIIo-
JKEHUH.

ManoBeposTHO

Hwuskas

Hwuskas

HeakryanbHas

MexceTeBol JKpaH

TexHonornueckum npo-
ece

AnTtusnpycnoe I10

I/IHCTPYKLII/IH I10JIB30BaTC-
JIsL

WucTpykuusa agMuHHCTpa-
TOpa 0€30MacHOCTH

AKT yCTaHOBKH CpPEJICTB
3aIUTHI

2.5.9. Yrpo3sl BHEIpE-
HUS 110 CETH BPEIOHOC-
HBIX POTPaMM.

ManoBeposTHO

Huskas

Huskas

HeakryanbHas

AnTtusupycnoe I10

TexHonornueckui npo-
ece

NHcTpyknus nons3oBare-
ns

WucTpykuus aqMuHUCTpa-
TOpa 0€30MacHOCTH
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AKT yCTaHOBKH CpPE/ICTB
3aIUThI




Taxkum 00pa3om, akTyanbHbIMU yrpo3amu Oe3omnacHoctr [1/[H B ABTOHOMHOM
NC | Tuna, sBastoTCS:

- YIpO3bl OT IEUCTBHUI BPEIOHOCHBIX MPOrpaMM (BHPYCOB);

- YIpO3bl yTPAThI KIOYEH U aTpUOyTOB JOCTYIIA.

PexoMeHlyeMbIMH MepaMu N0 MNPEAOTBPAIICHHUIO PEATU3allui aKTyaJIbHBIX
yIpO3, SIBISIOTCS:

- YCTaHOBKA AaHTUBUPYCHOM 3aILIUTHL;

- MapoJIbHAs MOJIMTUKA, YCTAHABIMBAIOIIAs 003aTENIbHYIO CI0XKHOCTD U MepH-
OJIMYHOCTH CMEHBI MapOJIs;

- HA3HAUYE€HUE OTBETCTBEHHOT'O 3a 0OE30MACHOCTbh MEPCOHAJIBHBIX JAHHBIX W3
YUCIIa COTPYAHUKOB YUPEKICHNUS,

- uHCTpyKumu noib3oBareneit UCII/IH, B KOTOPBIX OTpakeHbI MOPAIOK 0e3-

ommacHoi padotel ¢ UCII/IH, a Tak ke ¢ KiltouaMu U aTpuOyTaMu JJOCTYIIA.
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HcxoaHbIi KIace 3alUIIEHHOCTH — CPETHHM.

Taomuma 46
BeposTHOCTs | B0O3MOKHOCTE Mepb! 10 IPOTUBOAEHCTBUIO YTPO3€E
OnacHOCTh | AKTyaJlbHOCTb
HanmenoBanue yrpo3ssl peanuzanuu peanu3auuu DO3BEL DO3EL
yrposst (Y2) yrposst (Y) yrp yrp Texuuueckue Oprauu3zanuoHHbIE
1. Yrpo3sl OT yT€UKH 110 TEXHHYECKUM KaHajlaM
1.1. Yrpo3sl yreuku Bubporenepaopsl, reHe- | MHCTpyKIust HOIb30BaTENS
aKyCTH4eCKOU HHPOP- aToOpbI IIYMOB, 3ByKO- >
Y $op MaiioBeposaTHO Hu3zkas Huskas Heaxryanbnas patop yMOB, 3BY TexHonornueckuu npouece
Maluu U30JISLHUA.
1.2. Yrpo3sl yTeuku JKamo3n Ha OKHa [IponyckHOM pexum
i MaiioBeposaTHO Hu3zkas Huskas Heakryanbnas
BU/I0BOH HH(opMaLH p Y WNHcTpykuus nonas3oBartens
1.3. Yrpo3sl yreuku I'enepaTopsl mpocTpaH- TexHonornyeckui npouece
MH(OpMauu 1o KaHa- CTBEHHOTO 3allyMJIeHUsI | 00paboTKH
dop ManoseposiTHO Huskas Huskas HeakryanbHas M p

mam [IDMUH

I'eneparop myma o nenu
NEKTPOIUTAHMUS

KonTtyp 3azemnenus

2. Yrpo3bl HECAHKIIMOHUPOBAHHOTO JOCTyNa K HHPOpMAI1

2.1. YTpo3bl yHUUTOKEHMSI, XUlleHus annapatHbix cpenctB MCITIH HocuTeneit nudopmanmu nytem ¢usnueckoro goctyna k snementam UCITIx

2.1.1. Kpaxa IIT9BM

ManoBeposiTHO

Huskas

Huzkas

HeakryanbHas

OxpaHHasi CUTHaIU3aIus

[IponyckHO# pexnm

PemeTku Ha oxkHa

Oxpana

Merammueckas 1Bepb

AKT yCTaHOBKH CpEJICTB 3alllH-
THI

KooBeiit 3aMoKk
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HIudpoBanue JaHHBIX

2.1.2. Kpaxa Hocure-
aeii napopmManuu

OXpaHHaﬂ CHUTHAJIM3aluA

AxT YCTaHOBKH CPEACTB 3allln-
Thl

ManoBeposiTHO Huskas Huskas Heakryanbnas = =
Xpanenue B ceiide Yuer Hocureneit uupopmanuu
[IudpoBanme TaHHBIX
2.1.3. Kpaxa kimroueit XpaHeHue B celide WNHcTpykuus nonabs3oBaress
nocTyma MainoseposiTHO Huskas Huskas Heaxryanbnas
2.1.4. Kpaxu, Mmosiu- OxpaHHas curHanu3anus | AKT yCTaHOBKH CPEJICTB 3allU-
duKanuu, yHUITOXKe- Pemrerxku Ha oxkHa ThI
HUS UHPOPMAIIUH.
Merammueckas 1Bepb
MainoseposiTHO Huskas Huskas HeaxryanbHast | Konopbiit 3aMok
[udposanue faHHBIX
Cucrema 3alMUTEL OT
HC]
2.1.5. BeiBox u3 cTpost Oxpannas curnanuzanus | [IpomyckHoil pexum
y3io0B 1I9BM, kanaio Pewrerku Ha okHa Oxpana
CBSI3HU MaitoBepoaTHO Huskas Huskas Heakryanbnas
Merannnueckas 1BEpb
KonoBslit 3amMok
2.1.6. Hecankimonu- Hactpolika cpencts 3a- HNHCcTpyKIKs aaMUHHACTpAaTOpa
POBAHHOE OTKJIFOUEHUE LIUTBI 0e30macHOCTH
CPCICTB 3allUTEI TexHomoruyeckuii mpouecc 06-
ManoBeposiTHO Huskas Huskas HeakryanbHas paboTku

AxT YCTaHOBKU CPEACTB 3allln-
ThI




LET

2.2. Yrpo3bl XUIIEHUS, HECAHKIIMOHUPOBAHHON MOIU(HUKAIIMK UIH OJOKHPOBaHUS MH(POpPMAIINKU 3a cueT HecaHKunoHupoBanHoro nocryna (HCI) ¢ npu-
MEHEHHUEM NIPOrPaMMHO-aNNaPaTHBIX U IPOrPaMMHBIX CPEACTB (B TOM YHCIIE IPOIrPAaMMHO-MaTeMaTHUECKUX BO3ACHCTBUIN);

2.2.1. [evicTBus Bpe-
JIOHOCHBIX TIPOTPaMM

(BUpycoB)

AnTtusupycnoe 10

WNHcTpykuus nons3oBaress

I/IHCTPYKLII/IH OTBETCTBECHHOI'O

WNHcTpyKLusa agMUHHACTpATOpa
6e30MacHOCTH

TexHomoruueckuii mporecc 00-

Hwuzkas Cpennss Cpennsis AKTyanbHas paGoTKH

NHcTpyKIus 110 aHTUBUPYCHOU
3aIuTe
AKT yCTaHOBKH CpPEZCTB 3alllk-
ThI

2.2.2. Henexmnapupo- Ceptudukanus

BaHHbIE BO3MOXHOCTH

cucremsoro I1O u II0 | ManoseposatHo Huskas Huskas Heaxryanbnas

JU1s1 00paboTKH mepco-

HaJIBHBIX JaHHBIX

2.2.3. Ycranoska [10 Hacrpoiika cpencrts 3a- WNHcTpykuus nonp3oBarens

HE CBASAMHOTO € He- MasioBeposATHO Huskas Huskas | Heaxryamphas | o > VHCTPyK1Hs OTBETCTBEHHOTO

MOJTHEHUEM CITyKe0-
HBIX 00513aHHOCTEH

2.3. YTpo3bl He NpeJHaMEPEHHBIX JIeficTBUI NoJb30BaTenell 1 HapylieHuil 6ezonacHocty Gpynkuuonuposanus MCII/In n C3I1/IH B ee cocTaBe u3-3a c60-
€B B IPOrpaMMHOM 00€CIIeUeHNH, a TAKXKE OT YTPO3 HEAHTPONOTreHHOro (CO0eB anmnapaTyphl U3-3a HEHA/IEKHOCTHU 3JIEMEHTOB, COOEB ANEKTPONUTAHUS) U
CTUXUIHOTO (y1apOB MOJHMH, 10KapOB, HABOAHEHUH U T.II.) XapakTepa.

2.3.1. YTpara kirouein

WNHcTpyknpns nonas3oBaresns

v aTpuOyTOB JIOCTyTIa Huskas Cpennss Cpennsia AKTyanbHast WNHcTpyknmsa agMuHHACTpaTOpa
Oe3omacHoOCTH
2.3.2. Henpenname- Hacrpoiika cpencrts 3a- PesepBHOE KOMpOBaHKE
€HHasi MOJU(UKALIHS UTBI
p Auica ManoBeposiTHO Huskas Huskas HeakryanbHas B

(YHUYTOXKEHHE) UH-
dopmanuu coTpyIHU-
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KaMu

2.3.3. Henpenname-
PEHHOE OTKIIIOUCHHE
CPEZICTB 3aIUThHI

JlocTyn K yCTaHOBJIEHUIO
PEXKUMOB PAOOTHI
CPEICTB 3alIUTHI TPE0-

WNHcTpykuus nons3oBaress

WHCTpYKIMS aAMUHUCTPATOpa
0€e30I1aCHOCTH

ManosepoaTHO Huskas Huskas HeakryanbHas
CTaBJISIETCS TOJIBKO aJl-
MUHUCTpATOpy Oe3omac-
HOCTH
2.3.4. Beixoa u3 cTpos PesepBupoBanue
armapaTrHo- MaisnoseposiTHO Huskas Huskas Heaxryanbnas
IPOrPaMMHBIX CPEJCTB
2.3.5. C6oii cuctembl Hcnonb3oBanue ucrou- Pe3epBHOE KOTTMpOBaHUE
AIIEKTPOCHAOKEHUS MaJ10BEpOSITHO Huskas Huskas HeakryanpHas | HUKa OecriepeOoiHOTO
3JEKTPONUTAHUS
2.3.6. Ctuxuiinoe Oen- [ToxapHas curmanuzanus
CTBHE ManoseposiTHO Huskas Huskas HeakryanbHas
2.4. Yrpo3bl IpeJHaAMEPEHHBIX N€HCTBUN BHYTPEHHUX HAapyLIUTENEH
2.4.1. Joctym K UH- CucreMa 3amuThl OT AKT yCTaHOBKH CPEJICTB 3allu-
dbopmariu, moaudu- HCA ThI
Kaus, yHHITOKCHIC PaspemmuTensHas cuctemMa J10-
JTAIAMH HE 0Ty THCH- ManoBepoaTHO Huskas Huskas HeakryanbHas ITycka
HBIX K ee 0GpaboTke TexHOTOrMYECKHil TIporecc 06-
paboTKH
2.4.2. Pasriamenue JloroBop 0 He pasriiameHnn
UHpOpPMaLIUU, MOJIU- WHcTpykuys moyib30BaTens
bukanus, yHUYTOXKe- Huskas Cpennsist Huskas HeakryanbHas

HUE COTPYJHUKAMHU J10-
NYIIEHHBIMHU K €€ 00-
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pabotke

2.5. YTp0o3bl HECAaHKIIMOHUPOBAHHOT'O JJOCTYIIA [0 KaHAJaM CBSI3U

2.5.1. Yrposa «AHanu3 cereBoro Tpaduka» ¢ nepexsarom nepenapaemoit n3 UCII/IH n
MPUHUMAEMON W3 BHEIIHUX ceTel HH(MOpMaLIUU:

2.5.1.1. Tlepexsar 3a [udpoBanue TexHonoruueckui npouece
nepeaesaMu ¢ KOHTPO- Huskas Cpennsis Huskas HeakryanbHas
JUPYEMOU 30HBI;
2.5.1.2. Ilepexsar B Mudposanue [IponyckHoi1 pexxum
npejaenax KOHTPOIUPY-
€MOH 30HBI BHEIIHUMH | Maji0BepOsTHO Huskas Huskas HeakryanbHas
HapyLIUTEISIMY; ®dusnueckas 3amuTa Ka- | TeXHOIOTHYECKUi MpoIiecce
Hasa CBS3U

2.5.1.3. Ilepexsar B [udposanue TexHomornueckuit mporecc
npejaesnax KOHTPOJIUpy-
eMOii 30HBI BHYTPEH- ManoBepoaTHO Huskas Huskas HeakryanbHas S —
HUMH HapyIIUTEISAMH. HaTA CBS3U
2.5.2.Y1po3bl CKaHUPO- Me:xceTeBoil 3KpaH TexHonornueckuit mpouecc
BaHMUsI, HAMPABIICHHbBIE
Ha BLIIBICHUE THIIA NHcTpykupns nons3oBaresns
YJIH THTIOB MCTIOJIb3Y e WNHcTpyKkinsa amMuHUCTpaTOpa
MBIX OTIEPAIIMOHHBIX 5e30IACHOCTH
CHCTEM, CETEBBIX aZpe- | ManoBeposTHO Huskas Huskas Heaxryanbnas
COB paGOUMX CTAHLMA AKT yCTaHOBKH CPEJICTB 3allu-
UCTIH, Tomonoruu ThI
CETH, OTKPBITHIX MTOP-
TOB U CITY’K0, OTKPBI-
THIX COCIMHEHHI U JIp.
2.5.3. Yrpo3sl BbisBIIE- MexceTeBou dKpaH TexHonornueckui npouece
HUSI TApOJIEH 1O CETH. Hu3zkas Cpenusst Cpennsist AKTyanbHast

WNHcTpykuus nonas3oBarens




orT

WNHcTpyKLusa agMUHHACTpATOpa
6e301acHOCTH

AxT YCTaHOBKH CPEACTB 3alll-
Thl

2.5.4. Yrpo3sl HaBA3bI-
BaHUE JIO)KHOT'O MapII-
pyTa CeTH.

MesxceTeBoM dKpaH

TexHonoruueckui npouece

I/IHCTPYKHI/IH I10JIB30BaTECIIA

WNHcTpykuusa agMUHHACTpaTOpa

MaisnoseposiTHO Huskas Huskas Heaxryanbnas 6e30MaCHOCTH
AKT yCTaHOBKH CpPEZCTB 3alllk-
ThI
2.5.5. Yrpo3sl noame- Me:xceTeBou d3KpaH TexHonornueckui npouece
HbI JIOBEPEHHOI'0 00b- WNHcTpykuus nonabs3oBarens
€KTa B CCTH. v i H H WHCTpYyKIKs aJMUHHUCTPATOpa
aJIOBEPOSITHO u3Kas n3Kas €aKTyaJbHas 6e30MACHOCTH
AKT yCTaHOBKH CpPEZCTB 3alllU-
THI
2.5.6. Yrpo3sl BHEOpe- Me:xceTeBoil 3KpaH TexHonornueckuit mpouecc
HUS JIO)KHOTO 00BEKTa WHcTpykiysg moyib30BaTens
kax B UCI/Tn, Tax u Bo . i o H WHCTPYKIUS aIMUHUCTPATOPa
BHEIIHHX CETSIX. aJIOBEPOSITHO n3Kas n3Kas €aKTyaJbHas 6e30ACHOCTH
AKT yCTaHOBKH CPEJICTB 3alllu-
TBI
2.5.7. Yrpo3sl Tumna MeskceTeBoii DkpaH TexHonornueckui npouece
«Ortka3 B 00CITyKHBa- Antusupycnoe 110 WNHcTpykupns nons3oBaresns
HUN.
MaioBeposaTHO Huskas Huskas Heaxryanbnas HucTpykuusa aiMUHUCTpATOpa
6e30macHOCTH
PesepBupoBanue
2.5.8. Yrpo3sl yaaieH- Huskas Cpennsist Huskas HeaktyanbHas | MexceTeBoi DKpaH Texnomoru4eckuii mporecc
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HOTO 3aIlycKa MpujIo-
JKEHUH.

AnTtusupycnoe 10

WNHcTpykuus nons3oBaress

WNHcTpyKLusa agMUHHACTpATOpa
6e301MacHOCTH

AxT YCTaHOBKH CPEACTB 3alll-
ThI

2.5.9. Yrpo3sl BHEIpe-
HUS 110 CETH BPEIOHOC-
HBIX TIPOTPaMM.

Huskas

Cpenuss

Cpenusis

AKtyanbHast

AnTtusupycnoe 10

TexHonornuecKkui npouece

I/IHCTPYKLII/IH I10JIb30BAaTCIIA

WHCTpYyKIMS aIMUHHCTpATOpa
0€e30I1aCHOCTH

AKT YCTaHOBKU CPEACTB 3allln-
ThI




Takum oOpa3om, akTyalbHBIMH yrpo3amu OezonacHoctu [1/[H B ABTOHOMHOI
HC |l Tuma, sBustoTC:

- YIpO3bl OT IEUCTBHUI BPEIOHOCHBIX MPOrpaMM (BHPYCOB);

- YIpO3bl yTPaThl KIOYEH U aTpuOyTOB JOCTYIIA;

- YIpO3bl BBISIBIICHUS MTAPOJIEN MO CETH;

- YTpO3bl BHEIPEHUS 110 CETH BPEIOHOCHBIX ITPOrPaMM.

PexoMeHlyeMbIMH MepaMu 1O MNPEAOTBPALICHHUIO PEATU3allui aKTyaJIbHBIX
yIpO3, SIBISIOTCS:

- YCTaHOBKA aHTUBUPYCHOM 3aIlUTHI;

- mapoJjIbHAas MOJIMTHUKA, YCTAHABJIMBAIOIIAS 0053aTENbHYIO CIIOKHOCTD U MEPH-
OJIMYHOCTH CMEHBI MapOJIs;

- HA3HAYUTh OTBETCTBEHHOTO 3a OE€30MACHOCTh MEPCOHAJBHBIX JAHHBIX U3
4uCia COTPYAHUKOB YUPEKICHUS;

- uHeTpyKuuu noJb3oBateneir UCII/IH, B KOTOpBIX OTpa)K€HbI MOPSIOK 0e3-
omacHoi pabotel ¢ UCIT/IH u B ceTsix 00111ero nojib30BaHus U (MJIN) MEXITYHAPOIHO-
ro oOMeHa, a TaK K€ ¢ KJIF0YaMH U aTpuOyTaMu JOCTYIa;

- yopatp noakitouenue snemeHToB MCIIIH K ceTsiM 00Iero mojib30BaHUs U
(nnn) MexIyHapoaHoro ooMeHa (cetb MHTepHeT), eciu 310 He Tpebyercs s QyHK-

unonupoBanus UCIT/H.
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HcxoaHbIi KIace 3alUIIEHHOCTH — CPETHHM.

Ta0Omura 47
BeposTHOCTs | BO3MOXKHOCTD Mepsl 110 IPOTUBOIEHCTBHIO YTPO3€
OnacHoOCTh | AKTYyaJbHOCTb
HanmeHnoBanue yrpo3sl | peain3auuu peanu3auuu 0351 DO3EI
yrposst (Y2) yrposst (Y) yrp yrp Texuuueckue Oprasu3zanroHHbIE
1. Yrpo3sl OT yT€UKH 110 TEXHUYECKUM KaHajlaM
1.1. Yrpo3sl yTeukun Bubporenepaopsl, reHe- | MHCTpyKIus OIb30BaTENS
aKyCTHYECKOW UH(OP- aToOpbI IIYMOB, 3ByKO- >
Y $op MaitoBeposATHO Hu3skas Hu3zkas Heakryanbnas patop yMOB, 3BY TexHonornueckuu npouece
Maluu U30JISLHUA.
1.2. Yrpo3s! yreuku JKamo3n Ha OKHa [IponyckHOM pexum
i MaioBeposATHO Hu3skas Hu3skas Heakryanbnas
BUI0BOH HH(opMaLHn P Y NHCcTpyKumMs nosib30BaTess
1.3. YTpo3bl yTeuku I'enepaTopsl mpocTpaH- TexHonornyeckui npouece
MH(pOpMaIKU MO KaHa- CTBEHHOT'O 3a11yMJIEHUS 00paboTKH
$op ManoBeposTHO Huskas Huskas HeakryanbHas M p

nam [IDMUH

I'eneparop myma o nenu
NEKTPOIUTAHMUS

KonTtyp 3azemnenus

2. YTpo3bl HECAHKIIMOHUPOBAHHOTO JIOCTyNa K MHPOpMAIII

2.1. Yrpo3sl yHUUTOKEHHsI, XMIeHns annapaTtHbix cpeactB MCITIH HocuTeneit nnpopmanmu nyrem ¢usuueckoro goctyna k anementam UCIT

2.1.1. Kpaxa I[IT9BM

MaisnoBeposiTHO

Huskas

Huskas

HeakryanbHas

OxpaHHasi CUTHaIU3aIus

[IponyckHO# pexnm

PemeTku Ha oxkHa

Oxpana

Merammueckas 1Bepb

AKT yCTaHOBKH CPEJICTB 3a-
IIUTBI

KooBeiit 3aMoKk




Sr1

HIudpoBanue JaHHBIX

2.1.2. Kpaxa Hocure-
nei napopmauu

OXpaHHafI CHUTHAJIM3aluA

AKT yCTaHOBKH CPEJICTB 3a-
IIUTEI

MaioBeposiTHO Huskas Huszkas Heakryanbnas = >
Xpanenue B ceiide Yuer Hocureneit unpopmanuu
[IudpoBanme TaHHBIX
2.1.3. Kpaxa xiroueit XpaHeHue B celide WNHcTpykuus nonabs3oBaress
nocTyna MaitoBeposATHO Huskas Huskas Heaxryanbnas
2.1.4. Kpaxu, moau- OxpaHHas curHanu3anusi | AKT yCTaHOBKH CPEJICTB 3a-
(dbuKanuu, yHUYTOKE- Pemrerxku Ha oxkHa TN TBI
HUS HTHPOPMAIIHH.
Merammueckas 1Bepb
MaitoBeposATHO Huskas Huskas HeaxryanbHast | Konoppit 3amok
[udposanue faHHBIX
Cucrema 3alMUTEL OT
HC]
2.1.5. BeiBox u3 cTpost Oxpannas curnanuzanus | [IpomyckHoil pexum
y3i0s 1I9BM, kananos Pewrerku Ha okHa Oxpana
CBSI3HU MaioBeposTHO Huskas Huskas Heakryanbnas
Merannnueckas 1BEpb
KonoBslit 3amMok
2.1.6. Hecanknuonu- Hacrpoiika cpencts 3a- WNHcTpykinsa amMuHACTpaTOpa
POBAHHOE OTKJIIOUEHUE LIUTBI 0e30macHOCTH
CPCACTB 3alUTBI TexHoMOru4YecKuii mporecc
ManoBeposTHO Huzkas Huzkas Heakrtyanbhas o0paboTKu

AKT yCTaHOBKH CPEJICTB 3a-
IUTEI




ov1

2.2. Yrpo3sl XHILEHHs, HECAaHKIIMOHUPOBAHHON Moau(UKanuu win OJIOKUpOoBaHUS MHPOpPMALUU 3a cueT HecaHKuuoHuposanHoro nocryna (HCI) c
IIPUMEHEHUEM IPOrpaMMHO-aNNapaTHBIX U IPOrPAMMHBIX CPEACTB (B TOM YHUCIIE€ IPOrPAMMHO-MaTEMaTHYECKUX BO3EHCTBUI);

2.2.1. [leticTBus Bpe-
JOHOCHBIX IPOTPaMM

(BUpyCOB)

AnTtusupycaoe 110

WNHcTpykuus nons3oBaress

I/IHCTPYKLII/IH OTBETCTBECHHOI'O

WNHcTpyKLusa agMUHHACTpATOpa
6e30MacHOCTH

TexHonornueckui npouece

Huzkas Cpennsis Cpennss AKTyanibHast 06paBOTKH

WHcTpyK1ys 110 aHTUBUPYC-
HOMU 3aIuTe
AKT yCTaHOBKH CpPEJCTB 3a-
LIUTHI

2.2.2. Hepexuapupo- Ceprudukanus

BaHHBIE BO3MOXXHOCTH

cucremHoro 110 u I1IO | ManoseposTHO Huskas Huskas Heaxryanbnas

JUTst 00pabOTKH Tepco-

HAJIbHBIX JTAHHBIX

2.2.3. Ycranoska [10 Hacrpoiika cpencrts 3a- WNHcTpykuus 1nonp3oBarens

HE CBASAMHOTO € He- MasioBeposTHO Huskas Huskas | Heaxryamphas | 0 VHCTPyK1Hs OTBETCTBEHHOTO

MOJIHEHUEM CITyKe0-
HBIX 005I3aHHOCTEH

2.3. Yrpo3bl He IpeJHAMEPEHHBIX JIeHCTBUI NoJb30BaTenell 1 HapyiieHuil 6ezonacHocty GpynkuuonupoBanus UCII/In u C3I1/1H B ee cocTaBe nu3-3a
cO0eB B IPOrpaMMHOM 00€CTIEYEHHH, a TAKKe OT YIpO3 HEAaHTPONOTeHHOTro (CO0EB anmnaparypbl U3-3a HEHAJIEKHOCTH 3JIEMEHTOB, COOEB AIEKTPOIUTA-
HUS) U CTUXUHHOTO (y1apOB MOJIHUH, 10’KapOoB, HABOJAHEHUI U T.I1.) XapakTepa.

2.3.1. YTpara kirouen

WNHcTpykupns nons3oBaresns

1 aTpubyTOB JOCTyIa Huskas Cpennsis Cpennsis AxTyanbHas HNHCcTpyKIKs anMUHHUCTpATOpa
0e30macHOCTH

2.3.2. Henpenname- Hacrpoiika cpencrts 3a- PesepBHOE KOMpOBaHKE

peHHas MOTUGHUKAIMA | ManoeposTHO Huskas Huskas | HeakryanpHas | IIHTBI

(YHUYTOXEHHE) UH-




VT

dbopmanuu coTpyaHuU-
KaMu

2.3.3. Henpenname-
PEHHOE OTKJIFOUCHHE
CPEZCTB 3alIHTHI

JlocTyn K yCTaHOBJIEHUIO
PEXKUMOB PAOOTHI
CPEICTB 3alIUTHI TPEI0-

WNHcTpykuus nons3oBaress

WHCTpYKIMS aAMUHUCTPATOpa
0€e30I1aCHOCTH

ManoBeposTHO Huskas Huskas HeakryanbHas

CTaBJIAETCS TOJBKO ajl-

MUHUCTpATOpy Oe3omac-

HOCTHU
2.3.4. Beixoa u3 cTpos PesepBupoBanue
arrnapaTrHo- MaitoBeposATHO Huskas Huskas Heakryanbnas
IPOrpPaMMHBIX CPEJCTB
2.3.5. COoii cuctemsl Hcnonb3oBanue ucrou- PesepBHOE KOTMpOBaHUE
AIIEKTPOCHAOKEHUS MaJIoBEpOATHO Huskas Huskas | Heaxryanpmas | HUKa OecriepeOoiHOTO

INEKTPONUTAHUS
2.3.6. Ctuxuiinoe 0ef- [ToxapHas curmanuzanus
CTBIE ManoBeposTHO Huskas Huskas HeakryanbHas
2.4. Yrpo3sl IpeJHaMEPEHHBIX AEUCTBUN BHYTPEHHUX HApYyLIUTENIEH
2.4.1. locTyn K UH- Cucrema 3auThl OT AKT yCTaHOBKH CpEZCTB 3a-
dbopmartuu, moaudu- HCA LIUTHI
Kalust, yHUITOXKCHUC PaspemmuTensHas cuctemMa J10-
JIIaMH HE 0Ty TICH- ManoBeposTHO Huskas Huskas HeakryanbHas ITycka
HBIX K ee 06paboTke TexHOTOrnIecK il porecc

o0paboTku

2.4.2. Pazrnamenune JloroBop 0 He pasriameHnn
uHpOpMaIUU, MOIH- WHcTpykuys moyib30BaTens
¢bukauys, yHuuTOXKe- Huskas Cpennsis Huskas HeakryanbHas

HUE COTPYIHUKAMHU JI0-
MYIIEHHBIMH K €€ 00-




8r1

paboTke

2.5. Yrpo3bl HECAaHKIIMOHUPOBAHHOI'O JJOCTYIIA 10 KaHAaJaM CBSI3U

2.5.1. Yrposa «AHanm3 ceteBoro Tpaduka» ¢ nepexsarom nepemaBaemoit u3 UCIIIH u
MIPUHUMAEMON M3 BHEIIHUX ceTel HH(GOpMaInu:

2.5.1.1. Ilepexnar 3a [udpoBanue TexHonoruueckui npouece

nepeesaMu ¢ KOHTpo- | ManoBeposiTHO Huskas Huskas Heaxryanbnas

JIMPYEMOU 30HBbI;

2.5.1.2. IlepexBar B [udpoBanue [IponyckHoi1 pexxum

npeaenax KOHTPOIupy-

€MO¥1 30HbI BHELIHUMHU | Maji0BepOsSTHO Huskas Huskas HeakryanbHas

HapyLINUTEISIMY; ®usnyeckas 3alnTa Ka- | TeXHOJOTHYECKUM MpPOoLecC
Hasa CBS3U

2.5.1.3. Ilepexsat B [udposanue TexHomornueckuit mporecc

npezaesnax KOHTPOJIupy-

€MOii 30HBI BHYTpEH- MaitoBeposATHO Hu3skas Hu3zkas Heakryanbnas S —

HUMH HAPYIIUTEIISIMH. HaTA CBS3U

2.5.2.Y1po3bl CKaHUPO- Me:xceTeBoil 3KpaH TexHonornueckuit mpouecc

BaHMsI, HAPABJICHHbBIE

Ha BEISIBIICHME THIIA NHcTpykupns nons3oBaresns

VI THTIOB HCIIOJIb3YE- WNHcTpykinsa amMuHACTpaTOpa

MBIX OTEepaIMOHHBIX 5e30IACHOCTH

CUCTEM, CETEBBIX aZpe- | ManoBeposTHO Huskas Huskas Heaxryanbnas

COB paGOUKX CTAHLMIA AKT yCTaHOBKH CPEJICTB 3a-

NCTIdH, Tormonoruun HIATBI

CETH, OTKPBITHIX TTOP-

TOB U CITyK0, OTKPBI-

THIX COEAMHECHUH U Ap.

2.5.3. Yrpo3sl BbIsIBIIE- MexceTeBou dKpaH TexHonornueckui npouece

HHUS TAPOJIEH 1O CETH. MaisnoBeposiTHO Huzkas Huzkas Heakryanbnas

I/IHCprKL[I/I}I IIOJIB30BaTCIIA
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WNHcTpyKLusa agMUHHACTpATOpa
6e301acHOCTH

AKT yCTaHOBKH CPEJICTB 3a-
IIUTEI

2.5.4. Yrpo3bl HaBsI3bI-
BaHME JIO)KHOT'O MapI-
pyTa ceTH.

MesxceTeBoM dKpaH

TexHonoruueckui npouece

I/IHCTPYKHI/IH I10JIB30BaTECIIA

WNHcTpykuusa agMUHHACTpaTOpa

MaitoBeposATHO Huskas Huskas Heaxryanbnas 6e30MaCHOCTH
AKT yCTaHOBKH CPEJICTB 3a-
IIUTHI
2.5.5. Yrpo3sl moame- Me:xceTeBou d3KpaH TexHonornueckui npouece
HBI TOBEPEHHOTO 00b- WNHcTpykuus noiab3oBarens
CKTa B CCTH. iy i H H WHCTpYyKIKs aJMUHHUCTPATOpa
aJIOBEPOSATHO u3Kas U3Kas €aKTyaJbHas 6e30MACHOCTH
AKT yCTaHOBKH CpEZICTB 3a-
ITUTHI
2.5.6. YTpo3sl BHEOpe- Me:xceTeBoil 3KpaH TexHonornueckuit mpouecc
HUS JIO)KHOTO 00BEKTa WHcTpykiysg moyib30BaTens
kax B UCI1/TH, Tax u Bo iy i H H WHCTpyKIHUsI aIMUHUCTPATOPA
BHEIIHUX CETSIX. aJIOBEPOSATHO n3Kas n3Kas eaKTyaJbHas 6e30ACHOCTH
AKT yCTaHOBKH CPEJICTB 3a-
LIUTHI
2.5.7. Yrpo3sl Tuna MeskceTeBoii DkpaH TexHonornueckui npouece
«Otka3 B 00cyKuBa- AnTtusupycnoe I10 HucTpyKums noab30BaTes
HUW.
MaioBeposATHO Huskas Huskas Heaxryanbnas HucTpykuusa aiMUHUCTpATOpa
6e30macHOCTH
PesepBupoBanue
2.5.8. Yrpo3sl yaaneH- | MaoBeposTHO Huskas Huskas HeakryanbHas | MexceTeBoii DKpaH TexHonornyeckui nmpouece




0ST

HOTO 3aITycKa MpuJIo-
JKEHUH.

AnTtusupycnoe 10

WNHcTpyKuus 1nons3oBaress

WNHcTpyKLusa agMUHHACTpATOpa
6e301MacHOCTH

AKT yCTaHOBKH CPEJICTB 3a-
IIUTEI

2.5.9. Yrpo3sl BHepe-
HUS 110 CETH BPEJOHOC-
HBIX TIPOTPaMM.

MaitoBeposATHO

Huskas

Huskas

HeakryanbHas

AnTtusupycnoe 10

TexHonornuecKkui npouece

I/IHCTPYKLII/IH ITIOJIB30BAaTCJIA

WHCTpYyKIMS aIMUHHCTpATOpa
0€e30I1aCHOCTH

AKT yCTaHOBKH CPEJICTB 3a-
IUTEI




Taxkum 00pa3om, akTyanbHBIMHU yrpo3amu Oe3omacHocty [1/[H B ABTOHOMHOM
HC Il Tuna, SBIsSIIOTCS:

- YIpO3bl OT IEUCTBHUI BPEIOHOCHBIX MPOrpaMM (BHPYCOB);

- YIpO3bl yTpaThl KII0UEH U aTpuOyTOB JIOCTYTIA,.

PexoMeHyeMbIMU MepaMH 0 MNPEIOTBPAILCHUIO PEATM3ALNNA AKTYaJIbHBIX
yIpO3, SIBISAIOTCS:

- YCTaHOBKA AaHTUBUPYCHOM 3aILIUTHL;

- MMapoJIbHAs MOJIMTUKA, YCTAHABIMBAIOIAsl 003aTENIbHYIO CI0XKHOCTh U MepH-
OJIMYHOCTH CMEHBI MAPOJIS;

- HA3HAYUTh OTBETCTBEHHOTO 3a 0€30MacHOCTh IMEPCOHANbHBIX JAHHBIX U3
YHUCJIAa COTPYIHUKOB YUPEKICHUS;

- uHCTpyKumu noib3oBareneit UCII/IH, B KOTOPBIX OTpakeHbI MOPAIOK 0e3-

omacHoi padotel ¢ UCII/IH, a Tak ke ¢ KiltouaMu U aTpudyTaMu JOCTyTa.
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HcxoaHbIi KIace 3allUAIIEHHOCTH — CPETHHM.

Taomuma 48
BeposTHOCTs | B0O3MOKHOCTE Mepsl 10 TPOTUBOJICHCTBUIO YTPO3€E
OnacHOCTh | AKTyaJlbHOCTb
HanmenoBanue yrpo3ssl peanuzanuu peanu3anuu DO3BEL DO3EL
yrposst (Y2) yrposst (Y) yrp yrp TexHuueckue Oprasu3anuoHHbIE
1. Yrpo3sl OT yT€UKH 110 TEXHHYECKUM KaHajlaM
1.1. Yrpo3sl yreuku Bubporenepaopsl, reHe- | MHCTpyKIus OIb30BaTENS
aKyCTH4eCKOU HHPOP- aToOpbI IIYMOB, 3ByKO- >
Y $op MaiioBeposaTHO Hu3zkas Huskas Heaxryanbnas patop yMOB, 3BY TexHonornueckuu npouece
Maluu U30JISLHUA.
1.2. Yrpo3sl yTeuku JKamo3n Ha OKHa [IponyckHOM pexum
i MaiioBeposaTHO Hu3zkas Huskas Heakryanbnas
BUI0BOI HH(popMaLH p Y WNHcTpykuus nonas3oBartens
1.3. Yrpo3sl yreuku I'enepaTopsl mpocTpaH- TexHonornyeckui npouece
MH(pOpMauU 1o KaHa- CTBEHHOTO 3allyMJIeHUsI | 00paboTKH
Gop ManoseposiTHO Huskas Huskas HeakryanbHas M p

mam [IDMUH

I'eneparop myma o nenu
NEKTPOIUTAHMUS

KonTtyp 3azemnenus

2. Yrpo3bl HECAaHKIIMOHUPOBAHHOTO JJOCTYyNa K MH(pOpMaLuu

2.1. YTpo3bl yHUUTOKEHMSI, XUlleHus annapatHbix cpenctB MCITIH HocuTeneit nudopmanmu nytem ¢usnueckoro goctyna k snementam UCITIx

2.1.1. Kpaxa IIT9BM

ManoBeposiTHO

Huskas

Huzkas

HeakryanbHas

OxpaHHasi CUTHaIU3aIus

[IponyckHO# pexnm

PemeTku Ha oxkHa

Oxpana

Merammueckas 1Bepb

AKT yCTaHOBKH CPEJICTB 3a-
IIUTBI

KooBeiit 3aMoKk
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HIudpoBanue JaHHBIX

2.1.2. Kpaxa Hocure-
aeii napopmManuu

OXpaHHaﬂ CHUTHAJIM3aluA

AKT yCTaHOBKH CPEJICTB 3a-
IIUTEI

ManosepoaTHO Huskas Huskas Heakryanbnas | Xpanenue B celie VYuder Hocutenel nuHpopma-
11U
HIudpoBanue JaHHBIX
2.1.3. Kpaxa kimroueit XpaHeHue B celide WNHcTpykuus nonabs3oBarens
nocTyna ManoBeposaTHO Huskas Huskas HeakryanbHas
2.1.4. Kpaxu, moau- OxpanHas curHanu3amnus | AKT yCTAaHOBKH CPEJICTB 3a-
(1)I/IKaLII/II/I, YHHUYTOKC- Permmerky Ha OKHA IHUTHI
HUS “HPOpMaIUH.
Mertannuueckast 1BEpb
ManosepoaTHO Huskas Huskas HeaxryansHast | Konopprif 3amok
MudpoBanue faHHBIX
Cucrema 3alMUTEL OT
HCA
2.1.5. BeiBox u3 cTpost Oxpannas curnanuzaus | [IpomyckHol pexum
y310B 1I9BM, xanano Pemretkyu Ha OKHa Oxpana
CBSI3U MainoseposiTHO Huzkas Huzkas Heaxryanbnas
Merammueckas 1Bepb
Konosblii 3aM0K
2.1.6. Hecankuuonu- Hacrpoiika cpencrts 3a- HNHcTpyKIusa aIMUHUCTPATO-
POBaHHOE OTKJIFOYEHUE LIUTBI pa Oe3omacHocTH
CPCACTE 3allATRI TeXHOIOrMYECKUIA TPOLEce
ManosepoaTHO Huskas Huskas HeakryanbHas 00paboTKn

AKT yCTaHOBKH CPEJICTB 3a-
IUTEI
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2.2. Yrpo3sl XUIICHUS, HECAHKIIMOHUPOBAHHOW MOAU(PUKANNN WM OIOKUpOBaHUs MH(OpManuu 3a cueT HecaHKuuoHupoBaHHOro noctyna (HC) c
NPUMEHEHHEM TPOTrPaMMHO-ANIIAPATHBIX M MPOrPAMMHBIX CPEICTB (B TOM YHCIIE MPOTPaMMHO-MATEeMaTHUECKUX BO3ICHCTBUI);

2.2.1. [evicTBus Bpe-
JIOHOCHBIX TIPOTPaMM

(BUpycoB)

AnTtusupycnoe 10

WNHcTpykuus nons3oBaress

I/IHCTPYKL[I/IH OTBECTCTBCHHO-
Tro

WHCTpyKIMS aIMAHUCTPATO-
pa 6€301acHOCTH

Huskas Cpennsist Cpennsist AxTyasnbHast TexHomornueckuii porece

00paboTKHn
WHcTpyK1ys 110 aHTUBUpPYC-
HOMU 3aIuTe
AKT yCTaHOBKH CpE/ICTB 3a-
LIUTHI

2.2.2. Henexmnapupo- CepTtudukanus

BaHHbIE BO3MOKHOCTH

cucremsoro I[1O u IIO0 | ManoseposatHo Huskas Huskas HeakryanbHas

JU1s1 00paboTKH mepco-

HAJIBHBIX JaHHBIX

2.2.3. YcranoBka [10 Hactpoiika cpencts 3a- WHcTpykuysd mosb30BaTens

HE CBSI3aHHOTO C HC- IIUTHI VHCTPYKIMS OTBETCTBEHHO-

TOJIHEHHEM CITysKe0- MaiioBeposaTHO Huzkas Huskas Heakryanbnas

HBIX 00513aHHOCTEMN

Tro

2.3. YTpo3bl He NpeHaMepEeHHBIX JIeiicTBUI Tob30BaTesel 1 HapyleHuit 6e3onacHocT GyHkimonupoBanus UCIIAun u C3I1/1H B ee cocTtaBe u3-3a
c00eB B MPOrpaMMHOM O0€CTIEUeHNH, a TAKXKE OT YITPO3 HEAHTPOIOT€HHOTo (CO0EeB anmnapaTypbl U3-3a HEHA/IEAKHOCTHU 3JIEMEHTOB, COOEB IEKTPONUTAa-
HUS) U CTUXMIHOTO (YIapOB MOJIHUH, I10’KapoB, HABOJHEHUH U T.I1.) XapakTepa.

2.3.1. Yrpara xinroueit
U aTpuOyTOB JI0CTYyIa

Huskas

Cpennsis

Cpennsis

AKTyanpHast

I/IHCprKL[I/I}I IIO0JIB30BaTCIIA

NHcTpyKknns aTiMUHHCTPATO-
pa 6e3omacHOCTH
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2.3.2. Henpenname-
peHHas Moau(UKanus

Hacrpoiika cpencrts 3a-
IIUTHI

PesepBHOE KONIMpOBaHKE

(YHUYTOXKEHHE) UH- ManosepoaTHO Huskas Huskas HeakryanbHas
dbopMmaruu coTpyIHu-
KaMu
2.3.3. Henpenname- Hoctyn x ycraHoBieHuto | MHCTpyKIMs 1OIb30BaTENs
PEHHOE OTKJIIOUYEHHE PEKUMOB PabOTHI WHucTpyKIus aqMIUHUCTPATO-
CPCHCTE SAIIUTEL ManoBeposaTHO Huzkas Hwuzkas Heaxryanbnas CPC/ICTB 3AIMHTBI PCIO- | pa BesomacHocTn
CTaBJIIETCS TOJIBKO aJI-
MUHUCTpaTopy Oe3zomnac-
HOCTHU
2.3.4. Boixoa u3 cTpost PesepBupoBanue
arnmnaparHo- MaiioBeposaTHO Hu3zkas Huskas Heakryanbnas
IIPOrpaMMHBIX CPEACTB
2.3.5. COoii cucteMsl Hcnonp3oBanue uctou- Pe3epBHOE KOMpOBaHUE
3IEKTPOCHA0KCHHUS MaioBeposTHO Huskas Huskas Heakryanpnas | HAK2 OecriepeOoiiHoro
ANEKTPONUTAHUS
2.3.6. Ctuxuiinoe Oe- [Toxapnast curHanuzanus
CTBUE ManoBepoaTHO Huskas Huskas HeakryanbHas
2.4. Yrpo3bl IpeJHaMEpEHHBIX IeUCTBUN BHYTPEHHUX HapyLIUTENIEeH
2.4.1. JocTyt K UH- Cucrema 3auThl OT AKT yCTaHOBKH CpPEJICTB 3a-
dbopmaruu, moaudu- HCA LIUTHI
Kallist, yHHHTOXKCHHC PasperuurensHas cucTeMa
TANaMH HE TOTYIICH- MaioBeposATHO Huzkas Huzkas Heaxryanbnas J0omycCKa
HBIX K ee 0bpadoTke TexHOTOrUYECKHil TIpoIece
00paboTKHn
2.4.2. Pasrinamenue JloroBop 0 He pasrialeHun
uH(pOopMaluu, MOJIH- Huskas Cpennsist Huskas HeakryanbHas VHCTPYKIHS MOJTB30BATENs

buKaIysl, yHUITOXKE-




LST

HUE COTPYIHUKAMHU JI0-
MyIICHHBIMHU K €€ 00-
paboTke

2.5. yl"pO?»H HCCAHKIIMOHHUPOBAHHOI'O AOCTYIIA I10 KaHallaM CBA3U

2.5.1. Yrposa «AHanu3 cereBoro Tpaduka» ¢ nepexsarom nepenapaemoint u3 UCII/IH n
NPUHUMAEMON W3 BHEIIHUX ceTel HH(MOpMaIIUU:

2.5.1.1. Tlepexnar 3a [udpoBanue TexHonoruueckui nporece

nepeaesaMy ¢ KOHTPO- Huskas Cpennsis Huskas HeakryanbHas

JIUPYEMOU 30HBI;

2.5.1.2. IlepexBar B Mudposanue IIpomyckHo pexxum

npejaesnax KOHTPOJIUpy-

€MO¥ 30HBI BHEIIHUMH | MajoBeposITHO Huzkas Huzkas HeakryanbHas

HapyLIUTEISIMY; @duznyeckas 3amMTa Ka- | TeXHOJIOrH4eCKHii rmpouecc
Haja CBSI3U

2.5.1.3. IlepexBar B [udpoBanue TexHonoruueckui nporece

npezaesnax KOHTPOJIUupy-

eMOii 30HbI BHYTpEH- ManoBepoaTHO Huskas Huskas HeakryanbHas S —

HUMHU HAPYIIUTEIISIMHU. HaIa CBS3H

2.5.2.Y1po3bl CKaHUPO- Me:xceTeBoil 3KpaH TexHonornueckuit mpouecc

BaHMUsI, HAMPABIICHHbIE

Ha BLIIBICHUE THIIA NHcTpykuus nons3oBaresns

WJIH THTIOB MCTIOJIb3Y e NHcTpyKIns aTiMUHHCTPATO-

MBIX ONIEPAIIMOHHBIX pa 6¢30IaCHOCTH

CHCTEM, CETEBBIX aZpe- | ManoBeposTHO Huskas Huskas Heaxryanbnas

COB pabOYMX CTAHIHI AKT yCTaHOBKH CpEJICTB 3a-

UCTI/IH, Tomonoruu HIATRI

CETH, OTKPBITHIX MOP-

TOB U CITYK0, OTKPBI-

TBIX COEIMHEHHM U JIp.

2.5.3. Yrpo3sl BbIsBIIE- Huskas CpenHsist Cpenssist AKTyasbHas MexceTeBou d3KpaH TexHonornueckui mnpouece
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HUS [1apOJIEH T10 CETH.

WNHcTpykuus nons3oBaress

NHcTpyKnnsa afiMUHUCTPATO-
pa 6e301acHOCTH

AKT yCTaHOBKH CPEJICTB 3a-
IIUTEI

2.5.4. Yrpo3sl HaBs3bI-
BaHHE JIOXKHOTO MapIil-
pyTa ceru.

Me:xceTeBou 3KpaH

TexHonornuecKkui npouece

I/IHCTPYKLII/IH I10JIb30BAaTCIIA

I/IHCTPYKLII/IH AJIMUHUCTPATO-

ManosepoaTHo Huskas Huskas HeaxryanbHas pa 6e30MacHOCTH
AKT yCTaHOBKH CPEJICTB 3a-
IIUTHI
2.5.5. Yrpo3sl noame- Me:xceTeBol dKpaH TexHonornueckui npouece
HBI JOBEPEHHOTO 00'b- WHcTpykuuys 1moyib30BaTens
CKTa B CCTH. M i H H WHCTpYKIMs aJMUHHUCTPATO-
AJIOBEPOSITHO n3Kas n3Kas €aKTyasbHas pa 6e30macHocTH
AKT yCTaHOBKH CPEJICTB 3a-
LIUTHI
2.5.6. Yrpo3sl BHEOpE- MexcereBol SKpaH TexHomornueckuit mpouece
HUS JIOXKHOTO 00BEKTa WHcTpykuysd mosb30BaTens
kax B UCT1/Tn, Tax u Bo M H H H WHCTpYKIHUsI aIMUHUCTPATO-
BHEIIIHUX CETSAX. AJIOBEPOSITHO n3Kas n3Kas €aKTyasbHas pa 6e30MacHOCTH
AKT yCTaHOBKH CPEJICTB 3a-
LIUTHI
2.5.7. Yrpo3sl Tumna MeskceTeBoii DkpaH TexHonornueckui npouece
«Ortka3 B 00CITyKHBa- AnTtusnpycnoe 10 WNHcTpyKuys 1mosib30BaTens
HUNY.
MaiioBeposATHO Huskas Huskas Heaxryanbnas HucTpyKuums aiMUHUCTPATO-

pa Ge3omacHocTH

PesepBupoBanue
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2.5.8. Yrpo3sl yaaieH-

MesxceTeBol 3KpaH

TexHonornueckui npouece

HOT'0 3allyCKa IIpuIo- Antusupycnoe 110 NucTpykuus mosib3oBaTess
JKEHUM.
WNHcTpykuus aiMUHUCTPATO-
Huskas Cpennss Huskas HeakryanbHas
pa Oe3omacHocTU
AKT yCTaHOBKH CpE/ICTB 3a-
LIUTBI
2.5.9. Yrpo3sl BHenIpe- Antusupycnoe 110 TexHomornueckuit npouecc
HUS IO CCTH BPEIOHOC- WNHcTpykuus nonabs3oBarens
HBIX HPOTpaMM. UHCTPpYKIMS aIMHHHECTPATO-
Hwuzkas Cpennss Cpennsis AKTyanbHas

pa 0€e301acHOCTH

AKT yCTaHOBKH CPEJICTB 3a-
IUTEI




Taxkum 00pa3om, akTyanbHBIMHU yrpo3amu Oe3omacHocty [1/[H B ABTOHOMHOM
NC IV Ttuna, aBagroTCs:

- YTpO3bl OT IEUCTBHI BPEIOHOCHBIX POrpaMM (BUPYCOB);

- YIpO3bl yTPaThl KIOYEH U aTpuOyTOB JOCTYIIA;

- YIpO3bl BBISIBIICHUS MTAPOJIEN MO CETH;

- YTPO3bl BHEIPEHUS 110 CETU BPEIOHOCHBIX ITPOTPAMM.

PexoMeHyeMbIMH MepaMH IO MNPEIOTBPALCHUIO PEAIM3ALUNA AKTyaJIbHBIX
yIpO3, SIBISAIOTCS:

- YCTaHOBKA AaHTUBUPYCHOM 3aIUTHI;

- mapoJjIbHAas MOJIMTHUKA, YCTAHABJIMBAIOIIASL 0053aTeNbHYIO CII0KHOCTh U MEPH-
OJIMYHOCTH CMEHBI MTAPOJIs;

- HA3HAYUTh OTBETCTBEHHOTO 3a OE€30MAaCHOCTh MEPCOHANBHBIX JIaHHBIX W3
YUCIla COTPYAHUKOB YUPEKICHUS;

- uHeTpyKuuu noJb3oBateneir UCII/IH, B KOTOpBIX OTpa)K€HbI MOPSIOK 0e3-
omacHoi padotel ¢ UCII/IH, a Tak ke ¢ KitouyaMu U aTpuOyTaMu JOCTYyTa;

- yopatp noakitouenue dnnemeHToB MCIIJIH k ceTsm 00IIero mojab30BaHUsS U
() MexXIyHapoaHoro ooMeHa (cetb MHTepHeT), eciu 310 He Tpebyercs s QyHK-

uronupoBanus UCITH.

160
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HcxoaHbIi KIace 3alUIIEHHOCTH — CPETHHM.

Ta0muria 49
BeposTHOCTb | BO3MOXKHOCTD Mepsl 110 IPOTUBOJAEHCTBUIO YIPO3€
OnacHocTh | AKTyalnbHOCTB
Haumenosanue yrpossl peanusanuu peanusanuu 0351 DO3EI
yrposst (Y2) yrposst (Y) yIrp yrp TexHuueckue Oprasu3anuoHHbIE
1. Yrpo3bl OT yTEUKH 110 TEXHUYECKUM KaHaJlaM
1.1. Yrpo3s! yreuku aKycTu- BubporenepaTopsl, re- WHucTpykuus mos30-
4yeckoil nHpopmarum HEpaTophI LIyMOB, 3BY- BaTeIs
ManoBeposTHO Huskas Huskas Heakryanbnast | xousomsuus. e —
mpouecc
1.2. Yrpo3bl yTeuku BUAOBOH Kanro3u Ha okHa [IponyckHo# pexxum
uH(pOpMaLHH ManoseposATHO Huskas Huskas Heaxryanbnas VHCTPYKIHS MOJIB30-
BaTeIs
1.3. Yrpo3sl yTeuku uHpOp- I'eneparopsl mpoctpan- | TexHOIOrMYECKUN
Manuu 1o kanaigam [IDOMUH CTBEHHOTO 3alllyMJICHUs | Ipoliecc 00paboTKu
ManoBeposTHO Huskas Huskas HeakryanbHas

I'enepatop mryma 1o 1e-
U 3JIEKTPONUTAHUS

Kontyp 3a3emiieHus

2. YTpo3bl HECAHKIIMOHUPOBAHHOTO JIOCTYTa K MHPOPMALUU

2.1. Yrpo3sl yHuuTOXEHUS, XulleHus annapatbix cpeacts UCIIAn HocuTenelt muHGopManuu nyteM ¢puznyeckoro aoctymna k anemenrtam UCI/Ix

2.1.1. Kpaxa [I9BM

MaioBeposATHO

Huskas

Huskas

HeakryanbHas

OXpaHHa}I CHUIrHajIu3anusa

IIpomyckHOM pexum

PermeTkn Ha OKHA

Oxpana

Merannuueckas ABCPb

AKT yCTaHOBKH
CPEACTB 3alIUTEHI
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KooBblit 3aM0OK

[udpoBaHue JaHHBIX

2.1.2. Kpaxka HOCUTENEH UH-
bopmanun

OXpaHHaH CHUI'HaJIn3anus

AKT yCTaHOBKH
CPEICTB 3aIUThI

ManoseposaTHO Huzkas Huzkas Heakryansnas | XpaneHue B ceiide Y4er HocuTenen UH-
dhopmarumn
[udpoBanue JaHHBIX
2.1.3. Kpaxa kiroueit 1ocTy- XpaHeHue B ceiide WNHcTpykuus noias3o-
na ManoBeposTHO Huskas Huskas HeakryanbHas BaTels
2.1.4. Kpaxu, moauduka- OxpaHHas curHanu3anusi | AKT yCTaHOBKHU
LU, YHUUYTOXKEHUS UHPOP- PemeTky Ha OKHA CPEICTB 3aIlUThI
Maluu.
Mertannuueckas 1BEpb
ManoseposTHO Huskas Huskas HeakryansHast | Konoperif 3amMok
[udpoBaHue JaHHBIX
Cucrema 3amuThlI OT
HCA
2.1.5. BeiBox u3 cTpoOs y3J10B OxpannHas curHanusauus | [IpomyckHoll pexxum
II5BM, kaHaII0B CBSI3H PenreTky Ha OKHa Oxpana
ManoBeposTHO Huskas Huskas HeakryanbHas
Merammueckast 1Bepb
KonoBblit 3aMok
2.1.6. HecankumoHupoBaH- Hacrpoiika cpencts 3a- WNHcTpykuusa aqMUHHU-
HOE OTKJIFOYEHHUE CPEJICTB LIUTHI cTpaTtopa 6e30IacHo-
3aIUTHI CTH
ManoBeposTHO Huskas Huskas HeakryanbHas e —r

nporecc o0padboTKu




121

AKT yCTaHOBKH
CPEACTB 3alIUTHI

2.2. YTpo3bl XUILEHHs], HECAaHKIIMOHUPOBAaHHON MOAM(UKANY UM OJIOKUpOBaHMS MHPOPMALIMH 3a CUET HecaHKImoHupoBanHoro nocryna (HC/) c
PUMEHEHHEM IPOrPaMMHO-AINIAPATHBIX M IPOTPAMMHBIX CPEZCTB (B TOM YHCIIE TPOTPAMMHO-MAaTEMaTHUECKUX BO3ICHCTBHN);

2.2.1. [leticTBHs Bpe1OHOC- Antusupycnoe [10 HNucTpykuums noyib30-
HBIX IPOTpaMM (BUPYCOB) BaTes
NHcTpyknusa oTBeT-
CTBEHHOT'O

HNucTpykuums anMuHu-
cTpaTopa 6e30macHo-

Huskas Cpennss Cpennss AKTyanbHas CTH

TexHOIOrHUeCKui
npoiiecc 00paboTKH

WNHcTpykuus 1o aHTH-
BHUPYCHOH 3alIUTE

AKT yCTaHOBKH
CPEICTB 3aIUThI

2.2.2. HenexnapupoBaHHbIE Ceprudukanus

BO3MO>XHOCTH CUCTEMHOI'O
10 u IO st 06paboTKH MaioBeposATHO Huzkas Huzkas Heaxryanbnas

NMEPCOHAIBHBIX JAHHBIX

2.2.3. YcranoBka I[10 He cBs- Hacrpoiika cpencts 3a- WNHcTpykuus momabs30-

3aHHOTO C MCIIOJHCHUEM M THI BaTes

CITy’KEOHBIX 00S3aHHOCTEH MaioBeposATHO Huskas Huskas Heaxryanbnas HucTpyknms oTBeT-
CTBEHHOTO

2.3. Yrpo3sl He IpeAHAMEPEHHBIX JIeHCTBUH MoJb30BaTenel u HapymeHuil 0ezonacHoctu ¢pynkuonuposanus UCIIIxn u C3I1/1H B ee cocTaBe u3-3a
cO0eB B MPOrpaMMHOM 00€CIIEUEHUH, a TAK)KE OT YIpO3 HEAHTPOIIOT€HHOTO (CO0EB amnmaparypbl U3-3a HEHaIeKHOCTH HJIEMEHTOB, COOEB AIIEKTPOIH-
TaHUs) U CTUXUIHOTO (YZapoB MOJHUIL, 10XKapoB, HABOAHEHUH U T.I1.) XapakTepa.

2.3.1. Y1para kitouel u aT- ‘ Huskas Cpenmsist ‘ Cpennss ’ AKTyanpHas ’ ’I/IHCprKL[I/IH M0JIb30-
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pubyTOB OCTyMA

BaTcCJIsa

WHCTpyKIus aiMUHH-
cTpaTopa 0e301acHo-
CTH

2.3.2. HenpennamepeHHas
Moaudukamus (YHHUTOXKe-

Hacrpoiika cpencts 3a-
IIUTBI

PesepBHOE KOIIMpPOBa-
HUe

MaioBeposTHO Huzkas Huzkas Heakryanbnas
HUe) HHPOPMALIUU COTPYI-
HUKAMHU
2.3.3. HenpennamepeHHoe Hoctyn k ycranoBiieHuto | MHCTpyKLus 1m0Jb30-
OTKJIFOUEHHUE CPECTB 3alllU- PEXKUMOB pabOTHI BaTelsl
TBI CPEJICTB 3alMThl Ipeno- | MHCTpyKIus aiMUHU-
ManoBeposTHO Huskas Huskas HeakryanbHas pea Hl pea YKL 2l
CTaBJISIETCA TOJIBKO a- cTpaTopa 0e301acHo-
MUHHCTpaTopy Oe3omnac- | ctu
HOCTHU
2.3.4. Beixop u3 cTpos amnmna- PesepBupoBanue
aTHO-IIPOTPAMMHBIX ManoBeposaTHO Huskas Huskas HeakryanbHas
y
CPEICTB
2.3.5. COoii cucTemsl AIeK- Hcnons3oBanue uctoy- | PesepBHoe KonupoBa-
TPOCHAOKEHHUS ManoseposiTHO Huskas Huskas HeaxTyanshas | HAKa OecriepedoiHOro HHE
AIIEKTPONUTAHUS
2.3.6. CruxuiiHoe 6encTBUE [ToxxapHasi curHaIHU3aIus
ManoseposTHO Huskas Huskas HeakryanbHas
2.4. Yrpo3sl IpeJHaMEPEHHBIX AEUCTBUN BHYTPEHHUX HApYLIUTEIEH
2.4.1. Joctyn k uapopma- Cucrema 3amuThl OT AKT yCTaHOBKHU
U, MOTU(UKALIMS, YHU- HCJ CPEICTB 3aIUThI
YTOXKEHHE Jmua6Mn6He Jo1y- PaspermuTenbHas cH-
EHHBIX K €€ 00padoTKe
B P ManoseposTHO Huskas Huskas HeakryanbHas CTEMa JI0ITyCcKa

TexHonornueckui
nporecc o0padboTKu
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2.4.2. Pasrmamenue uadop-
Maliu, MOJU(HUKAIINS, YHU-
YTOXKECHHUE COTPYTHHUKAMU
JOMYIIEHHBIME K ee 00pa-
00TKe

Huskas

Cpenuss

Huskas

HeakryanbHas

Jorosop o He pa3-
TJIAICHUH

NHcTpykuus nons3o-
BaTels

2.5. erosm HECAaHKIMMOHHWPOBAHHOI'O JOCTYIIA I10 KaHajlaM CBsA3U

2.5.1. Yrposa «Ananu3 cereBoro Tpaduka» ¢ nepexsaroM nepenaaemoit uz UCII/In u npunu-
MaeMoOM U3 BHEIIHUX ceTell HHPpOpMaIH:

2.5.1.1. IlepexBar 3a nepene- [IundpoBanue TexHonoruueckui
JJaMU ¢ KOHTPOJIMPYEeMOH 30- | ManoBeposiTHO Huskas Huskas HeakryanbHas rpouecc
HBI,
2.5.1.2. [lepexBar B npejie- Iudposanue IIpomyckHoi pexxum
J1aX KOHTPOJIMPYEMON 30HBI
BHCHIHUMH HAPYIIUTCIIAMH, | ManmoBeposiTHO Huskas Huskas HeaxryanbHas
®usnueckas 3ammuTa Ka- | TexHonornyeckui
HaJla CBA3U IIpolLeCC
2.5.1.3. Ilepexsar B npeje- udpoBanue TexHomornueckuit
J1aX KOHTPOJIUPYEMOH 30HBI rpouecc
BHYTPEHHHMH HapyIIHTEs- ManoBeposTHO Huskas Huskas HeakryanbHas S ———
MH. HaJa CBS3H
2.5.2.YT1po3bl CKaHUPOBAHUS, MexceTeBoi sKpaH TexHomornueckuit
HaIIPaBJICHHBIEC HA BBISIBIIC- IIpolLEecc
HUE THUIA WIN TUIIOB UCIIONb- WHcTpyKuus mos30-
3yEMBIX OIEPallMOHHBIX CH- BaTelsl
CTEM, CETCBBIX apeCoB pa- ManoBeposTHO Huzkas Huzkas HeakryanbHas WHCTpyKIWMs aIMAHH-
6ounx cranuuit UCI1/IH, To- cTpaTtopa 6e301macHo-
MIOJIOTUU CETH, OTKPBITHIX CTH
MOPTOB U CITY’kO, OTKPBITHIX AKT yCTaHOBKH
COEIMHEHU U Ap. CPEICTB 3aIIUThI
2.5.3. Yrpo3sl BBIBICHHS MexceTeBol sKpaH TexHomornueckuit
ManoBeposaTHO Huskas Huskas HeakryanbHas

[1apoJIeH 110 CETH.

poIecc
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NHcTpykuus nons3o-
BaTeIs

WNHcTpyKkuusa agMuHHU-
cTpaTtopa 6e301acHo-
CTH

AKT yCTaHOBKH
CPEICTB 3aIUThI

2.5.4. Yrpo3sl HaBsI3bIBAHHE
JIOXKHOTO MapIIpyTa CETH.

ManoBeposTHO

Huskas

Huskas

HeakryanbHas

MexceTeBoi sKpaH

TexHomornueckuit
IpoIIecC

NHcTpykuus nonas3o-
BaTelsl

WNHcTpyknusa aqMuHH-
cTpaTtopa 6e301acHo-
CTH

AKT yCTaHOBKH
CPEZCTB 3allUTHI

2.5.5. Yrpo3sl oaMEHBI J10-
BEPEHHOT'0 00BEKTa B CETH.

ManoseposTHO

Huskas

Huskas

HeakryanbHas

MexceTeBol sKpaH

TexHomornueckuit
poliecc

WHcTpyKuus mos30-
BaTelIs

WHCcTpyKIMS aAMUHU-
cTpaTopa 0e301acHo-
CTH

AKT yCTaHOBKH
CPEICTB 3aIUThI

2.5.6. YTpo3sl BHEAPEHNUS
JIOKHOTO 00BEKTa KaK B
UCIIH, Tak 1 BO BHEIIHUX
CeTSX.

ManoBeposTHO

Hwuskas

Hwuskas

HeakryanbHas

MexcereBol sKpaH

TexHomornueckuit
Mpouece

WHcTpyKuus mois30-
BaTelIs

WHCcTpyKIMs aAMUHU-
cTpaTopa 6e301acHo-
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CTu

AKT yCTaHOBKH
CPEICTB 3aIUThI

2.5.7. Yrpo3ssl Tuna «Otka3 B
00CITyKUBAaHUM.

ManoBeposATHO

Hwuskas

Hwuskas

Heaxryanbnas

MexceTeBOr 3KpaH

TexHonornyeckuit
po1iecc

Antuupycsoe 10

NHcTpykuus nons3o-
BaTelsl

NucTpykuuns anMuHu-
cTpaTopa 6e301macHo-
CTH

PesepBupoBanue

2.5.8. Yrpo3sl yaajieHHoro
3amycKa IpUJIOKEHUH.

MaioBeposTHO

Huskas

Huskas

HeakryanbHas

MexceTeBOM IKpaH

TexHOIOrHUeCKui
POIIeCC

Antusupycaoe [10

I/IHCTPYKL[I/IH I10JIB30-
BaTCJIsA

WHCTpyKIMS aAMUHU-
cTpaTopa 0e301acHo-
CTH

AKT yCTaHOBKH
CPEICTB 3aIUThI

2.5.9. YTpo3sl BHEAPEHNUS 11O
CEeTH BPEIOHOCHBIX IPO-
rpamm.

ManoseposTHO

Hwuskas

Hwuskas

HeakryanbHas

Antusupycaoe [10

TexHomornuecknit
pouece

WHcTpyKuus mos30-
BaTelIs

WHCcTpyKIMS aAMUHU-
cTpaTopa 6e301acHo-
CTH

AKT yCTaHOBKH
CPEJIICTB 3alUThI




Taxkum 00pa3om, akTyanbHBIMHU yrpo3amu Oe3omacHocty [1/[H B ABTOHOMHOM
NC V tuna, sBnsroTCs:

- YIpO3bl OT IEUCTBHUI BPEIOHOCHBIX MPOrpaMM (BHPYCOB);

- YIpO3bl yTPAThI KIOYEH U aTpUOyTOB JOCTYIIA.

PexoMeHyeMbIMU MepaMH 0 MNPEIOTBPAILCHUIO PEATM3ALNNA AKTYaJIbHBIX
yIpO3, SIBISAIOTCS:

- YCTaHOBKA AaHTUBUPYCHOM 3aILIUTHL;

- MapoJIbHAs MOJIMTUKA, YCTAHABINBAIOIIAsl 003aTEIbHYIO CII0KHOCTD U TEepH-
OJIMYHOCTH CMEHBI MapOJIs;

- HA3HAYUTh OTBETCTBEHHOTO 3a OE€30MAaCHOCTh MEPCOHANBHBIX JIaHHBIX W3
YUCIIa COTPYAHUKOB YUPEKICHNUS,

- uHCTpyKumu noib3oBareneit UCII/IH, B KOTOPBIX OTpakeHbI MOPAIOK 0e3-

omacHoi padotel ¢ UCII/IH, a Tak ke ¢ KitoyaMu U aTpudyTaMu JOCTYIIA.
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HcxoaHbIi KIace 3alUIIEHHOCTH — CPETHHM.

Taomuma 50

nam [IDMUH

I'eneparop myma no nenu
IIEKTPONUTAHHUS

BeposTHOCTD | BO3MOIKHOCTB Mepsl 110 IPOTUBOEHCTBHIO YTPO3€
OmnacHOCTh | AKTYaJIbHOCTh
HanmMeHoBaHue yrpo3sl |  peanu3aiuu peanu3anuu DO3EL DO3EL
yrposst (Y2) yrposst (Y) yrp yrp TexHuueckue Oprasu3anuoHHbIE
1. Yrpo3sl OT yT€UKH 110 TEXHUYECKUM KaHajlaM
1.1. Yrpo3s! yreuku Bubporenepatopsl, rene- | MHCTpyKIKs MOJIb30BaTeNs
aKyCTUYECKON UH(pOP- aTOpBbI LIIYMOB, 3BYKOM30- =
Y $op MaiioBeposaTHO Huskas Huszkas | HeakryanbHas patop yMOB, 3BY TexHonornueckuu mnpouece
Maluu JSALHUA.
1.2. Yrpo3s! yreuku JKamro3u Ha OKkHa [IponyckHOM pexum
i MaiioBepoaTHO Huskas Huszkas | HeakryanbHas
BUI0BO HH(popMaLn p Y WNHcTpykuus nonas3oBatens
1.3. YTpo3bl yTeuku I'eneparopsl nmpocTpaH- TexHomoruueckuii mporecc 00-
MH(pOpMaIKU MO KaHa- CTBEHHOTI'0 3alllyMJICHUS aboTKH
$op ManoseposiTHO Huskas Huskas | HeaxryanbHas Y iy

KonTtyp 3azemnenus

2. YTpo3bl HECAHKIIMOHUPOBAHHOTO JIOCTyNa K MHPOpMAIII

2.1. Yrpo3sl yHUUTOXKEHHs, XulleHus annapaTtHbix cpeactB UCITIxH HocuTeneit nndopmanmu nyrem gusnueckoro goctyna k snementam UCIT

2.1.1. Kpaxa I[IT9BM

ManoBeposiTHO

Huzkas

Huzkas

HeaktyanbpHas

OxpaHHas CUTHAJIN3ALMS

[IponyckHO# pexnm

PemeTkn Ha okHA

Oxpana

Merammueckas 1BEpb

AKT yCTaHOBKH CpPEJICTB 3allUThI

KonmoBeriit 3aMoK
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[udpoBanue JaHHBIX

2.1.2. Kpaxa Hocure-
nei napopmauu

OXpaHHaﬂ CHUIHaJIn3anus

AxT YCTaHOBKH CPEACTB 3alIUTHI

ManoBeposiTHO Huskas Huszkas | HeakryanbHas > >
Xpanenue B celie Yuer Hocureneit unpopmanuu
[[IndpoBanune naHHBIX
2.1.3. Kpaxa xiroueit XpaHeHue B ceiide WNHcTpykuus nonas3oBaress
nocTyna MainoseposiTHO Huskas Huskas | HeakryanbHas
2.1.4. Kpaxu, moau- OxpaHHas CUTHAJIM3ALMs AKT yCTaHOBKH CPEJICTB 3aLUThI
(buKanm, yHU4ITOXe- Pemerku Ha okHa
HUS HTHPOPMAIIHH.
Merammueckas 1Bepb
MaisnoseposiTHO Huskas Huskas | HeaktyanbHas | Konopplif 3aMoK
[udpoBanue JaHHBIX
Cucrema 3amutsl oT HCJJ
2.1.5. BeiBox u3 cTpost OxpaHHasi CUTHaIU3AIMs [IponyckHOM pexnm
y3i0s 1I9BM, kananos Pemrerku Ha okHa Oxpana
CBSI3HU MaitoBepoaTHO Huskas Huskas HeakryanpHas
Mertannuueckas 1Bepb
KonoBslii 3aM0K
2.1.6. Hecanknuonu- Hacrpoiika cpencts 3amu- | MHCTpyKIMsS aaMUHUCTpaTOpa
POBAHHOE OTKJIIOUEHUE TBI 0e30macHOCTH
CPCACTB SAILUTHI TexHoI0rHYECKHi Tpolecc 0bpa-
ManoBeposiTHO Huskas Hunskas | Heakryanbnas GOTKH

AxT YCTaHOBKU CPECACTB 3alIHUThI
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2.2. Yrpo3bl XAIICHUS, HECAHKIIMOHUPOBAHHOM MoAU(UKauu nin OJ0KUpOBaHUS WHPOPMALIMU 3a cueT HecaHKuunoHuposanHoro nocryna (HC/) ¢ npu-
MEHEHHEM NPOrpaMMHO-aNNAPATHBIX U IPOrPAMMHBIX CPEACTB (B TOM YHCIIE IPOrPaMMHO-MaTeMaTHUECKUX BO3AECHCTBUI);

2.2.1. [leticTBus Bpe-
JOHOCHBIX IPOTPaMM

(BUpycCOB)

Antuupycsoe 110

WNHcTpykuus 1nonbs30BarTess

I/IHCTPYKLII/IH OTBETCTBECHHOI'O

WNHcTpyKLusa agMUHACTpATOpa
0€e30MacHOCTH

TexHONIOrHYECKHI TPoIecc 00pa-

Hwuzkas Cpennsis Cpennsis AKTyanbpHas 6OTKIL

NHcTpyKIus 110 aHTUBUPYCHOU
3aIuTe
AKT yCTaHOBKH CpPEZCTB 3allUThI

2.2.2. Hepexuapupo- Ceprudukanus

BaHHBIE BO3MOXXHOCTH

cucremHoro I1O u IIO | ManoseposaTHO Huskas Huskas | HeakryanbHas

JUTst 00pabOTKH Tepco-

HaJIbHBIX JTAHHBIX

2.2.3. Ycranoska [10 Hacrpoiika cpencts 3amu- | MHCTpyKLIMS MOJIb30BaTEN

HE CBASAMHOTO € He- MasoBeposATHO Huskas Huskas | Heaxtyanbnas | VHCTPyK1Hs OTBETCTBEHHOTO

MOJIHEHUEM CITyKe0-
HBIX 00513aHHOCTEH

2.3. Yrpo3bl He IpeJHaMEPEHHBIX JIeHicTBUI NoJb30BaTenell U HapyleHuit 6ezonacHoctu pyHkunonupoBanus MCII/In u C3I1/IH B ee cocTaBe u3-3a c6o-
€B B IIPOrpaMMHOM 00€CTIEYeHHH, a TAKXKE OT YTpO3 HEAaHTPONOTreHHOro (cO0eB anmapaTyphl U3-3a HEHAJIEKHOCTH 3JIEMEHTOB, COOEB AIEKTPONUTAHMS) U

CTUXHUHHOTO (y1apOB MOJIHUH, 10>KapOB, HABOAHEHUH U T.II.) XapakTepa.

2.3.1. YTpara kirouen

NHcTpykupns nons3oBaresns

1 atpuOyTOB JIOCTyTa Huskas Cpennsia Cpennsia AKTyanbHas WNHcTpyknmsa agMuHHACTpaTOpa
Oe3omacHoOCTH
2.3.2. Henpenname- Hacrpotiika cpencts 3anu- | PezepBHoe konnpoBaHue
€HHast MoAUu(pUKaLus THI
p pQuical ManoseposiTHO Huskas Huskas | Heakryanbnas

(YHUYTOXEHHE) UH-
dbopmanuu CoTpyAHU-
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KaMu

2.3.3. Henpenname-
PEHHOE OTKJIFOUCHHE

JlocTyn K yCTaHOBJIEHUIO
PEXKUMOB pabOTHI CPEJCTB

WNHcTpykuus nons30oBaress

WucTpykuusa agMuHHCTpaTOpa

CPEACTB 3alUThI ManosepoaTHO Huskas Huskasa | HeakrtyanbHas | 3alUMTHI IPENOCTABIACTCA | Ge30MacHOCTH
TOJIBKO aJIMUHHUCTPATOPY
Oe3onacHoCcTU
2.3.4. Beixop u3 ctpos PesepBupoBanue
anmnapaTHoO- MaiioBeposaTHO Huskas Huszkas | HeakryanbHas
IIPOrPaMMHBIX CPEICTB
2.3.5. C6oii cucremsl Hcnonp3oBanue uctouHu- | PesepBHoe konupoBaHue
ANEKTPOCHAOKEHHS MaJioBEpOSTHO Huskas Huskas | HeakryansHas | K@ Oecriepe0oitHOTO AIeK-
TPOIUTAHUS
2.3.6. CruxuiiHoe 6en- [ToxxapHasi curHaIM3anus
CTBHE ManoseposiTHO Huskas Huskasa | HeakryanbHas
2.4. Yrpo3bl IpeJHaMEepEeHHBIX AeWCTBUN BHYTPEHHUX HapyLIUTENeH
2.4.1. locTym K UH- Cucrema 3amutbl oT HCJI | AKT ycTaHOBKHU CPEJCTB 3aIUThI
dbopmaruu, moaudu-
Kalus, yHUITOKCHAC PaspemmrensHas cucTeMa J0Mmyc-
JUI[AMH HE JOIyILEH-
I 6H 6ym ManoseposiTHO Huskas Huskas | HeaxryanbHas Ka
HBIX K €€ 00paboTke Texunonoruyeckuii mpoiecc o6pa-
00TKH
2.4.2. Pazrnamenue Jlorosop 0 He pasrIaleHUN
MH(OpMAIHK, MOJIH- WNHcTpykuus 1nons3oBaress
MKallus, yHUUTOXKe-
(uicatnis, y Huskas Cpennsia Huskas | HeaxryanbHas

HUE COTPYAHUKAMHU J10-
MyIIEHHBIMH K €€ 00-
paboTke
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2.5. Yrpo3bl HECAaHKIIMOHUPOBAHHOI'O JJOCTYIIA 10 KaHaJaM CBS3U

2.5.1. Yrposa «Ananus cereBoro tpaduka» ¢ nepexsarom nepegaBaemoii uz UCIIIxH u
IPUHUMAEMOI M3 BHEIIHUX ceTed nHbopMaluu:

2.5.1.1. [lepexnart 3a [udposanue TexHomoruueckuit mporecc
nepesieaMu ¢ KOHTPO- Hu3zkas Cpennsis Huszkas | HeakryanbHas
JINPYEMOM 30HBI;
2.5.1.2. IlepexBat B [udposanue [IponyckHoi1 pexxum
npenenax KOHTPOIUpy-
€MO¥1 30HbI BHELIHUMHU | MajT0BEpOSITHO Huzkas Huzkas | HeakryanbHas
HapyLIUTEIAMU; ®uznueckas 3amuTa KaHa- | TexXHOJIOrM4ecKuil mpoiece
Ja CBSI3U

2.5.1.3. Ilepexsat B [udposanwue TexHomornueckuit mporecc
npezaesax KOHTPOJIupy-
€MOii 30HBI BHYTpEH- MaisnoseposiTHO Huskas Huskas | HeakryanbHas S ————
HUMH HAPYIIUTEIISAMH. 713 CBSI3H
2.5.2.Y1po3bl CKaHUPO- MexceTeBol sKpaH TexHomornueckuit mpouecc
BaHUs, HalpaBJICHHbIE
HA BEISBICHME THIIA WNHcTpykuus noias3oBarens
HIIH THIIOB HCIIOJIB3YC- WNHcTpykuunsa agMuHHACTpaTOpa
MBIX OIEpaMOHHBIX 6e30IACHOCTI
CHCTEM, CETEBBIX ajipe- | ManoBeposTHO Huskas Huszkass | HeakryanbHas
COB PabodmX CTaHLMil AKT yCTaHOBKH CPEJICTB 3aIUThI
UCII/Ix, Tormomoruu
CETH, OTKPBITBIX MOP-
TOB U CITy’K0, OTKPBI-
TBIX COEIMHEHUH U JIp.
2.5.3. Yrpo3bl BhIsIBIIE- MexceTeBOM dKpaH TexHonornuecKkui mpouece
HUs [1apOJIEH T10 CETH.

WNHcTpykuus nonas3oBarens

Huskas Cpennsia Cpennsia AKTyanbHas

WHucTpykuus aqMuHUCTpaTOpa
0€30I1aCHOCTH
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AKT yCTaHOBKH CPEJICTB 3aIIUThHI

2.5.4. Yrpo3bl HaBsI3bI-
BaHME JIO)KHOT'O MapI-
pyTa CeTH.

MexceTeBol SKpaH

TexHonoruueckui npouece

WNHcTpykuus nons3oBaress

WNHcTpyKLusa agMUHHACTpATOpa

ManosepoaTHO Huskas Huskas | Heakryanbnas 6e30MACHOCTH
AKT yCTaHOBKH CpPE/CTB 3alllUThI
2.5.5. Yrpo3sl noame- MexceTeBol sKpaH TexHonoruueckui npouece
HBI JIOBEPEHHOTO 00b- WNHcTpykuus nonabs3oBaress
CKTa B CCTH. WHcTpykuus agMuHUCTpaTOpa
MainoseposiTHO Huskas Huskas | HeakryanbHas 6630HACHOCTH
AKT yCTaHOBKH CPEJICTB 3aIUThI
2.5.6. YTpo3sl BHEOpe- Me:xcereBoit 3kpaH TexHonornueckuit mpouecc
HUS JIO)KHOTO 00BEKTa WHcTpyKuys 1mosib30BaTens
xax B ICI1/lu, Tax 1 B UHCTpyKIHMS aIMHHHCTPATOPA
BHEIIHUX CETAX. MaisnoBseposiTHO Huskas Huskas | HeakryanbHas 6e30MaCHOCTH
AKT yCTaHOBKH CpPEZCTB 3allUTHI
2.5.7. Yrpo3sl Tuna MeceTeBoii JKpaH TexHonornueckui nmpouece
«OTxkas3 B 06CITyKHBa- Antusupycaoe [10 WNHcTpyKuus nonp30oBaress
HHHD. ManoseposaTHO Hwuskas Huszkas | HeakryanbHas VHCTpyKIHS aIMUHHCTpaTopa
0€301MacHOCTH
PesepBupoBanue
2.5.8. Yrpo3sl yjanes- MesKceTeBoi IKpaH TexHomornueckuit mpouecc
HOTO 3aITyCKa [IPHJIO- Huskas Cpennsis Huskas | Heaktyanbnas

Antusupycaoe [10

I/IHCprKL[I/I}I IIO0JIB30BAaTCIIA
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JKEHUN.

WNHcTpykuusa agMUHHACTpATOpa
6e301acHOCTH

AxT YCTaHOBKH CPEACTB 3alIUTHI

2.5.9. Yrpo3sl BHEIpE-
HUS 110 CETH BPEIOHOC-
HBIX IPOTPaMM.

Hwuskas

Cpennsis

Cpennsis

AKTyanbpHas

Antusupycnoe 110

TexHonoruueckui npouece

I/IHCTPYKL[I/IH IIO0JIB30BaTCIIA

WHucTpyKus aqMuHUCTpaTOpa
0€30I1aCHOCTH

AKT YCTaHOBKU CPEACTB 3alIUThI




Takum 00pa3om, akTyanbHBIMU yrpo3amu Oe3omacHoctr [1/[H B ABTOHOMHOM
NC VI tuna, aBasgroTcs:

- YIpO3bl OT IEUCTBHUI BPEIOHOCHBIX MPOrpaMM (BHPYCOB);

- YIpO3bl yTPaThl KIOYEH U aTpuOyTOB JOCTYIIA;

- YIpO3bl BBISIBIICHUS MTAPOJIEN MO CETH;

- YTPO3bl BHEIPEHUS 110 CETU BPEIOHOCHBIX ITPOTPAMM.

PexoMeHlyeMbIMH MepaMH 10 MNPEIOTBPALICHUIO PEATU3ALMNN AKTYalbHbIX
yIpO3, SIBISAIOTCS:

- YCTaHOBKA AaHTUBUPYCHOM 3aIUTHI;

- mapoJjIbHAas MOJIMTHUKA, YCTAHABJIMBAIOIIAS 0053aTENbHYIO CIIOKHOCTD U MEPH-
OJIMYHOCTH CMEHBI MTAPOJIs;

- HA3HAYUTh OTBETCTBEHHOTO 3a OE€30MAaCHOCTh MEPCOHANBHBIX JIaHHBIX W3
YUCIla COTPYAHUKOB YUPEKICHUS;

- uHeTpyKuuu noJb3oBateneir UCII/IH, B KOTOpBIX OTpa)K€HbI MOPSIOK 0e3-
omacHoi padotel ¢ UCII/IH, a Tak ke ¢ KiirouyaMu 1 aTpuOyTaMu JOCTyTa;

- yopatp noakitouenue dnnemeHToB MCIIJIH k ceTsm 00IIero mojab30BaHUsS U
() MeXIyHapoaHoro ooMeHa (cetb HTepHeT), eciu 310 He TpedyeTrcst A PyHK-

uronupoBanus UCITH.
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HcxonHblii Kace 3alUIeHHOCTH — CPETHUM.

Tabmura 51

BeposiTHOCT | BO3MOKHOCTB Mepsl 110 IPOTUBOJAEHCTBUIO YIPO3€
OnacHocTh | AKTyalnbHOCTb
HaumenoBanue yrpossl peanusanuu peanusanuu DO3BEL DO3EL
yrposst (Y2) yrposst (Y) yrp yrp TexHuueckue Oprasu3anuoHHbIE
1. Yrpo3sl OT yT€YkH 110 TEXHUYECKUM KaHajlaM
1.1. Yrpo3s! yreuku axy- Bubporenepaopsl, re- WHcTpyKuus moyb30Ba-
CTHUUYECKON MH(pOpMaLuu HEpaTopsl IIyMOB, 3BYy- | TeJs
ManoBeposTHO Huskas Huskas Heakryanbnast | xousomsums. e —
Iporecc
1.2. YTpo3bl yTeuku BU- JKanro3u Ha OKHA [IponyckHo# pexxum
J10BOI1 HHpOpMALH ManosepossTHO Huskas Huskas Heaxryanbnas VHCTPYKIHS MOJIB30Ba-
Tems
1.3. Yrpo3s! yTeuku uH- I'eneparopsl mpo- TexHonornyeckui
(dbopMaruu 1o KaHajgam CTPaHCTBEHHOTO 3a- nporecc 06paboTKu
II5SMHUH ManoBeposTHO Huskas Huskas HeaxkryanpHas | mymuieHus

I'eneparop myma no
LIEIU JICKTPOIIUTAHUS

KonTtyp 3azemnenus

2. YTpo3bl HECAHKIIMOHUPOBAHHOTO JIOCTyNa K MHPOpMAIII

2.1. Yrpo3sl yHUUTOXKEHUs, XMllleHus annapaTtHbix cpeactB UCITIH HocuTeneit nndopmanmu nyrem ¢usnueckoro goctyna k anementam UCIT/Ix

2.1.1. Kpaxa I[IT9BM

ManoBeposTHO

Huzkag

Huskag

HeakryanbHas

OxpaHHas cCUTHaIN3a-
s

[IponyckHO# pexnm

PemeTku Ha okHa

Oxpana

Meramnnueckas 1Bepb

AKT yCTaHOBKH
CPEJICTB 3aIMTHI
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KonoBbiii 3aMok

HIudpoBanue JaHHBIX

2.1.2. Kpaxa Hocurenei

OXpaHHaﬂ CHUTHAJIU3a-

AKT yCTaHOBKH

uHpopMauu s CPEICTB 3aIUThI
ManoBeposATHO Huzkas Huzkas Heakryanbnas | XpaneHue B ceiide VY4er HocuTENEN UH-
dhopmaruu
[udposanue faHHBIX
2.1.3. Kpaxa xiroueit XpaHeHue B ceiide WNHcTpykuus nonb3oBa-
focTyna ManoBeposTHO Huskas Huskas HeakryanbHas Test
2.1.4. Kpaxu, moaudu- OxpaHHas curHanus3a- | AKT yCTaHOBKH
KallUK, YHUYTOKEHUS s CPEICTB 3aIUThI
uHpOpMaIny. Pemerku Ha okHa
Merammueckas 1Bepb
ManoBeposTHO Huskas Huskas HeakryanbHas —
Koznosblit 3aM0K
HIudpoBanue JaHHBIX
Cucrema 3ayThl OT
HCJ
2.1.5. BeiBox u3 cTpost OxpanHas curHanusza- | [IpomyckHoi pexxum
y310B [I9BM, kananos LU
CBA3H MasoBeposATHO Huskas Huskas HeakryanbHas | DCUETKH HA OKHA Oxpana
Merannuueckast 1Bepb
KonoBblit 3aMo0K
2.1.6. Hecankunonupo- Hacrpoiika cpencts NHcTpyknnsa aqMuHH-
ManoBeposTHO Huskas Huskas HeakryanbHas

BAaHHOC OTKIIOYCHUC

3alllUThI

cTpaTopa 6e30MmacHOCTH
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CPEICTB 3aIUThI

TexHonornueckuu
nporecc 00paboTKH

AKT yCTaHOBKH
CPEACTB 3alIUTEHI

2.2. YTpo3sl XUIICHHSI, HECAHKIIMOHUPOBAHHON MOIU(UKAIMK WM OJIOKHPOBaHMs MHPOPMAITUH 33 cUeT HecaHKIHOHUpoBaHHOTO noctymna (HC/I)
C MPUMEHEHUEM NMPOTPaAaMMHO-ANNAPaTHBIX U MPOTPAMMHBIX CPEJICTB (B TOM YHCIIe IPOrpaMMHO-MaTeMaTHUYEeCKUX BO3ICHCTBHIA);

2.2.1. [leticTBus Bpeno-
HOCHBIX NPOrpaMM (BHU-

pPycOB)

AnTtusupycnoe 10

WNHcTpyKnus nons30Ba-
Tenst

NHcTpyknusa oTBeT-
CTBEHHOI'O

NucTpykuuns anMuHu-
cTpaTopa 6e30MacHOCTH

Huskas Cpennsis Cpennsist AKTyanbHast T ———

rporecc 00paboTKH
WNHcTpykuus 1o aHTH-
BUPYCHOM 3alINUTE
AKT yCTaHOBKH
CPEICTB 3aIIUThI

2.2.2. HenexiapupoBaH- Ceptuduxanus

HbIE BO3MOXHOCTH CH-

cremuoro 10 u I1IO qnst | ManoBeposiTHO Huskas Huskas HeakryanbHas

00pabOTKH MepCOHab-

HBIX JAHHBIX

2.2.3. YcranoBka I10 He Hacrpoiika cpencts HNHcTpyKLus 1M01b30Ba-

CBSI3aHHOT'O C HCIIOJTHE- 3aIUTHI TeNst

HHEM CIIyKEOHBIX 005- MaioBeposATHO Huzkas Huzkas Heakryanbnas WNHcTpyKkuus oTBeT-

3aHHOCTEN

CTBCHHOT'O
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2.3. YTpo3bl He IpeJHAMEPEHHBIX IeHCTBUI OJb30BaTeNel U HapyleHuit 0ezonmacnoctu pynkunonuposanus MCI/Ix u C3I1/IH B ee cocTaBe u3-
3a cO0EB B IPOrpaMMHOM 00€CIIEYEHUH, a TAK)XKE OT YIrpO3 HEAHTPOIOI'€HHOro (CO0EB annapaTypbl U3-3a HEHAJIEKHOCTH 3JIEMEHTOB, COOEB JIEK-
TPOIIUTAHUS) U CTUXUUHOTO (yAapOB MOJIHHI, [10’)KapoB, HABOAHEHUH U T.I1.) XapakTepa.

2.3.1. YTpara kirouei u
aTpuOyTOB JOCTYIIA

WucTpyKuus moyib30Ba-
Tens

Huskas Cpennsis Cpennsis AKTyanbHast
WucTpyKuus agMUHU-
cTpaTopa 0€3011acHOCTH
2.3.2. HenpennamepeH- Hactpoiika cpencts Pe3epBHOE KonMpoBa-
Has MOJM(UKaLUs (YHY- MaitoBeposATHO Huzkas Huzkas Heakryanbnas SaLITRL HHE
YTOXKEHUE ) HHPOpMALTUN
COTPYJHUKAMU
2.3.3. HenpennamepeH- JocTtyr Kk ycTaHOBJIe- WNHcTpykius nons3oBa-
HOE OTKJIIOYCHHE HUIO PeKUMOB paboThl | Tels
CPEICTB 3aIUThI MaioBeposTHO Huskas Huskas HeaxTyabHas CPEICTB 3aIUThI WHcTpyKkuns aqMUHK-
IIPEIOCTABIACTCA TOJIb- | CTpaTOpa O€30MaCHOCTH
KO aJIMUHUCTPATOPY
0e3011acHOCTH
2.3.4. Beixoa u3 cTpos PesepBupoBanue
arrmaparHo- ManoBeposTHO Huskas Huskas HeakryanbHas
IPOrPaMMHBIX CPEJCTB
2.3.5. COoii cuctemsl Hcnone3oBanue uctou- | PesepBHoe konupoBsa-
JIIEKTPOCHA0KEHUS MaI0BEpOSTHO Huskas Huskas HeakryansHas | HUKa OecriepeboiiHoro | Hue
INEKTPONUTAHUS
2.3.6. Ctuxwuiinoe Gen- IToxapnas curnanusa-
CTBHE MaioBeposATHO Huskas Huskas Heaxryanbnas st
2.4. Yrpo3sl IpeIHAMEPEHHBIX IEUCTBUI BHYTPEHHUX HapYIIUTEIEH
2.4.1. Hoctyn x uapOp- Cucrema 3auThl OT AKT yCTaHOBKHU
Maruu, MoAauuKaIms, HCJ CPEIICTB 3alUTHI
ManoBeposiTHO Huskas Huskas HeakryanbHas

YHUUYTOKEHHUE JINIIaMU He
JOMYIIEHHBIX K €€ 00pa-

PaspemurensHas cu-
cTema JIomycKa
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0oTKEe

TexHonornueckuu
nporecc 00paboTKH

2.4.2. Pa3rnaiienue uH-
dhopmaruu, monuduka-
1S, YHUYTOXKEHHUE CO-
TPYAHUKAMH JOMYIICH-
HBIMU K €€ 00paboTKe

Huskas

Cpenusis

Huzkasg

HeakryanbHas

JoroBop o He pa3ria-
HICHUH

WNHcTpykuus 1nons30Ba-
TeNs

2.5. prOSBI HCCAHKIMMOHHUPOBAHHOI'O AOCTYIIA I10 KaHaJlaM CBs3U

2.5.1. Yrposa «Ananu3 cereBoro Tpaduka» ¢ nepexsaroM nepenaaemoit usz UCIIu u npu-

HUMAaEMOW M3 BHEIIHUX CeTeH MH(pOpMAIUH:

2.5.1.1. IlepexnBar 3a ne- [IudpoBanue TexHonoruueckui

penenaMu ¢ KOHTPOJIH- MaitoBeposATHO Huskas Huskas Heakryanbnas rnpouecc

pyeMOH 30HBI;

2.5.1.2. Ilepexsar B mpe- Mudposanue IIpomyckHO pexxum

JieJ1ax KOHTPOJIMPYEMOi

30HBI BHCINHAMH HApy- ManoBeposTHO Huskas Huskas HeakryanbHas

LIUTEISIMMU, dusnyeckas 3ammra TexHomornyeckmit
KaHaja CBS3U IpolLecc

2.5.1.3. Ilepexsar B mpe- HIudposanue TexHomornueckuit

Jiesiax KOHTPOJIUPYEMOit Iporecc

30HbBI BHYTPEHHHMHU ManoseposTHO Huskas Huskas HeakryanbHas S ————

HapyUIUTEISIMU. KAHATA CBS3H

2.5.2.YTpo3bl CKaHUPO- Me:xceTeBol dKpaH TexHonornueckui

BaHUsl, HalpaBJICHHbIC HA IpolLecc

BBISIBJICHHE TUIIA WU THU- WHucTpykuus moyib30Ba-

ManoBeposiTHO Huskas Huskas HeakryanbHas Tens

OB HUCIIOJIL3YCMBIX OIIC-
PpallMOHHBIX CUCTEM, CC-
TCBBIX aZIPpECOB pa6oq1/1x

WHuCcTpyKIMs aaMUHU-
cTpaTopa 6e30MmacHOCTH
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cranuit UCIIH, Tomo-
JIOTHM CETH, OTKPBITBIX
MOPTOB U CITY’KO, OTKPBI-
TBIX COCIMHEHUH U JIp.

AKT yCTaHOBKH
CPEACTB 3alUTHI

2.5.3. YTpo3sl BhIsBIIE-
HUSI TApOJIeH IO CETH.

MaiioBeposATHO

Huzkas

Huzkas

HeakryanbHas

Me:xceTeBou 3KpaH

TexHnonornueckuit
poIIecc

WNHcTpykuus 1nons30Ba-
Tenst

HNucTpykuuns anMuHu-
cTpaTopa 06e30MacHOCTH

AKT yCTaHOBKHU
CPEACTB 3alIUTHI

2.5.4. Yrpo3sl HaBsI3bI-
BaHUE JIOXKHOT'O MapIiI-
pyTa ceTH.

MaitoBeposATHO

Huzkas

Huzkas

HeakryanbHas

Me:xceTeBou d3KpaH

TexHnonornueckuit
IpoIIecC

NHcTpyKIus nons30Ba-
Tels

NHcTpyknnsa aqMuHH-
cTpaTopa 6e30MmacHOCTH

AKT yCTaHOBKH
CPEACTB 3alIUTHI

2.5.5. Yrpo3s! moiMeHbI
JIOBEpEHHOT0 00BEKTa B
CeTH.

MasnoBeposiTHO

Huzkas

Huzkas

HeakryanbHas

Me:xceTeBou dKpaH

TexHomornueckuit
poliecc

NHcTpyknus nons3oBa-
Tels

WNHcTpyknnsa aqMuHH-
cTpaTopa 6e30MmacHOCTH

AKT yCTaHOBKH
CPEACTB 3allUTHI

2.5.6. Yrpo3sl BHEIIpE-
HUSL JIOKHOTO 00BEKTa

ManoBeposTHO

Huzkag

Huskag

HeakryanbHas

Me:xceTeBoM dKpaH

TexHomornueckuit
poliecc
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kak B UCII/IH, Tak u BO
BHEUIHUX CETSIX.

WNHcTpyKuus nons30B8a-
Tenst

NucTpykuus anMuHu-
cTparopa 0e30MacHOCTH

AKT yCTaHOBKH
CPEICTB 3aIUThI

2.5.7. Yrpo3ssl Tuna «OTt-
Ka3 B 00CITy)KHBaHUWNY.

MaiioBeposATHO

Huzkas

Huzkas

HeakryanbHas

MesxceTeBoi IKpaH

TexHnomornueckuit
poIIecC

AnTtusupycnoe 10

WNHcTpyKuus nons30Ba-
Tenst

NucTpykuuns anMuHu-
cTpaTopa 6e30MacHOCTH

PesepBupoBanue

2.5.8. Yrpo3sl yaajieHHo-
0 3aIyCKa IPUI0KCHUH.

ManoBeposTHO

Huskasg

Huskasg

HeakryanbHas

MesxceTeBoi IKpaH

TexHomornueckuit
IpoIIecC

AnTtusupycnoe 10

NHcTpyknus nons3oBa-
Tels

WHCcTpyKIMS aAMUHU-
cTpaTtopa 6€30MacHOCTH

AKT yCTaHOBKH
CPEACTB 3alIUTHI

2.5.9. Yrpo3sl BHeApe-
HUS TIO CETH BPEIOHOC-
HBIX TIPOTPaMM.

ManosepossTHO

Huskasg

Huskasg

HeakryanbHas

AnTtusupycnoe 10

TexHonornueckuit
poliecc

NHcTpyknus nons3oBa-
Tels

WNHcTpyknnsa aqMuHH-
cTpaTopa 6e30macHOCTH

AKT yCTaHOBKH
CPEACTB 3allUTHI




Taxkum 06pa3om, akTyasbHbIMU yTrpo3amu OezonacHoct [1J1a B JIMC | Tuna,
SABJISIFOTCSL:

- YIpO3bl OT IEUCTBHUI BPEIOHOCHBIX MPOrpaMM (BHPYCOB);

- YIpO3bl yTPAThI KIOYEH U aTpUOyTOB JOCTYIIA.

PexoMeHyeMbIMU MepaMH 0 MNPEIOTBPAILCHUIO PEATM3ALNNA AKTYaJIbHBIX
yIpO3, SIBISAIOTCS:

- YCTaHOBKA AHTUBUPYCHOM 3aILUTHL;

- MMapoJIbHAs MOJIMTUKA, YCTAHABIMBAIOIAsl 003aTENIbHYIO CI0XKHOCTh U MepH-
OJIMYHOCTH CMEHBI MAPOJIS;

- HA3HAYUTh OTBETCTBEHHOTO 3a OE€30MAaCHOCTh MEPCOHANBHBIX JIaHHBIX W3
YHUClla COTPYJHUKOB YUPEKIACHUS;

- uHCTpyKumu noib3oBareneit UCII/IH, B KOTOpBIX OTpakeHbI MOPAIOK Oe3-

omacHoi padotel ¢ UCII/IH, a Tak ke ¢ KiitouaMu 1 aTpuOyTaMu JOCTyTa.

187



Ipunoxkenue 8
O6o0mennast moaesb yrpo3 mis JIMC |l tuna

188
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HcxoaHbIi KIace 3alUIIEHHOCTH — CPETHHM.

Tabmura 52
BeposTHOCTD | BO3MOIKHOCTB Mepsbl 110 TPOTUBOJAEHCTBUIO YIPO3€
OmnacHOCTh | AKTYaJIbHOCTh
HanmMeHoBaHue yrpo3sl |  peanu3aiuu peanu3anuu DO3EL DO3EL
yrposst (Y2) yrposst (Y) yrp yrp TexHuueckue Oprasu3anuoHHbIE
1. Yrpo3sl OT yT€UKH 110 TEXHUYECKUM KaHajlaM
1.1. Yrpo3s! yreuku Bubporenepartopsl, rene- | MHCTpyKIKA MOJIb30BaTeNs
aKyCTHYECKOW UH(OP- aTOpBbI LIIYMOB, 3BYKOM30- =
Y $op MaiioBeposaTHO Huskas Huszkas | HeakryanbHas patop yMOB, 3BY TexHonornueckuu mnpouece
Maluu JSALHUA.
1.2. Yrpo3s! yreuku JKamro3u Ha OKkHa [IponyckHOM pexum
i MaiioBepoaTHO Huskas Huszkas | HeakryanbHas
BUI0BOH HH(opMaLHn p Y NHCcTpyKuuMs nosib3oBaTess
1.3. YTpo3sl yTeuku I'eneparopsl nmpocTpaH- TexHonornyeckui nmpouece
MH(pOpMaIKU MO KaHa- CTBEHHOTI'O 3alyMJICHUS 00paboTKu
$op ManoseposiTHO Huskas Huskas | HeaxryanbHas Y p

nam [IDMUH

I'eneparop myma no nenu
IIEKTPONUTAHHUS

KonTtyp 3azemnenus

2. YTpo3bl HECAHKIIMOHUPOBAHHOTO JIOCTyNa K MH(pOpMauu

2.1. Yrpo3sl yHUUTOKEHHsI, XMIeHns annapaTtHbix cpeactB MCITIH HocuTeneit nnpopmanmu nyrem ¢usuueckoro goctyna k anementam UCIT

2.1.1. Kpaxa I[IT9BM

ManoBeposiTHO

Huzkas

Huzkas

HeaktyanpHas

OxpaHHas CUTHAJIN3ALMS

[IponyckHO# pexnm

PemeTkn Ha okHA

Oxpana

Merammueckas 1BEpb

AKT yCTaHOBKH CpPEJICTB 3alllH-
THI

KonmoBeriit 3aMoK
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[udpoBanue JaHHBIX

2.1.2. Kpaxa Hocure-
nei napopmauu

OXpaHHaﬂ CHUIHaJIn3anus

AxT YCTaHOBKH CPEACTB 3allln-
ThI

ManoBeposiTHO Huskas Huszkas | HeakryanbHas > >
Xpanenue B celie Yuer Hocureneit unpopmanuu
[[IndpoBanune naHHBIX
2.1.3. Kpaxa xiroueit XpaHeHue B ceiide WNHcTpykuus nonas3oBaress
nocTyna MainoseposiTHO Huskas Huskas | HeakryanbHas
2.1.4. Kpaxu, moau- OxpaHHas CUTHAJIM3ALMs AKT yCTaHOBKH CPEJICTB 3alllu-
(dbuKanuu, yHUYTOKE- Pemerku Ha OKHA ThI
HUS HTHPOPMAIIHH.
Merammueckas 1Bepb
MaisnoseposiTHO Huskas Huskas | HeaktyanbHas | Konopplif 3aMoK
[udpoBanue JaHHBIX
Cucrema 3amutsl oT HCJJ
2.1.5. BeiBox u3 cTpost OxpaHHasi CUTHaIU3AIMs [IponyckHOM pexum
y3i0s 1I9BM, kananos Pemrerku Ha okHa Oxpana
CBSI3HU MaitoBepoaTHO Huskas Huskas HeakryanpHas
Meramueckast 1Bepb
KonoBslii 3aM0K
2.1.6. Hecanknuonu- Hacrpoiika cpencts 3amu- | MHCTpyKIMsS aaMUHUCTpaTOpa
POBAHHOE OTKJIIOUEHUE TBI 0e30macHOCTH
CPCACTB 3alHTBI TexHOMOrMYecKuii mporecc
MasoBeposiTHO Huzkas Huzkas | HeakryanbHas o0paboTku

AxT YCTaHOBKU CPEACTB 3allln-
ThI
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2.2. Yrpo3sl XHILIEHHs, HECAaHKIIMOHUPOBAHHON Moau(UKanuu win OJIOKMpoBaHMSA WH(GOpPMAIMK 3a cYeT HecaHKIHoHupoBaHHoro noctymna (HC) c
IIPUMEHEHHEM IPOrpaMMHO-aNNapaTHBIX U IPOIPAMMHBIX CPEACTB (B TOM YHUCIIE€ IPOrPAMMHO-MaTEMaTHYECKUX BO3IEHCTBUI);

2.2.1. [leticTBus Bpe-
JOHOCHBIX IPOTPaMM

(BUpycCOB)

Antuupycsoe 110

WNHcTpykuus 1nonbs30BarTess

I/IHCTPYKLII/IH OTBETCTBECHHOI'O

WNHcTpykuusa agMUHACTpATOpa
0€e30MacHOCTH

TexHonornuecKui npouece

Hwuzkas Cpennsis Cpennsis AKTyanbpHas 06paBOTKH

WHcTpyKuys 110 aHTUBUpPYC-
HOMU 3aIuTe
AKT yCTaHOBKH CPEJCTB 3all[H-
THI

2.2.2. Hepexuapupo- Ceprudukanus

BaHHbIE BO3MOXHOCTH

cuctemuoro I10 u I10 Hwuzkas Cpennsis Huzkas HeaxryansHas

JUTst 00pabOTKH Tepco-

HAJIbHBIX JIAHHBIX

2.2.3. Ycranoska [10 Hacrpoiika cpencts 3amu- | MHCTpyKLIMS MOJIb30BaTEN

HE CBASAMHOTO € He- MasoBeposATHO Huskas Huskas | Heaxtyanbnas | VHCTPyK1Hs OTBETCTBEHHOTO

MOJIHEHUEM CITyKe0-
HBIX 00513aHHOCTEH

2.3. Yrpo3bl He IpeJHAMEPEHHBIX 1eHCTBUI MoJb30BaTenel 1 HapyiieHuil 6ezonacHocty GpynkuuonupoBanus MCII/In u C3I1/1H B ee cocTaBe n3-3a
cO0eB B IPOrpaMMHOM 00€ECTIEYEHHH, a TAKKe OT YIpOo3 HEAaHTPONOTreHHOro (cO0eB anmnapaTypsl U3-3a HEHAIEKHOCTH 3JIEMEHTOB, COOEB AIEKTPOIUTA-
HUS) U CTUXUHHOTO (y1apOB MOJIHUH, 10’KapOB, HABOJAHEHUI U T.I1.) XapakTepa.

2.3.1. YTpara kirouen

NHcTpykupns nons3oBaresns

1 atpuOyTOB JIOCTyTa Huskas Cpennsia Cpennsia AKTyanbHas WNHcTpyknmsa agMuHHACTpaTOpa
Oe3omacHoOCTH
2.3.2. Henpenname- Hacrpotiika cpencts 3anu- | PezepBHoe konnpoBaHue
€HHast MoAUu(pUKaLus THI
p pQuical ManoseposiTHO Huskas Huskas | Heakryanbnas

(YHUYTOXEHHE) UH-
dbopmanuu CoTpyAHU-
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KaMu

2.3.3. Henpenname-
PEHHOE OTKJIFOUCHHE

JlocTyn K yCTaHOBJIEHUIO
PEXKUMOB pabOTHI CPEJCTB

WNHcTpykuus nons30oBaress

WucTpykuusa agMuHHCTpaTOpa

CPEACTB 3alUThI ManosepoaTHO Huskas Huskasa | HeakrtyanbHas | 3alUMTBI IPENOCTABIACTCA | Ge30MacHOCTH
TOJIBKO aJIMUHHUCTPATOPY
Oe3onacHoCcTU
2.3.4. Beixop u3 ctpos PesepBupoBanue
anmnapaTHoO- MaiioBeposaTHO Huskas Huszkas | HeakryanbHas
IIPOrPaMMHBIX CPEICTB
2.3.5. C6oii cuctemsl Hcnonp3oBanue uctouHu- | PesepBHoe konupoBaHue
ANEKTPOCHAOKEHHS MaJioBEpOSTHO Huskas Huskas | HeakryansHas | Ka Oecriepe0oitHOTO AIeK-
TPOIUTAHUS
2.3.6. CruxuiiHoe 6en- [ToxxapHasi curHaIM3anus
CTBHE ManoseposiTHO Huskas Huskasa | HeakryanbHas
2.4. Yrpo3bl IpeJHaMEepEeHHBIX AEUCTBUN BHYTPEHHUX HapyLIUTENEH
2.4.1. locTym K UH- Cucrema 3amutbl oT HCJl | AKT ycTaHOBKHU CPEJCTB 3ally-
bopmanuu, moaudu- THI
Kalus, yHUITOKCHAC PaspemmuTensHas cucrtema J10-
JUI[AMH HE JOIyILEH-
I 6H 6ym ManoseposiTHO Huskas Huskas | HeaxryanbHas ITyCKa
HBIX K €€ 00paboTke TexHonoruueckuii mpomecc
00paboTKu
2.4.2. Pazrnamenue Jlorosop 0 He pasrIaleHUN
MH(OpMAIHK, MOJIH- WNHcTpykuus 1nons3oBaress
MKallus, yHUUTOXKe-
(uicatnis, y Huskas Cpennsia Huskas | HeaxryanbHas

HUE COTPYAHUKAMHU J10-
MyIIEHHBIMH K €€ 00-
paboTke
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2.5. Yrpo3bl HECAaHKIIMOHUPOBAHHOT'O JOCTYIIA MO KaHaJIaM CBSI3U

2.5.1. Yrposa «Ananu3 cereBoro Tpaduka» ¢ nepexsaroM nepenaaemoit u3z UCIIu u
IIPUHUMAECMO U3 BHEIIHUX CeTel nHpOpMaInu:

2.5.1.1. [lepexnart 3a [udposanue TexHomoruueckuit mporecc
nepesieaMu ¢ KOHTPO- Hu3zkas Cpennsis Huszkas | HeakryanbHas
JINPYEMOM 30HBI;
2.5.1.2. IlepexBar B [IudpoBanue [IponyckHoi1 pexxum
npenenax KOHTPOIUpy-
€MOH 30HBI BHEIIHUMH | Mai0BepOsSTHO Huskas Huszkas | HeakryanbHas
HapyLIUTEIAMU; ®uznueckas 3amuTa KaHa- | TexXHOJIOrM4ecKuil mpoiece
Ja CBSI3U

2.5.1.3. [lepexBar B Iudposanue TexHonornueckuit mpouecc
npezaesnax KOHTPOJIupy-
€MOii 30HBI BHYTpEH- MaisnoseposiTHO Huskas Huskas | HeakryanbHas S ————
HUMH HAPYIIUTEIISAMH. 713 CBSI3H
2.5.2.Y1po3bl CKaHUPO- MexceTeBol sKpaH TexHomornueckuit mpouecc
BaHUs, HalpaBJICHHbIE
HA BEISBICHME THIIA WHcTpyKuys 1mosib30BaTens
VT THITOB UCTIOJb3Y e WHcTpyKuusa agMuHUCTpaTOpa
MBIX OIIEpallMOHHBIX 6e30IACHOCTI
CHCTEM, CETEBBIX ajipe- | ManoBeposTHO Huskas Huszkass | HeakryanbHas
COB PabodmX CTaHLMil AKT yCTaHOBKH CpPEZCTB 3allll-
WCII/IH, TOmog0oruu ThI
CETH, OTKPBITBIX IOp-
TOB U CITy’K0, OTKPBI-
TBIX COEIMHEHUH U JIp.
2.5.3. Yrpo3bl BhIsIBIIE- MexceTeBOM dKpaH TexHonornuecKkui mpouece
HUs [1apOJIEH T10 CETH.

NHcTpyKuus 1oJ1b30BaTems

Huskas Cpennsia Cpennsia AKTyanbHas

WHucTpykuus aqMuHUCTpaTOpa
0€30I1aCHOCTH
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AKT yCTaHOBKH CPEJICTB 3allH-
TBI

2.5.4. Yrpo3bl HaBsI3bI-
BaHME JIO)KHOT'O MapI-
pyTa CeTH.

MexceTeBol SKpaH

TexHonoruueckui npouece

WNHcTpykuus nons3oBaress

WNHcTpyKLusa agMUHHACTpATOpa

ManosepoaTHO Huskas Huskas | Heakryanbnas 6e30MACHOCTH
AKT yCTaHOBKH CpPEJCTB 3alllu-
TBI
2.5.5. Yrpo3sl noame- MexceTeBol sKpaH TexHonoruueckui npouece
HBI JIOBEPEHHOTO 00b- WNHcTpykuus nonabs3oBaress
CKTa B CCTH. WHcTpykuus agMuHUCTpaTOpa
MainoseposiTHO Huskas Huskas | HeakryanbHas 6630HACHOCTH
AKT yCTaHOBKH CpPEZCTB 3alllu-
THI
2.5.6. YTpo3sl BHEOpe- Me:xcereBoit 3kpaH TexHonornueckuit mpouecc
HUS JIO)KHOTO 00BEKTa WHcTpyKuys 1mosib30BaTens
xax B ICI1/lu, Tax 1 B UHCTpyKIHMS aIMHHHCTPATOPA
BHEIIHUX CETAX. ManoseposiTHO Huskas Huskas | HeakryanbHas 6e30MaCHOCTH
AKT yCTaHOBKH CpPEZCTB 3alllk-
THI
2.5.7. Yrpo3sl Tuna MeceTeBoii JKpaH TexHonornueckui nmpouece
«OTxkas3 B 06CITyKHBa- Antusupycaoe [10 WNHcTpyKuus nonp30oBaress
HUW.
Huskas Cpennsis Hunskas | Heakryanbnas WNHcTpykuusa agMUHHACTpATOpa
0€301MacHOCTH
PesepBupoBanue
2.5.8. Yrpo3sl yjanes- MesKceTeBoi IKpaH TexHomornueckuit mpouecc
HOTO 3aITyCKa [IPHIIO- Huskas Cpennsis Huskas | Heaktyanbnas

Antusupycaoe [10

I/IHCprKL[I/I}I IIO0JIB30BAaTCIIA
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JKEHUN.

WNHcTpykuusa agMUHHACTpATOpa
6e301acHOCTH

AxT YCTaHOBKH CPEACTB 3allln-
Thl

2.5.9. Yrpo3sl BHEIpE-
HUS 110 CETH BPEIOHOC-
HBIX IPOTPaMM.

Hwuskas

Cpennsis

Cpennsis

AKTyanbpHas

Antusupycnoe 110

TexHonoruueckui npouece

I/IHCTPYKHI/IH IIO0JIB30BaTCIIA

WHucTpyKus aqMuHUCTpaTOpa
0€30I1aCHOCTH

AKT YCTaHOBKU CPEACTB 3allln-
ThI




Taxkum o6paszoM, akTyanbHbIMU yrpo3amu Oezomacuoctu [1J[a B JIUC Il Tuna,
SIBJISTFOTCSI:

- YIpO3bl OT IEUCTBHUI BPEIOHOCHBIX MPOrpaMM (BHPYCOB);

- YIpO3bl yTPaThl KIOYEH U aTpuOyTOB JOCTYIIA;

- YIpO3bl BBISIBIICHUS MapOJIEH O CETH;

- YIpO3bl BHEJIPEHUSI 110 CETH BPEIOHOCHBIX MPOrPaMM.

PekomeHmyeMbIMU MepaMH TO MPEAOTBPALIECHUIO peah3allii aKTyaJlbHbIX
yIpO3, SIBISIOTCS:

- YCTaHOBKA aHTUBUPYCHOM 3aIlUTHI;

- mapoJjIbHAas MOJIMTHUKA, YCTAHABJIMBAIOIIAS 0053aTENbHYIO CIIOKHOCTD U MEPH-
OJIMYHOCTH CMEHBI MapOJIs;

- €CJId TPOU3BOJUTCS TepeAada oOpadaTbiBaeMoil mH(MOpPMAIUU MO KaHajaM
CBsI3H, TO HEOOXO0JIMMO UCIOJIb30BaTh MHU(PPOBAHHUE;

- HA3HAYUTh OTBETCTBEHHOI'O 3a 0E€30MacHOCTh MEPCOHAIBHBIX MAHHBIX W3
4ucia COTPYAHUKOB YUPEKICHUS;

- uHeTpyKuuu noJb3oBateneid UCII/IH, B KOTOpBIX OTpa)K€HbI MOPSIOK 0e3-
ommacHoi padotel ¢ UCII/IH, a Tak ke ¢ KiltouaMu U aTpudyTaMu JOCTYTIa;

- yopatp noakmtouenue dnmemeHToB MCIIJIH k ceTssm 0o0IIero mojab30BaHUS U
(wnn) mexayHapoHoro ooMeHa (cetb UHTEpHET), eciiu 3To He TpedyeTcs it QyHK-

uronupoBanus UCITH.
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HcxoaHbIi KIace 3alUIIEHHOCTH — CPETHHM.

nam [IDMUH

I'enepaTop myma no nenu
ANEKTPONUTAHHUSI

Tabmura 53
BepositHocts | Bo3mokHOCTD MepsI 110 IPOTHBOACHCTBHIO yrpo3e
OnacHOCTh | AKTYyaJbHOCTb
HanmeHnoBanue yrpo3sl | peain3auuu peanu3auuu 0351 DO3EI
yrposst (Y2) yrposst (Y) yrp yrp TexHuueckue Oprasu3anuoHHbIE
1. Yrpo3sl OT yT€UKH 110 TEXHHYECKUM KaHajlaM
1.1. Yrpo3s! yreuku Bubporenepaopsl, renepatopsl | UHCTpyKIMs 1M0Ib30Ba-
aKyCTHUYECKON HH)OP- [TYMOB, 3BYKOU3OJISIIHS. Tes
Maliu MaioeposaTHO Huskas Huskas HeaxryanbHas TeXHOIOrHYecKH il Ipo-
ece
1.2. Yrpo3b! yTeuku JKanro3u Ha OKHA [IponyckHoi1 pexxum
BUJI0BOH HH(pOpMALHK MaitoBeposATHO Huskas Huskas Heaxryanbnas VHCTpyKIHS MOJIB30Ba-
Tems
1.3. Yrpo3b! yTeuku I'eneparopsl mpocTpaHCTBEH- | TEXHOIOTMUYECKHH Mpo-
nH(popMalKU 10 KaHa- HOTO 3alIyMJICHHUS 1ecc 00paboTku
op ManoBeposTHO Huskas Huskas HeakryanbHas Y P

Konryp 3a3emienus

2. YTpo3bl HECAHKIIMOHUPOBAHHOTO JIOCTYTa K MHPOPMALUU

2.1. Yrpo3sl yHuuTOXEHUS, XulleHus annapatbix cpeacts UCIIIH HocuTenelt mHGopManuu nyteM ¢puznyeckoro nocryna k anementam UCI/Ix

2.1.1. Kpaxa [I9BM

MaisnoBeposiTHO

Huskas

Huskas

HeakryanbHas

OXpaHHaH CHUTHaJIUu3a1uAa

[IponyckHO# pexum

PemeTku Ha okHa

OxpaHa

Merannnueckas ABCPb

AKT yCTaHOBKH CpPEZCTB
3aIUTHI
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KonoBbiii 3aMoK

HIudpoBanue JaHHBIX

2.1.2. Kpaxa Hocure-
nei napopmamuu

OXpaHHaﬂ CHUTHAJIM3aluA

AKT yCTaHOBKH CpPE/ICTB
3alIUThHI

MaioBeposiTHO Huzkas Huzkas Heaxryanbnas | Xpanenue B ceiide VYyer Hocureneit uadop-
Mauuu
[udposanue faHHBIX
2.1.3. Kpaxa xiroueit XpaHeHue B ceide HNuctpykuus noas3oBa-
focTyna ManoBeposTHO Huskas Huskas HeakryanbHas Tels
2.1.4. Kpaxu, monu- OxpaHHas cCUTHaIU3aUs] AKT yCTaHOBKH CpPE/ICTB
(bI/IKaHI/II/I, YHUYTOXKEC- Permmerky Ha OKHA 3alIUThI
HUS HHOPMAITHH.
Mertannuueckast 1BEpb
ManoBeposTHO Huskas Huskas HeaxryansHast | Konomprif 3amox
HIudpoBanue JaHHBIX
Cucrema 3anutbl or HCJ|
2.1.5. BeiBox u3 cTpos OxpaHHas curHanu3anus [IponyckHOM pexum
y3ios II9BM, kananos Pemretkyu Ha OKHa Oxpana
CBSI3HU MaioBeposATHO Huzkas Huzkas Heaxkryanbnas
Merammueckas 1Bepb
KoznoBblit 3aMoK
2.1.6. Hecankumonu- Hacrpolika cpencTs 3aliuThel HNHcTpykuus aiMUHK-
POBaHHOE OTKJIFOYEHHUE CTpaTopa 6e30MacHOCTH
CPCACTE 3alLUTRI ManoBeposTHO Huskas Huskas | HeaxryanbHas TexHOMIOTMYECKHI TIPO-

1ecc 00paboTKu
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AKT yCTaHOBKH CpPEZICTB
3aLIUTHI

2.2. YTpo3sl XUIICHHS, HECAHKIIMOHUPOBAHHOW MOIU(MUKAIIMKA WU OJIOKMpOBaHUs MH(pOpMamuu 3a cueT HecaHKIHoHUpoBaHHOro aoctyna (HC) c
MPUMEHEHHEM IPOTrpaMMHO-aNTapaTHBIX U MMPOTPAMMHBIX CPEACTB (B TOM YHUCIIE TIPOTPAMMHO-MATEeMaTHYECKUX BO3JICHCTBUN ),

2.2.1. [leticTBus Bpe-
JOHOCHBIX TPOTPaMM

(BUpyCOB)

AnTtusupycnoe 10

HNHucTpykuus noas3osa-
TEs

HNHcrpyknnsa oTBet-
CTBEHHOT'O

HNucTpykuus aaMuHu-
cTparopa 6€30MacHOCTH

Huskas Cpennsis Cpennsis AKTyanbHas TeXHONOTHHECKHiT TIPO-

1ecc 00paboTKH
HNHcTpykuus no aHTUBH-
pYCHOW 3a1iuTe
AKT YCTaHOBKH CPEJICTB
3aIlUTHI

2.2.2. Henexmnapupo- Cepruduxanus

BaHHBIE BO3MOXXHOCTH

cuctemuoro 10 u I10 Huzkas Cpenusis Huzkas Heakryanbnas

11 06paboTKU TIepco-

HaJbHBIX JJAHHBIX

2.2.3. Ycranoska [10 Hacrpolika cpencTs 3aliuTel HNHucTpykuus noap3osa-

HE CBSI3aHHOTO C HC- TeJst

MOJIHEHUEM CITyKe0- MaioBeposTHO Hwuskas Hwuskas Heakryanbnas Hucrpykuus oTBeT-

HBIX 00S13aHHOCTEH

CTBCHHOI'O

2.3. Yrpo3bl He peJHaMEPEHHBIX J1eHCTBUI NoJb30BaTenell 1 HapyiieHuil 6ezonacHocty GpynkuuonupoBanust UCII/In u C3I1/1H B ee cocTaBe n3-3a
cO0eB B IPOrpaMMHOM 00€CTIEYeHNH, a TAKXKE OT YIrPO3 HEAHTPONOTreHHOTo (cO0eB anmapaTyphl U3-3a HEHAJIEKHOCTHU 3JIEMEHTOB, COOEB AIEKTPOIHUTA-
HUS) U CTUXUHHOTO (yIapOB MOJIHUH, 10>KapOB, HABOJAHEHUI U T.I1.) XapakTepa.

2.3.1. YTpara kirouen
1 aTpuOyTOB JAOCTYIIA

Huzkas

Cpennsis

Cpenusst

AKTyalibHast

HNHcTpykuus noap3oBa-
Tels
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HNucTpykuus aaMuHu-
cTparopa 6€30MacHOCTH

2.3.2. Henpenname-
peHHast MO (HUKAIIHS

Hactpolika cpencTs 3amurhl

PesepBHOE KONIMpOBaHUE

(YHUYTOXKEHME) UH- ManoBeposTHO Huskas Huskas HeakryanbHas

dbopMaluu coTpyIHu-

KaM#

2.3.3. Henpenname- JlocTyn K yCTaHOBJIEHUIO pe- HNuctpykuus noas3oBa-

PEHHOE OTKJIIOUECHHE YKUMOB pabOThI CPEJICTB 3alllU- | TS

CPEJICTB 3aIIUThI ManoBeposTHO Huskas Huskas HeaktyanbHas | Thl IpeaOCTABISIETCS TOJIBKO HNuctpykuus aiMUHK-
aJIMUHUCTpaTOpy 0€30macHo- | cTparopa 0€30MacHOCTH
CTH

2.3.4. Beixoa u3 cTpos PesepBupoBanue

arrnapaTrHo- MaitoBeposATHO Huskas Huskas Heaxryanbnas

MIPOTrPaMMHBIX CPEICTB

2.3.5. COoii cuctemsl Hcnonb3oBanue ncToyHUKa PesepBHOE KOTMpOBaHUE

3IIEKTPOCHA0KEHUS MaJIOBEpOSTHO Huskas Huskas | Heaxryanbas | O€CHEPEOOHHOrO 51eKTPONH-
TaHUs

2.3.6. Ctuxuiinoe 0ex- [Toxapnast curHanuzanus

CTRUE MaioBeposTHO Huzkas Hu3zkas Heakryanbnas

2.4. Yrpo3bl IpeIHAMEPEHHBIX IEUCTBUI BHYTPEHHUX HapyLIUTEIEH

2.4.1. locTyn K UH- Cucrema 3ammrsr ot HCJQ AKT yCTaHOBKH CpPEZCTB

dbopmartuu, moaudu- 3alIUThI

Kanust, yHU9TOKCHIC PazpemurensHas cucre-

JHIaMi HE NOMYIICH- MaisnoBeposiTHO Huzkas Huzkas Heakryanbnas Ma J0ITyCKa

HBIX K ee 00paboTke TexHomornyeckuii npo-

1ecc 00paboTKu
2.4.2. Pazrnaiienue Huskas Cpemsis Huskas HeaxTyanbHas JoroBop o He pa3riamie-

uHpOpMaIUU, MOIH-

HUMN
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buKanys, yHUYTOXKE-
HUE COTPYTHUKAMH J[0-
MYIHIEHHBIMH K €€ 00-
paboTke

HNHucTpykuus noas3osa-
TeIs

2.5. Yrpo3bl HECAaHKIIMOHUPOBAHHOI'O JJOCTYIIA [0 KaHaaM CBSI3U

2.5.1. Yrposa «Ananu3 cereBoro Tpaduka» ¢ nepexsaroM nepenaaemoint u3z UCIIu u
IPUHUMAECMO# U3 BHEIIHUX CeTei WHGOpMAIIHU:

2.5.1.1. [lepexnart 3a [udposanue TexHomoruyeckuii mpo-

IepesiellaMy ¢ KOHTpo- | MasnoBeposiTHO Huzkas Huzkas HeakryanbHas ece

JINPYEMOM 30HBI;

2.5.1.2. IlepexBar B [udpoBanue [IponyckHo# pexxum

penenaax KOHTPOIUpy-

€MOH 30HBI BHEIIHUMH | Maji0BepOSITHO Huskas Huszkas | HeaxtyanbHas

HapyLIUTEIAMU; ®duznyeckas 3al1MTa KaHajla TexHosnornueckuit npo-
CBSI3U ece

2.5.1.3. Ilepexnat B [udposanue TexHomornyeckuii mpo-

npenenaax KOHTPOIUpy- ece

eMoit 30HbI BHYTpEH- ManoBeposTHO Huskas Huskas HeakryanbHas S ———

HUMU HapyIINATEIAMHU. CBSI3U

2.5.2.Y1po3bl CKaHUPO- MexcereBol 5KpaH TexHonornyeckuii npo-

BaHUs, HalpaBJICHHbIE ece

Ha BBISIBJIICHUE TUIIA WHcTpykuus nosnb3osa-

WM TUIIOB UCTIONb3Ye- TeJst

MBIX OIIEpallMOHHBIX WHceTpykuysa aqMuHK-

CHCTEM, CETEBBIX aape- | ManoBeposTHO Huzkas Huzkas HeaxryanbHas cTpaTopa 6e301MacHOCTH

cOB paboMX CTaHUMH AKT yCTaHOBKH CpPE/ICTB

UCIT/n, Tonnonoruu SAITHTEL

CETH, OTKPBITBIX IOp-

TOB U CITy’K0, OTKPBI-

TBIX COEIMHEHUH U JIp.

2.5.3. Yrpo3sl BbIsIBIIE- MaJIoBEpOSITHO Huskas Huskas HeakryanbHas MexceTeBol sKpaH TexHomornyeckuii npo-
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HUS [1ApOJIEH T10 CETH.

nece

WHCTpyKLKs MOJB30Ba-
Tes

WucTpyKuusa aaMuHH-
cTpaTopa 6e30MaCHOCTH

AKT yCTaHOBKH CpPEZICTB
3aLUThI

2.5.4. Yrpo3sl HaBs3bI-
BaHHE JIO)KHOT'O MapII-
pyTa ceTH.

ManoBeposATHO

Hwuskas

Hwuskas

Heaxryanbnas

Me:xceTeBoi 3KpaH

TexHonoruueckuit mpo-
1ece

I/IHCTPYKI_[I/IH I10JIB30Ba-
TCIIA

WucTpykims aaMUHU-
cTparopa 0e30MacHOCTH

AKT yCTaHOBKH CpPE/ICTB
3alUTHI

2.5.5. YTpo3sl moame-
HbI IOBEPEHHOTO 00b-
€KTa B CeTH.

ManoBeposTHO

Hwuskas

Hwuskas

HeakryanbHas

MexcereBol 5KpaH

TexHonornyeckuu npo-
ece

WHcTpykuus nonb3oBa-
TeJst

WNHcTpykuus aqMuHu-
cTparopa 0e30MMacHOCTH

AKT yCTaHOBKH CpPE/ICTB
3alUTBHI

2.5.6. Yrpo3sl BHeape-
HHS JIOKHOTO 00BEKTa
kak B UCII/H, Tak u BO
BHEIIIHUX CETSAX.

MainoBeposiTHO

Huskas

Huskas

HeakryanbHas

MexcereBol 5KpaH

TexHonornuecKkuu npo-
ece

WHcTpykuus nosnb3oBa-
TeJst

WNHcTpykuus aqMuHu-
CTparopa 0e30MMacHOCTH
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AKT yCTaHOBKH CpPEZICTB
3aLUThI

2.5.7. Yrpo3sl Tumna
«Ortka3 B o0cIy)HUBa-
HUW.

Huskas

Cpenusis

Huskas

HeakryanbHas

MesxceTeBol 3KpaH

TexHonoruueckuii npo-
1ecc

Antusupycnoe 110

WHCcTpyKLMs MOJIB30Ba-
Tes

WucTpyKuusa aaMuHH-
cTpaTopa 6e30MaCHOCTH

PesepBupoBanue

2.5.8. Yrpo3sl yjanes-
HOTO 3aITyCcKa MpuJIo-
JKEHHUH.

MaitoBeposATHO

Huskas

Huskas

HeakryanbHas

MesxceTeBor dKpaH

TexHonoruueckuit mpo-
1ece

AnTtusupycnoe 10

HNHcTpyknus noas3osa-
TEJsI

HNucTpykuus aaMuHu-
cTparopa 6€30macHOCTH

AKT yCTaHOBKH CpPE/ICTB
3aIUTHI

2.5.9. Yrpo3sl BHeape-
HUS TI0 CETH BPEIOHOC-
HBIX TIPOTPaMM.

MaitoBeposTHO

Huskas

Huskas

HeakryanbHas

AnTtusnpycnoe 10

TexHonornueckuu npo-
ece

WHcTpykuus nonb3oBa-
TeJst

HNHcTpykuus aiMHUHK-
CTpaTopa 6e30MacHOCTH

AKT YCTaHOBKH CPEJICTB
3aILUTHI




Takum o6pazom, akTyanbHbIMH yrpo3amu Oe3onacHoctu [1/1n B Pacnpenenen-
Has VC | tuna, sBistoTcs:

- YTpO3bl OT IEUCTBHI BPEIOHOCHBIX MPOrPaMM (BHPYCOB);

- YI'pO3bl yTpaThl KJIIOUEH U aTpUOyTOB JOCTyIA.

PekomennyeMbIMU MepaMH IO NPEAOTBPALICHUIO PEAIN3ALMUN AKTYAJIbHBIX
yIpO3, SIBISAIOTCS:

- YCTaHOBKAa aHTUBUPYCHOM 3aIlUTHI,

- MMapoJIbHAs MOJIMTUKA, YCTAHABIMBAIOIAsl 003aTENIbHYIO CI0XKHOCTh U MepH-
OJIMYHOCTH CMEHBI MApPOJIS;

- HA3HAUYUTh OTBETCTBEHHOI'O 3a O€30MACHOCTh IMEPCOHAJBHBIX JAaHHBIX U3
YUCIIa COTPYAHUKOB YUPEKICHNUS,

- uHCTpyKumu noib3oBareneit UCII/IH, B KOTOPBIX OTpakeHbI MOPAIOK 0e3-

omacHoi padotel ¢ UCII/IH, a Tak ke ¢ KiitouaMu 1 aTpuOyTaMu JOCTyTa.
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HcxoaHbIi KIace 3alUIIEHHOCTH — CPETHHM.

Tabmnura 54
BeposITHOCTS Bosmosx- Mepsl 10 TPOTHBOICHCTBHUIO YIPO3€
HOCTb peayid- | OnacHocThb AKTyainb-
HaumeHnoBaHnue yrpo3sl | peanusanuu
3anun yrpospl YIpO3bI HOCTB YIPO3bI TexHuyeckue OpraHu3anuoHHbIC
yrpo3sl (Y2) v)
1. Yrpo3bl OT yTEUKH 110 TEXHUYECKUM KaHaJlaM
1.1. YTpo3sl yTeuku Bubporeneparopsl, rene- | MHCTpyKIUS 110JIb30BATENS
aKyCTHUYECKON MH(OP- Manoseposrt- aTopbI IIIyMOB, 3BYKO- >
Y $op P Huskas Huskas | HeakryanbHas PaTopx! TyMOB, 38y TeXHOJIOrHYeCKui IpoNece
Maluu HO M30JIALHUS.
1.2. yF}’iOSBI YTEUKHU ManoBepos- Husas Huoxan | Heoaxrvamssas Kamro3u Ha OKHa [IponyckHoi1 pexxum
BU/IOBOH HE(OpMALIH HO Y WHCTpyKIMS MOIb30BATENS
1.3. YTpo3bl yTeuku I'eneparopsl npocTpaH- TexHonornyeckum npo-
nH(popManuu 1o kaHa- | ManoBeposT- CTBEHHOTO 3aIllyMJICHHUS ecc 00paboTKH
$op P Huskas Huskas | HeakryanbHas \ 1 P
nam [IDMUH HO I'eneparop myma o nenu | KoHntyp 3a3emienus

QJICKTPOIIUTAHUSA

2. YTpo3bl HECAHKIIMOHUPOBAHHOTO TOCTyNa K MHPOpMAIIN

2.1. Yrpo3sl yHHUUTOXKEHUS, XuIlleHus anmapatHbix cpeactB UCIIJIn HocuTeneit nadopmaruu nmytem guszndeckoro noctyna k anementam UCIIx

2.1.1. Kpaxa I[IT9BM

Manoseposr-
HO

Huskasg

Hwuskas

HeakryanbHas

OxpaHHas CUTHAJIN3ALMS

[IponyckHOM pexnm

PemeTkn Ha okHA

Oxpana

Merammueckas 1Bepb

AKT YCTaHOBKH CPEJICTB
3aILUTHI

KomoBeriii 3aMoK
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[udpoBanue JaHHBIX

2.1.2. Kpaxa Hocure-
nei napopmauu

OXpaHHaﬂ CHUIHaJIn3anusa

AKT yCTaHOBKH CpPE/ICTB
3alIUThI

Manoseposrt- > =
HOp Huskas Huskas | Heakryanbnas | XpaHnenue B ceiide VYuer nocureneit uudopma-
U1
[udpoBanue JaHHBIX
2.1.3. Kpaxa xiroueit MaoBeposIT- XpaHeHue B ceiide HNHcTpykuus noap3oBarens
focTyna o Huskas Huskas | HeakryanbHas
2.1.4. Kpaxu, monu- OxpaHHas curHanus3anust | AKT yCTaHOBKH CPEJICTB
(bI/IKaHI/II/I, YHUYTOXKC- Pemerku Ha OKHA 3alIUThI
HUS HH)OPMAITHH.
Merannudeckas 1Bepb
Manoseposr-
o Huskas Huskass | HeaktyanbHas | Konopprif 3aMoK
[udpoBanme 1aHHBIX
Cucrema 3ammutsl oT HCJJ
2.1.5. BeiBox u3 cTpos Oxpannas curnanusanus | [IpomyckHoil pexxum
y3io0B II9BM, kananos | nq i PemeTku Ha OKHA Oxpana
aJI0BEPOST
CBSI3HU Huskas Huskas Heaxryanbnas
HO Merammueckas 1Bepb
KonoBblit 3aM0K
2.1.6. Hecankuuonu- Hacrpoiika cpencts 3amu- | MHCTpyKIUs agMUHUCTpa-
POBaHHOE OTKJIFOYEHHUE TBI TOopa 6€30MacCHOCTH
CPCACTB 3aIHUTRI TexHonoruyeckuii mpouecc
Manoseposr-
Ho Huskas Huszkaa | HeakryanbHas 00paboTku

AKT yCTaHOBKH CpPEZCTB
3aIUTHI
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2.2. YTpo3bl XUIICHUs, HECAHKITMOHUPOBAHHON MOoAM(UKaKK WK OJOKMpPOBaHUS HH(POPMAIUK 3a c4eT HecaHKinoHuposanHoro nocrymna (HC) ¢
PUMEHEHHEM IPOrPaMMHO-AMIAPATHBIX M IPOTPAMMHBIX CPEZCTB (B TOM YHCIIE TPOTPAMMHO-MAaTEMaTHUECKUX BO3ICHCTBHN);

2.2.1. [leticTBus Bpe-
JOHOCHBIX IPOTPaMM

(BUpycCOB)

Antuupycsoe 110

HNHcTpykuuys nmoas3oBarens

HHCTpyKLIKS OTBETCTBEH-
HOTO

WHCTpYKIMS aIMHHUACTPA-
TOpa 0E€30MACHOCTH

Huzkas Cpennss Bricokas AKTyanbHas Texuomornueckuii mporecc

00paboTKH
HNHcTpyKnus Mo aHTUBH-
PYCHOM 3aIuTe
AKT yCTaHOBKH CpPE/ICTB
3allUThI

2.2.2. Henexnapupo- Ceptuduxanus

BaHHbIE BO3MOXXHOCTHU

cucremuoro I10 u I1O Huskas Cpennss Cpennss AKTyanbHas

JUTst 00pabOTKH Tepco-

HaJIbHBIX JAHHBIX

2.2.3. Ycranoska [10 Hacrpoiika cpencts 3amu- | MTHCTpyKIUS OJIb30BATENS

HE CBSJ3aHHOI'O C HC- Manosepost- ThI HNHCcTpyKLKs OTBETCTBEH-

TOJIHEHHEM CITy3Ke0- HO Huskas Huskas | HeakryanbHas HOTO

HBIX 00s13aHHOCTEN

2.3. Yrpo3bl He IpeJHaMEPEHHBIX JIeHCTBUI NoJb30BaTenell 1 HapyieHuit 6ezonacHocty Gpynkuuonuposanus UCIIx u C3I1/1H B ee cocTaBe u3-
3a c00€eB B MPOrpaMMHOM OOECIIEUEHUH, a TAK)KE OT YyTPO3 HEAHTPOIIOI€HHOTO (COOEB amnmaparypbl U3-3a HEHaAE)KHOCTH JIEMEHTOB, COOEB AJIEK-
TPONUTAHUS) U CTUXUHHOTO (y1apOB MOJIHUH, T0’KapOB, HABOJAHEHUH U T.I1.) XapakTepa.

2.3.1. Y1para kintoueit
1 aTpuOyTOB JOCTYyTIa

Huskas

Cpennsis

Cpennsis

AKTyanpHas

I/IHCTPYKI_[I/IH IIOJIB30BATECIIA

HNHcTpykums aiMUHHUCTpA-
TOopa 6E€30MaCHOCTH
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2.3.2. Henpenname-
peHHast MO (UKAIIHS

Hacrpoiika cpeacrs 3aniu-
THI

PesepBHOE KONIMpOBaHUE

Manoseposr-
(YHUYTOXKEHME) UH- Ho Huskas Huskas | HeakryanbHas
(dbopmanuu coTpyaHu-
KaMHU
2.3.3. Henpenname- Hoctyn k ycraHoBieHuto | MHCTpyKIMs moiab30BaTENs
€HHOE OTKJIFOUYEHHUE €XUMOB pabOTHI CPENICTB -
p MarnoBepos- p p pea HNHcrpykuus agMuUHKACTpA
CPEICTB 3aLIUThI Ho Huzkas Huskas | HeakryanbHast | 3allMTBI OPEIOCTABISACTCS | Topa Ge30IACHOCTH
TOJIBKO aJIMUHHUCTPATOPY
0e30MmacHOCTH
2.3.4. Beixoa u3 cTpos PesepBupoBanue
Manoseposr-
arrapaTrHo- Ho Huskas Huszkas | HeakryanbHas
IIPOrpPaMMHBIX CPEJCTB
2.3.5. COoii cuctemsl Hcnonb3oBanue ucrounu- | PesepBHoe konupoBaHue
3IIEKTPOCHA0KEHUS Manoseposr- Hiskas Huskas | Heaxryanbhas | Ka 0€cnepe6oiHOro smek-
HO TPOIMTAHHMS
2.3.6. CtuxuiiHoe Gen- MaitoBeposit- IToxapHast curHanu3anus
Huskas Huskas | HeakryanbHas
CTBUE HO
2.4. Yrpo3sl IpeJHaMEPEHHBIX AEUCTBUN BHYTPEHHUX HApYLIUTEIEH
2.4.1. locTyn K UH- Cucrema 3amutsl oT HCJI | AKT yCTaHOBKH CpPEZCTB
dbopmaruu, moaudu- 3alIUThI
Karus, yHHITOKCHHE v PaspenmrensHas cucteMa
JUIIaMH HE JIOMYIIEH- aJI0BEpOAT-
1 6I[ 6yHI HOp Huskas Huskas | HeakryanbHas A0ITyCKa
HBIX K €€ 00pabOTKe TexHOTOrMYECKHil TIpoIece
00paboTku
2.4.2. Pazrnamenune JloroBop 0 He pasriialeHnu
nH(popManuu, MoIu-
(opmaruH, MOA Huskas Cpenusis Huskas | HeaktyanbHas VIHCTpyKLWs NOB30BATEN]

¢buKkauys, yHuuTOXKe-
HUE COTPYJHUKAMHU JI0-




TT¢

MYIIEHHBIMH K €€ 00-
paboTke

2.5. Yrpo3bl HECAaHKIIMOHUPOBAHHOI'O JJOCTYIIA 10 KaHajaM CBS3U

2.5.1. Yrposa «Ananu3 cereBoro Tpaduka» ¢ nepexsaroM nepenasaemoit uz UCIu n
IIPUHUMAECMO U3 BHEIIHUX CeTel HHpOpMaIUu:

2.5.1.1. [lepexnar 3a [udposanwue TexHOomoruueckuii mporecc

nepesienaMy ¢ KOHTPO- Huzkas Cpennss Cpennss AKTyanbHas

JINPYEMOM 30HBI;

2.5.1.2. IlepexBar B [IudpoBanue [IponyckHo# pexxum

npenenax KOHTPOIUpy-

eMoii 30Hb1 BHemmumy | MaTOBEpOST- Huskas Huszkas | HeakrtyanbHas

HapyLIUTEIAMU; HO dusnyeckas 3aInTa Ka- TexHonoruueckuii mpouecc
HaJja CBS3U

2.5.1.3. Ilepexsat B [udposanwue TexHomoruuecKuit mporecc

npezfenax KOHTPOIMPY™ | Manosepost- Hwuzkas Huzkas Heaxryanbnas

CMOU 30HBI BHYTPCH- HO dusnyecKas 3aIuTa Ka-

HUMU HapyIINATEIAMHU. HATA CBS3M

2.5.2.Y1po3bl CKaHUPO- MexceTeBol sKpaH TexHomornyeckuit mpounecc

BaHUs, HalpaBJICHHbIE

HA BEISBICHME THIIA WHcTpykuus nonb3oBarens

WM TUIIOB UCTIOJIb3Ye- VHCTpy KIS aAMAHUCTpS-

MBIX OTICPaIlHOHHDIX TOpa 6E€30MacCHOCTH

CUCTEM, CETEBBIX ajpe- Huskas Cpennsis Cpennsis AKTyanbHas

COB PabodmX CTaHLMil AKT yCTaHOBKH CpPEZICTB

WCII/In, Tomoaoruu SaIINTHI

CETH, OTKPBITBIX IOp-

TOB U CITy’K0, OTKPBI-

TBIX COEIMHEHUH U JIp.

2.5.3. Yrpo3bl BhIsIBIIE- MexceTeBOM SKpaH TexHonornueckui nmpouece

HUS [1apOJIEH T10 CETH. Cpennsis Cpennsist Cpennsist AKTyanbpHas

I/IHCTPYKI_[I/IH IIOJIB30BATECIIA




¢Te

HNucTpykuys axtMUHUCTpA-
TOpa 0€301MacHOCTH

AKT yCTaHOBKH CpPE/ICTB
3alIUThI

2.5.4. Yrpo3bl HaBsI3bI-
BaHME JIO)KHOT'O MapI-
pyTa ceTH.

MexceTeBol SKpaH

TexHonornueckui npouecc

HHCTpyKUMs MOJIb30BaTENs

HNHcTpykuus aiMHUHHUCTpA-

Huskas Cpennss Huskas | HeakryanbHas Topa 6e301acHOCTH
AKT yCTaHOBKH CPEJICTB
3allUTHI
2.5.5. Yrpo3sl moame- MexceTeBoM 3KpaH TexHonornyeckui npouece
HBI JOBEPEHHOTO 00B- WHcTpyKius nosap3oBaTess
CKTa B CCTH. H c c A WucTpykims aaMUHUCTpa-
n3Kas penHss pemHsis KTyaJbHas Topa 6e30macHoCTH
AKT yCTaHOBKH CpPEZICTB
3aIlUTHI
2.5.6. YTpo3sl BHEOpe- Me:xcereBoi 3kpaH TexHonornueckuii mpouecc
HUS JIO)KHOTO 00BEKTa WHucTpyKIms moss30BaTens
kax B ICII/IH, Tak 1 BO - c o A WHCTpyKIHS aJMUHICTPA-
BHEIITHUX CETAX. H3Kas peIHsA peaHAA KTyaJIbHasA TOpa 6e30IacHOCTH
AKT yCTaHOBKH CpPE/ICTB
3aLUTHI
2.5.7. Yrpo3sl Tuna MeskceTeBoii SKpaH TexHonornueckum npouece
«Ortxka3 B 00CITyKuBa- AntuBupycHoe [10 HNHcTpyknus noap3oBarens
HUN.
Huskas Cpennss Cpennss AKTyanbHas HNHcTpykums aiMUHHUCTpA-
TOpa 6€30MacCHOCTH
PesepBupoBanue
2.5.8. YTpo3s! yaaieH- Cpennss Cpenmsist Cpennsist | AxrtyanbHas | MeskceTeBoil SKpaH Texuonmornueckuii mporecc




eTe

HOTO 3aITycKa MpuJIo-
JKEHUH.

Antuupycaoe 110

HNHcTpykuuys noas3oBareis

HNuctpykuus axtMUHUCTpA-
TOpa 0€301MacHOCTH

AKT yCTaHOBKH CpPE/ICTB
3allUThI

2.5.9. Yrpo3sl BHepe-
HUS 110 CETH BPEJOHOC-
HBIX TIPOTPaMM.

Cpenuss

Cpenuss

Bricokas

AKTyanbHas

Antuupycaoe 110

TexHonornueckui npouece

I/IHCTPYKI_[I/IH I10JIB30BAaTCIA

WHCTpyKIHs aIMUHKUCTpA-
TOpa 0E€30MaCHOCTH

AKT YCTAaHOBKHU CpCCTB
3allUThI




Takum o6pazom, akTyanbHbIMH yrpo3amu Oe3onacHoctu [1/1n B Pacnpenenen-
Hast UC |l Tuma, sBisioTcs:

- YIpO3bl OT IEUCTBUI BPEIOHOCHBIX IPOrPaMM (BUPYCOB);

- YIpO3bl HAJMYMS HEIEKIapUPOBAHHBIX BO3MOkHOCTEN cuctemHoro [10 u [10
JUTs1 00pabOTKU MEPCOHAIBHBIX JIAHHBIX;

- YIpO3bI IEPEXBATA 3a MEPEAEIAMHU C KOHTPOJIUPYEMOMN 30HBI

- YIpO3bl CKAHUPOBAHUS;

- YIpO3bl yTPaThl KIOYEH U aTpuOyTOB JOCTYIIA;

- YIPO3bI BBISIBJICHUS NTAPOJIEH 110 CETH;

- YIpO3bl IOJAMEHBI IOBEPEHHOT'O OOBEKTA B CETH;

- Yrpo3bl BHEApEHUS JI0)KHOro 00bekTa Kak B MCII/IH, Tak 1 BO BHELIHUX Ce-
TAX;

- yrpo3bl Tuna «OTKa3 B 00CTyKUBAHUNY;

- YIPO3bl YIAJIIEHHOTO 3aITyCKa IIPUIOKEHNM;

- YIpO3bl BHEIPEHHUS [10 CETU BPEIOHOCHBIX IIPOrPaMM;

PexomMeHyeMbIME MepaMH 10 NPEIOTBPAILCHHUIO PEAIM3ALAHA AKTYaIbHBIX
yIpoO3, SIBIAIOTCH:

- YCTaHOBKA aHTUBUPYCHOM 3aILUTHI;

- mapojbHAas MOJMTHKA, YCTAHABIMBAIOIIASL 0053aTENbHYIO CIIOKHOCTh U MEPH-
OJUYHOCTH CMEHBI M1apOJIs;

- HA3HAYUTh OTBETCTBEHHOTO 3a O€30MACHOCTh MEPCOHAJBHBIX JIaHHBIX M3
YHUCIIa COTPYAHUKOB YUPEKICHNS,

- uHCTpyKumu noib3oBareneit UCIIJIH, B KOTOPBIX OTpakeHbI MOPSAIOK 0e3-
onacHo# pabotel ¢ UCII/IH, a Tak *e ¢ KJIIouaMu U aTpuOyTamMu J0CTYIIa;

- ceprudukanus nporpaMMHubIx cpeacTs Ha HJ[B;

- yopats noakmrodeHue snemeHToB UCII/IH k ceTsim 001iero moyiib30BaHUS H
(wn) MexayHapoHoro oOMeHa (ceth MHTEepHET), eciiu 3To He Tpedyercs 1t GyHK-
uronupoBanus UCIIIH;

- OCYUIECTBJICHUE pe3epBUPOBaHUs KIOUeBbIX 3eMeHTOB UCII/IH;

- OpraHu3anus (bHSH‘I@CKOfI 3alIWTbI KaHAJIOB IICpeaadn JaHHbIX,
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- €CJIM TPOU3BOJUTCS Teperada obpabarbiBaeMol MH(pOpMAIUK MO KaHAJIaM
CBSI3H, TO HEOOXO0IMMO UCIOJIb30BaTh MHU(PPOBAHHUE;

- Opra"u3anys pa3rpaHUYCHUs MPAB MOJb30BATENIECH HA YCTAHOBKY CTOPOHHE-
ro [1O, ycTaHOBKY ammapaTHBIX CPEACTB, MOJKIIOUYEHUS MOOMIBHBIX YCTPOMCTB U
BHEIIIHUX HOCUTEJIEH, YCTAHOBKY M HAcTpouKy sneMeHToB MCII/IH u cpeacTs 3amu-

THI.
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