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006 yrBep:knennu TpedoBanuii
1o o0ecrne4eHn 0 0e30MACHOCTH 3HAYNMBbIX 00bEKTOB KPUTHYECKOM
uHpopManuOHHON HHPpacTpyKTypbl Poccuiickoit Dexepanuu
(B pea. npuka3oB @®CTIK Poccum ot 9 aBrycra 2018 r. Ne 138,
ot 26 mapra 2019 r. Ne 60, ot 20 peBpass 2020 . Ne 35)

B coorBerctBUM c myHKTOM 4 4yactu 3 cratbu 6 DenepanbHOro 3akoHa
ot 26 urons 2017 . Ne 187-®3 «O Ge30macHOCTH KPUTUYECKON MHPOPMAITMOHHOM
uHppactpykrypsl  Poccuiickori  ®Denepamum»  (CoOpaHue  3aKOHOIATEILCTBA

Poccuiickoit denepannm, 2017, Ne 31, c1. 4736) 1P UK A 3 bI B A 10:

VYTBepauth mnpusaraemeie TpeOoBaHus 1O oOOecneYeHHI0 0e30MacHOCTH
3HAYUMBIX O0OBEKTOB KPUTHUECKONH MH(POPMALMOHHON UHPpacTpyKTyphl Poccuiickoii

denepanu.

JIMPEKTOP ®EJEPAJILHOM CJTYKEBbI
O TEXHUYECKOMY U OKCIHOPTHOMY KOHTPOJUIIO

B.CEJIMH



YTBEPX/IEHbBI
npukazom ®CTIK Poccun
ot 25 nexabps 2017 r. Ne 239

TpeboBanusi
1o odecne4eHNI0 0€30MACHOCTH 3HAYMMBIX 00bEKTOB KPUTHYECKOM
uHopManuoHHoi HuHpacTpyKTyphl Poccuiickoin ®@exepauuu

[. O0me monoxxeHus

1. Hactosmmme TpeOGoBanusi pa3paboraHbl B cOOTBETCTBUM ¢ DeaepalibHbIM
3akoHOM OT 26 wmrona 2017 1. Ne 187-®3 «O 0e30macHOCTH KPUTHUECKOM
uHpopmanoHHol uHppacTpykTypbl Poccuiickoit denepanumy W HampaBieHbl Ha
o0ecredyeHne yCTOMUMBOro (pyHKIMOHUPOBAHUS 3HAUUMBIX OOBEKTOB KPUTHYECKOU
nHbopMaMoHHON HHPpacTpyKTyphl Poccuiickoit ®deaepanuu (nanee — 3HaAYUMBIC
OOBEKTHl, KpUTHUECKass HHPOpMalMOHHAas WHPPACTPYKTypa) IpHU IPOBEIECHUU B
OTHOUIEHUHU HUX KOMIIBIOTEPHBIX aTaK.

2. llelicTBUe HACTOSALIUX TpeboBanmii pacnpocTpaHsercs Ha
MH(OpPMAIIMOHHBIE  CHCTEMbI, AaBTOMATHU3UPOBAHHBIE  CHUCTEMBl  YIIPaBICHHS,
MH(}OPMAIIMOHHO-TEJIEKOMMYHUKAMOHHBIE CETHU, KOTOPHIE OTHECEHBbI K 3HAYMMBIM
00BbEKTaM KpPUTUYECKON HMH(POPMAIMOHHOW HH(QPACTPYKTYpbl B COOTBETCTBUU CO
crarbelr 7 @enepanpHoro 3akoHa ot 26 uronst 2017 r. Ne 187-d3 «O GezonacHoCTH
KpUTHYECKON NH(POpMaMOHHON HHPpacTpyKTyphl Poccuiickoii @enepanunn.

3. o pemenunto cyObekTa KpUTHYECKOW MH(POPMAITMOHHON WHGPACTPYKTYpPHI
HacTosmue TpeOoBaHMS MOTYT MPUMEHATHCS [UIsl oOecreueHus Oe30MacHOCTH
00BEKTOB KPUTHUYECKONW HMHPOPMAIMOHHOW HHGPACTPYKTYphl, HE OTHECEHHBIX K
3HAYUMBIM OOBEKTaM.

4. O0ecrieueHue  0€30MACHOCTH  3HAYUMBIX  OOBEKTOB, B  KOTOPBIX
oOpabarbiBaeTcss  WH(pOpMAIMs,  COCTaBISIONMIAsl  TOCYIApCTBEHHYIO  TailHY,
OCYLIECTBIISIETCS B COOTBETCTBUU C 3aKOHOAATENLCTBOM Poccuiickont dexepauuu o
roCyAapCTBEHHOM TalHE.

5. JInt obOecneucHus O€30MAaCHOCTH 3HAUMMEBIX OOBEKTOB, SIBJISIOIIMXCS
MH(OPMALIMOHHBIMU CUCTEMaMHU TEPCOHANIBHBIX JIaHHBIX, Hactosiume TpeboBaHUs
OPUMEHSIOTC ¢ yyeToM TpeOoBaHMU K 3alllUTE MEPCOHANIBHBIX JAHHBIX TPHU HX
00paboTke B MH(OPMALIMOHHBIX CUCTEMax MEPCOHANbHBIX JIaHHBIX, YTBEPKIECHHBIX
noctanoBinenrem [lpaBurensctBa Poccuiickoii @enepanuu ot 1 HOos0ps 2012 r
Ne 1119 (CobOpanue 3akoHomatenbcTBa Poccuiickoit ®Denepammu, 2012, No 45,
cT. 6257).

Jns  obGecneyeHuss OC30IMACHOCTH  3HAYHUMBIX  OOBEKTOB,  SIBIISIFOIIUXCS
roCyl1apCTBEHHbIMU HMH(OPMAIMOHHBIMM CHCT€MaMH, Hacrosiue TpeboBaHus
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MPUMEHSIOTCS ¢ yueToM TpeGoBanuii o 3amuTte WH(GOPMAIMU, HE COCTABISIOMICH
rOCYIapCTBEHHYIO TalHy, COJEpallelics B TOCYIapCTBEHHBIX HH()OPMAIMOHHBIX
cucteMax, yreepxaeHHbIx npukazoMm OCTIK Poccunm ot 11 despans 2013 . Ne 17
(3apeructpupoBan MuntoctoMm Poccuu 31 mas 2013 1., peructparronnbiii Ne 28608)
(c u3meHenusimu, BHeceHHbIMU TipuKazoM GCTIK Poccum ot 15 despans 2017 r.
Ne 27 «O BHecenum wusmeHeHuid B TpeOoBanust o 3amure HUHPOpMAIUU, HE
COCTaBJISIONIEH TOCYIapCTBEHHYIO TaifHy, coJepKalielcs B TOCYIapCTBEHHBIX
UH(OPMAIIMOHHBIX cHUcTeMax, YyTBepxkaeHHble mpukazoM OCTIK Poccum ot
11 despansa 2013 . Ne 17» (3apeructpupoad Muntoctom Poccuu 14 mapra 2017 r.,
peructpanronHbrid Ne 45933).

6. be3omacHOCTh ~ 3HaYMMBIX  OOBEKTOB  OOecreyuBaeTcsi  CyObeKTaMu
KpUTUYECKON HH(DOPMAIMOHHONW HHPPACTPYKTYpbl B paMkax (YyHKIMOHUPOBAHUS
cucteM 0e30MacCHOCTU 3HAYUMbIX OOBEKTOB, CO3/JaBAEMbIX CYObEKTaMHU KPUTHUYECKOM
MH(}OPMAIIMOHHON HUH(PACTPYKTYPhl B COOTBETCTBUU €O cTaThed 10 denepanbHOro
3akoHa oT 26 wmiona 2017 r© Ne187-®d3 «O 06e30macHOCTH KPUTHUECKOM
uHpopMaloHHON uHppacTpykTypbl Poccuiickoit denepamum.

II. TpeboBanus k oOecrieueHuI0 OE30MaCHOCTH B XOJI€ CO3/IaHus,
AKCILUTyaTalluy U BBIBOJA M3 AKCILTyaTallid 3HAUUMBIX OOBEKTOB

7. O0GecrieueHre 0€30MACHOCTH 3HAYUMBIX OOBEKTOB SIBIISIETCS COCTABHOM
9JacThIO paldoOT MO CO3IaHUIO (MOJEPHU3AIINH, TP KOTOPOU U3MEHSETCS apXUTEKTypa
3HAYUMOTO OOBEKTa, B TOM YHCJIE TMOJICUCTEMa €ro 0e30MacHOCTH, B COOTBETCTBHUH
C OTICNbHBIM TEXHUYCCKUM 3aJaHHEM Ha MOJCPHH3AIMI0 3HAYUMOTO OOBEKTa
n (WIM) TEXHUYECKUM 3aJaHheM (YaCTHBIM TEXHUYECKHMM 3aJlaHheM) Ha
MOJICPHU3ALIMIO0  TOJICUCTEMBbl  OE€30MAaCHOCTH 3HAUMMOro OO0bekTa (manee -
MOJICpHU3AINS), DKCITyaTalldd W BBIBOJA W3 DKCIUIyaTalldd 3HAYMMBIX OOBEKTOB.
Mepsl o obecrieueHn0 0€30MACHOCTH 3HAUUMbBIX OOBEKTOB MPUHUMAIOTCS HA BCEX
cTaausx (dTanax) ux >KM3HEHHOTO IHMKJIA.

8. Ha cramusax (3Tamax) »KH3HEHHOTO IIMKJIA B XOJI¢ CO3MaHus (MOACPHU3AIINH),
AKCILTyaTalliy ¥ BBIBOJIA U3 DKCILTyaTalliyd 3HAYUMOTO OObEKTa MPOBOISITCS:

a) yCTAaHOBJICHHE TpeOOBaHUN K OOecreueHuo Oe30MacHOCTH 3HAYUMOTO
00BEKTa;

0) pa3paboTka OpraHM3allMOHHBIX M TEXHHYSCKUX Mep II0 O0O0ECIICUCHHUIO
0€30MacHOCTH 3HAUNMOTO O0BEKTA;

B) BHCJPCHHEC OPTaHU3AIMOHHBIX M TEXHUYCCKHX MeEp IO O0O0ECICUCHHUIO
0e30IMacCHOCTH 3HAYMMOTr0 00OBEKTa U BBOJI €T0 B JICHCTBHE;

r) obecrnieueHre 6€e30NacCHOCTH 3HAYUMOIr0 00BEKTa B XO/I€ €r0 AKCILTyaTalllu;

n) obecrieueHre 0e30MacHOCTH 3HAYMMOro OOBEKTa MpPU BBIBOJAE €ro H3
IKCITTyaTallnH.

PesynmbraTel peanm3anui  MEPOTNPHUSATHH, TMPOBOIWMBIX JUISI OOECIICUCHUS
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0€30IacHOCTH 3HAYMMOTO OOBEKTa Ha CTagusAx (dTamax) ero >KW3HEHHOIO IIHKIIA,
mojiekar JgokymMeHTHpoBaHuio. CoctaB W (OPMBI JTOKYMEHTOB OIPEICTISIOTCS
CyOBEKTOM KPUTHUECKOW MHGOPMAITMOHHON HHDPACTPYKTYPHI.

9. lns 3HAYMMBIX OOBEKTOB, HAXOAIIUXCS B OKCIUTyaTalldd, HACTOSIIUE
TpeOGoBaHus TomJIekKAT peaju3allid B pamMKaX MOJEPHHU3AIUMU WM JIOOCHAIICHHUS
MOJICUCTEM O€30IMaCHOCTH JKCIUTyaTUPYEMbIX 3HAUUMBIX OOBEKTOB. MojaepHHU3aIus
WM JIOOCHAIIIEHHE MOJCUCTEM 0€30MaCHOCTH 3HAYUMBIX OOBEKTOB OCYIIECTBISETCS
B TOPSJKE, YCTAHOBJICHHOM HACTOSIIUMH TpeOOBaHUAMM I CO3/IaHUS 3HAYUMBIX
00BEKTOB M HMX IOACUCTEM OE€30MMacHOCTH, C YYE€TOM HMEIOIIUXCSI Y CYOBEKTOB
KpUTHYECKON HWHPOPMAITMOHHOW HMHQPPACTPYKTYpPHl mporpamMM (TUTAHOB) — TIO
MOJICPHU3ALIMY WIH JIOOCHAIIEHUIO 3HAYUMBIX OOBEKTOB.

YcraHoBiieHHE TPEOOBAaHMM K 00ECIIEUeHUIO OE30aCHOCTH
3HAYUMOTO OOBEKTa

10. 3amanne TpeboBaHUi K oOecreueHn0 0€30MacHOCTH 3HAYMMOT0 00OBEKTa
OCYIIECTBIISIETCA CYOBEKTOM KPUTHUECKOW HH(POPMAIMOHHOW HHEGPACTPYKTYphl U
(W) JMIOM, YCTAHABIMBAIONIMM TpeOOBaHUS K oOOecreueHuro Oe30MacHOCTU
3HAYUMBIX 00BEKTOB, B COOTBETCTBUH C KaTeropuei 3HAYMMOCTH 3HAYMMOTO 0OBEKTa,
OTIPEJICTICHHON B MOPsJIKE, yCTaHOBIEHHOM [IpaBuiamu KaTteropupoBaHus 0ObEKTOB
KpuTHYeCcKor uHpopManmoHHOW uHGpacTpykTyphl Poccuiickoit  denepanmu,
YTBEpKIECHHBIMA  nocTaHoBiIeHneM I[IpaButensctBa Poccuiickont ®@enepanun
ot 8 deBpasisg 2018 . No 127 «O06 yrBepxkaenuu [IpaBun kareropupoBanusi 00bEKTOB
KpUTHYeCcKol nH(popMalMoHHON nH(ppacTpykTypsl Poccuiickoit denepanuu, a Takxe
MepeuHss  TOoKa3zarejeil  KPUTEpHEeB  3HAYMMOCTH  OOBEKTOB  KPUTHUYCCKOM
uHpopmarmonHot  uHpacTpykrypsl  Poccuiickoit  ®Denepamun»  (CobOpanue
3akoHogatenbcTBa Poccuiickoit denepannu, 2018, Ne 8, ct. 1204).

TpeOoBanusi Kk oOecleyeHu0 O€30MacCHOCTH BKIIIOUAIOTCS B TEXHHUUYECKOE
3aJlaHi€ Ha CO3/IaHHE 3HAYMMOTO 00BEKTa M (WJIM) TEXHUYECKOE 3a7aHue (4acTHOE
TEXHUYECKOE 3aJaHie) Ha CO3JaHNe TOJICUCTEMbI O€30MaCHOCTH 3HAYMMOTO OOBEKTa,
KOTOPBIE JTIOJKHBI COJIEPIKATH:

a)men W 3adadd  obecrieueHHMs O€30MacHOCTH 3HAYMMOTO OOBEKTa WIIH
MOJICKUCTEMBI O€30IMACHOCTH 3HAYUMOTO OOBEKTa;

0) KaTeropuio 3HaAYMMOCTH 3HAYUMOT'0 0OBEKTa;

B) IIEpeUEHb HOPMATHUBHBIX TPABOBBIX AKTOB, METOAMYECCKHUX JTOKYMEHTOB H
HAIMOHAIBHBIX CTAaHIAPTOB, KOTOPBIM JIOJDKEH COOTBETCTBOBATh 3HAYMMBIN OOBEKT;

I') IepEYEHb TUIIOB OOBEKTOB 3AIUTHI 3HAUUMOTO O0OBEKTA;

1) TpeOOBaHUS K OPraHW3AIMOHHBIM W TEXHUYCCKHM MepaM, IMPUMEHSIEMbIM
171 oOecrieueHrs 0€301aCHOCTH 3HAYMMOT0 OOBEKTa;

€) cTaauu (dTanbl paboT) CO3JaHUs TOJCUCTEMBbI OE30MAaCHOCTH 3HAYUMOTO
00BEKTA;
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) TpeOOBaHUS K MPUMEHSIEMBIM TMPOTPAMMHBIM U TIPOTPAMMHO-AMTapaTHBIM
CpelICTBaM, B TOM YHMCJIE CPEACTBAM 3AIUTHI HHPOPMALIUH;

3) TpeOOBaHMS K  3alllUT€ CPEACTB W CHCTEM, O0O0€CIeuMBaIOIIMX
(GYHKIIMOHMPOBAaHKE 3HAYMMOTO 00BbeKTa (00ecneunBaroliel HHPPacTPyKType);

1) TpeOoBaHuUsl K MH(GOPMAIIMOHHOMY B3aUMOCHCTBUIO 3HAYUUMOIO OOBEKTA C
UHBIMU OOBEKTaMH KPUTHUYECKON HHOOPMAIIMOHHOW HMH(PPACTPYKTYPHI, a TaKXKe
UHBIMM  WMH(OPMAIIMOHHBIMU ~ CHUCTEMaMH, aBTOMAaTU3UPOBAHHBIMH CHUCTEMAMHU
yIpaBiIeHUs UK UHHOPMAIIMOHHO-TEJIEKOMMYHUKAITMOHHBIMU CETAMH,

K) TpeOOBaHUSI K COCTAaBY M CONEPNKAHUIO JOKYMEHTAIMH, pa3pabarbiBaeMoil B
XOJI€ CO3JJaHusl 3HAYMMOTIO OOBEKTA.

B ciydae ecnu 3HauMMBbIi 00BEKT CO3AaeTCA B paMKax 00BbEKTa KalUTaIbHOTO
CTPOUTENBCTBA, TPeOOBaHMUS K OOECHEUCHHIO O€30MacHOCTH 3HAUUMOTO OOBEKTa
3a/1al0TCsl 3aCTPOMILMKOM U OQOPMIISIIOTCS B BHUJAE MNPUIOKEHUS K 3aJaHUI0 Ha
MPOEKTUPOBAHUE (PEKOHCTPYKIMIO) 0OBEKTA KAUTAIBHOIO CTPOUTENHCTRA.

[Ipu onpenenenun TpeOOBaHUM K OOECIEUEHHIO OE€30MAaCHOCTH 3HAYMMOTO
oObeKTa YUUTBIBAOTCS HOJIOKEHHUS OpraHU3aIMOHHO-PACTIOPSIUTEIBHBIX
JOKYMEHTOB ~ 1O  OOECIeYeHHI0  O€30MacHOCTH  3HAYMMBIX  OOBEKTOB,
pa3pabarbiBaeMbIX CyOBEKTaMH KPUTHUECKON MH(GOPMAIMOHHON UHPPACTPYKTYPHI B
COOTBETCTBUM C TpEeOOBaHUSAMH K CO3JaHUI0 CHUCTEM OE€30MacCHOCTH 3HAUYMMBIX
00BEKTOB U 00€CTIEUEHHIO UX (PYHKIIMOHUPOBAHUS, YTBEPKICHHBIMU B COOTBETCTBUU
¢ myHkToM 4 yactu 3 cratbu 6 denepasibHOro 3aKkoHa OT 26 utonst 2017 1. Ne 187-03
«O 0e30MacHOCTH KpUTHUYECKON HH(POPMAMOHHON HHPpacTpyKTyphl Poccuiickoit
Qenepanun» (Hajgee — OpPraHU3alMOHHO-PACHIOPSIIUTENbHBIE JOKYMEHTBI IO
0€30MacHOCTH 3HAYUMBIX OOBEKTOB).

Pa3paboTka opraHu3almOHHbBIX U TEXHUYECKUX MEp MO0 00ECTICUCHHIO
0€30MacHOCTH 3HAUUMOT0 00BEKTa

11. Pa3paboTka OpraHU3aIlMOHHBIX U TEXHUUYECKUX MEp MO OOECIECYCHUIO
0€30MacHOCTH 3HAYMMOTO OOBEKTa OCYIIECTBISIETCA CYOBEKTOM KPUTHYECKOM
UHGOPMAIIMOHHON UHGPACTPYKTYPHI U (UJTN) JIMIIOM, TIPUBIIEKAEMBIM B COOTBETCTBUU
¢ 3aKoHOJaTeabrCcTBOM Poccuiickoit deaeparnuu K MpOBEICHUIO pabOT MO CO3AaHHUIO
(MozlepHHU3aIN) 3HAYMMOTO O0beKTa M (M) OOSCIICUCHHIO €ro Oe30IMacHOCTH, B
COOTBETCTBUM C TEXHUUYECKUM 3aJaHUEM Ha CO37[aHUE 3HAUMMOTO OOBEKTa M (WJIH)
TEXHHYCCKUM 3aJaHMeM (YacTHBIM TEXHUYECKMM 3aJaHMEM) Ha CO3JIaHHC
MOJICUCTEMBI 0€30MaCHOCTH 3HAUMMOTO O0BEKTA U JIOJKHA BKITFOUATD:

a) aHaJIU3 yrpo3 0e30MacHOCTH HH(pOpMAIMK U Pa3pabOTKy MOAEIU YIrpo3
0e30macHOCTH HMH(pOPMAIIMU WM €€ YTOUHEHUE (MpU €€ HATUYHHN);

0) MPOCKTUPOBAHKE MTOJICUCTEMBI OE30TTaCHOCTH 3HAYUMOTO 00BEKTA;

B) pa3paboTKy pabouell (PKCIUTyaTallMOHHOM) TOKyMEHTAluu Ha 3HAYMMBbIN
00BEKT (B 4acTH 0OeCrieueHus ero 0€30MacHOCTH).
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Pa3pabarpiBaeMble OpraHU3aI[MOHHBIE U TEXHUYECKHE MEPHI 10 00ECIEUEHUIO
0€30MMacHOCTH 3HAYMMOTO 00BEKTa HE JOJKHBI OKa3bIBaTh HETATMBHOTO BIMSHUS Ha
co3/aHue U (PyHKIIMOHUPOBAHUE 3HAYUMOTO OOBEKTA.

[Ipu pa3paboTke OpraHU3AMOHHBIX M TEXHUYECKHMX MEp IO 00eCHeueHHUIO
0€30MacHOCTH  3HAYUMOTO  OObEKTa  YYUTHIBACTCS  €ro  HMH(POPMAIMOHHOE
B3aMMOJICHCTBUE C  MHBIMM  OOBEKTAMU  KPUTHUYECKOM  HMHPOPMAIMOHHOU
UHQPACTPYKTYpbl,  MHGOPMALMOHHBIMU  CHCTEMaMH,  aBTOMAaTHU3WPOBAHHBIMU
CUCTEMaMU yNPaBICHUS WU UHHOPMALIMOHHO-TEIIEKOMMYHUKAITMOHHBIMUA CETAMH.

11.1. llenpto  aHanmu3a yrpo3 0Oe3omacHOCTH HWHQOpMaAIUM  SABISICTCS
OTIPENICTICHNE BO3MOXKHBIX  CIIOCOOOB  peanu3anuu  (BO3HUKHOBEHHS)  yIpO3
Oe3omacHOCTH WHGOpPMAIMK W TOCIEACTBHUN WX peanu3anuud (BO3HUKHOBEHUS)
C YYETOM COCTaBa MOJIb30BATENIEH U UX MOJHOMOYHM, TPOTPAMMHBIX U IPOTPAMMHO-
anmapaTtHbIX  CPEICTB, B3aUMOCBS3€Hd  KOMIIOHEHTOB  3HAUUMOIO  OOBEKTa,
B3aUMOJICUCTBHSI C  HWHBIMU  OOBEKTAaMHU  KPUTHUYECKON  HMH(POPMALMOHHON
UHQPACTPYKTYphl, HUHDOPMAIMOHHBIMHU  CHCTEMaMH, aBTOMAaTH3UPOBAHHBIMU
CUCTEMAaMH  YIpaBieHUs, HUHPOPMAIMOHHO-TEIEKOMMYHUKAIIMOHHBIMA ~ CETAMU
(mamee — apxWTEKTypa 3HAauUUMOro OOBEKTa), a Takke 0coOeHHOCTe!
(YyHKIIMOHUPOBAHUS 3HAUUMOTO OOBEKTA.

AHanu3 yrpo3 6e30macHOCTH HHPOPMALMU JOHKEH BKIIIOYATh:

a) BBISIBJICHHME HMCTOYHUKOB Yyrpo3 0€30MacHOCTH HH(OpPMAlUU M  OLEHKY
BO3MOXHOCTEHW (MOTEHIMAIa) BHEIIHUX U BHYTPEHHUX HAPYLIUTECH;

0) aHamu3 BO3MOXKHBIX YS3BUMOCTEN 3HAUUMOTO OOBEKTa U €ro MpOrpaMMHBbIX,
IPOrpaMMHO-aIaAPaTHBIX CPECTB,;

B) OMpENEICHHE  BO3MOXHBIX  CNOCOOOB  (CIEHapHeB)  pealu3aluu
(BO3HMKHOBEHMS) YTpo3 O€30M1aCHOCTH HH(OPMAITUH;

I') OLICHKY BO3MOXHBIX IMOCJEICTBUN OT peajn3alud (BOZHUKHOBEHHUS) YIpo3
0e30MacHOCTH HH(POPMAIIUH.

B kauecTBe MCXONHBIX JaHHBIX JUIS aHAJIM3a yrpo3 0e30MacHOCTH HH(OpMaLun
UCIIOJIb3yeTCs OaHK AaHHBIX Yrpo3 0€30MmacHOCTH MH(POpPMallUU, BEACHUE KOTOPOTO
ocymectBisiercss ®CTOK Poccun B COOTBETCTBMM € NOANYHKTOM 21 myHKTa &
[Tonoxenus o denepanbHO CiIy)k0e MO TEXHUYCCKOMY M SKCIIOPTHOMY KOHTPOJTIO,
yTBepxkaeHHOro Yka3oMm IIpesuaenta Pocculickont ®denepaunu ot 16 aBrycra 2004 r.
Ne 1085 (CobOpanue 3akonomarenbctBa Poccuiickorr ®enepanuu, 2004, Ne 34,
cT. 3541; 2006, Ne 49, ct. 5192; 2008, Ne 43, ct. 4921; Ne 47, ct. 5431; 2012, Ne 7,
cT. 818; 2013, Ne 26, cT. 3314; Ne 53, ct. 7137; 2014, Ne 36, ct1. 4833; Ne 44, cT. 6041;
2015, Ne 4, c1. 641; 2016, Ne 1, ct. 211; 2017, Ne 48, ct1. 7198) (nanee — 6aHK TaHHBIX
yrpo3 0Oeszomacuoctu wuHpopMaiuu DOCTIK Poccum), a Takke WMCTOYHHKH,
COJEpKAlllME€ WHBIE CBEIEHUS 00 YI3BUMOCTSIX M yrpo3ax 0e€30MacHOCTU
uHpopmarmu.

[Io pesymbraTaM aHanu3a yrpo3 0€30MacHOCTH HWH(OpMallUd MOTYT OBIThH
pa3paboTaHbl PEKOMEH/IAlUU TI0 KOPPEKTUPOBKE apXUTEKTYPhl 3HAYMMOTO O0BEKTA U
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OpraHMU3aIMOHHO-PACTIOPSAUTEIBHBIX JOKYMEHTOB 1O O€30MacHOCTH 3HAYMMBbIX
OOBEKTOB, HampaBlcHHbICE Ha OJIOKMpOBaHWE (HEHTpPAIU3aIMIO) OTIACIBHBIX YIPO3
0e30macHOCTH HHGOPMAITUH.

Mopens yrpo3 O6e3omacHOCTH WHGOpPMAIMM JODKHA CONEP)KaTh KpaTKoe
OMKCAaHUE APXUTEKTYpbl 3HAYUMOTO OOBEKTA, XApaKTEPUCTUKY HCTOUHUKOB YIpPO3
06e30macHOCTH MH(pOpPMAIIMK, B TOM YHUCJE MOJENIb HApYyIIUTENs, U OMHUCAHHUE BCEX
yIrpo3 6e30macHOCTH HHGOPMAIIUH, aKTYaJIbHBIX JIJII 3HAYMMOTO 00BEKTA.

OnucaHue Kaxa0i yrpo3bl 6€301MacHOCTH MH(POPMAIIMU JOKHO BKJIIOYATH:

a) HCTOYHHK YTPO3bl 0€301acHOCTH HHPOpMAIIUH;

0) ys13BUMOCTH  (OIIMOKH), KOTOpbIE MOTYT OBITh HWCIONB30BAHBI IS
peanu3anuu (cnoco0CTBOBAaTh BOBHUKHOBEHUIO) YTpo3bl 0€30M1aCHOCTH HH(OPMAIINH;

B) BOBMOXKHbIE CIOCOOBI (CIIEHApUHU) pean3alui yrpo3bl OE30MaCHOCTH
uH(popmamy;

I') BOSBMOXKHBIE TOCHEACTBUS OT peaidu3aluud (BO3HHUKHOBEHHS) YIPO3bl
0e30MacHOCTH HH(POPMAIUH.

Mogenb yrpo3 0e30macHOCTH HHGPOpPMAIlMM MOXKET pa3pabdaThIBaThCs IS
HECKOJIbKUX 3HAYMUMBIX OOBEKTOB, HMMEIONIUX OJMHAKOBBIC 1AM CO3JaHUS U
apXUTEKTYPY, a TAK)KE THUIOBBIE YTPO3bl 0€30MaCHOCTH HHPOPMAITHH.

Jlia onpenenenus yrpo3 0e3onmacHOCTH MH(GOpMalMu U pa3pabOTKU MOJEIH
yrpo3  0Oe3omacHoCTH  HMHGOPMAIMU  JIOJDKHBI  TPUMEHSITBCS ~ METOJIUUYECKHUE
JTOKYMEHTHI, pa3paboranHbie u yrBepxkaeHHble DCTIK Poccun B cOOTBETCTBHH €
noanyHktoM 4 nynkta 8 [lonoxenust o denepaibHON CIy:KOE MO TEXHUYECKOMY U
SKCIIOPTHOMY KOHTPOJIKO, YTBEpKIEHHOro Ykaszom Ilpesunmenta Pocculickoii
®eneparuu ot 16 aBrycrta 2004 1. Ne 1085.

11.2. TIpoekTupoBaHHUE IOACUCTEMBbI 0O€30MaCHOCTH 3HAYMMOTO OOBEKTa
JOJDKHO OCYIIECTBISATECS B COOTBETCTBHM C TEXHHUYECKHM 33JaHMEM Ha CO3JaHHE
3HAYUMOTO OO0bEKTa W (WIM) TEXHUYECKHM 3aJaHueM (JacTHBIM TEXHUYECKUM
3aJlaHME€M) Ha CO3/IaHHE TOJCHUCTEMbI OE30MaCHOCTH 3HAYMMOTO OOBEKTa C y4eTOM
MojeNu yrpo3 Oe3omacHOCTH MHGOpPMAIMM U KaTErOPUU 3HAYMMOCTH 3HAYMMOTO
0ObeKTa.

[Tpu mpoeKTHPOBaHUM TTOJCUCTEMBI O€30MIACHOCTH 3HAYMMOTO OOBEKTA:

a) OMpenemnsitoTesT CyOBEKThl JOCTyMa (MOJIb30BaTeNIM, MPOIECCHl W HWHBIC
CYOBEKTBI IOCTYIa) U OOBEKTHI JOCTYTIA;

0) onpenensoTCs  TOJUTUKH  yNPaBICHUS JOCTYNOM  (JMCKpEIMOHHAs,
MaHJIaTHas1, poJieBasi, KOMOMHUPOBAHHAS );

B) OIPENENSAIOTCS U OOOCHOBBIBAIOTCS OPraHM3AllMOHHBIE M TEXHUYECKUE
MEpBI, TOMJICKAIINE pPeaTn3allid B paMKax MOJCUCTEMBI 0€30MacCHOCTH 3HAYMMOTO
00BEKTA;

T) ONPENEIAIOTCS BHABI W THOBI  CPEACTB  3aluThl  WH(pOpMaImw,
oOecreynBarollie peaan3alnio TEXHUYECKUX Mep Mo o0ecrneyeHuto 0e30MacHOCTU
3HAYMMOT'0 OOBEKTA;
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1) OCYIIECTBIISIETCS. BBIOOp CpeACTB 3amuThl WHopMmamuu W (WiM) #X
pa3paboTKa ¢ y4eTOM KaTeropuy 3HaYUMOCTH 3HAYUMOTO 00bEKTa, COBMECTUMOCTH C
IPOrpaMMHBIMH U TTPOrPAMMHO-AIIAPATHBIMU CPEJCTBAMU, BBITIOJIHIEMbBIX (DYHKIIUN
0€30MacHOCTH U OTPaHUYEHUHN Ha IKCIUTyaTalluIo;

€) pa3pabarbiBaeTCsl aApXUTEKTypa TMOACUCTEMbl 0€30MacHOCTH 3HAYUMOTO
o0BbeKTa, BKIIOYAIOIIAs COCTaB, MECTa YCTAHOBKH, B3aUMOCBS3U CPEACTB 3alIUTHI
uHpopManuu;

) OIPENENAIOTCS TpeOOBaHUS K MapaMeTpaM HACTPOWKH MPOTPAMMHBIX U
POrpaMMHO-aINapaTHbIX CPEACTB, BKJIIOYAs CpPEACTBA 3alIUThl HHGOOPMAIINH,
o0ecrneurBaroIIre peanu3aluio Mep o o0ecrneyeHrno 0e30MacHOCTH, OJTOKUPOBAHUE
(HeiTpanuzanuio) yrpo3 0€30MacHOCTH MH(POpPMALMU U YCTPaHEHHUE YSI3BUMOCTEH
3HAYMMOT'0 OOBEKTA;

3) OMPEACIISIIOTCS. MEPHI IO 00ECIIEUEHUI0 OE30MMaCHOCTH MPU B3aUMOACHCTBUHI
3HAYUMOTO OOBEKTa C HWHBIMU OOBEKTaMU KPUTHUECKOM HH(POPMALMOHHOU
UHQPACTPYKTYphl,  WHMOOPMAIMOHHBIMH  CHUCTEMaMH,  aBTOMAaTH3UPOBAHHBIMU
CUCTEMaMU yMPaBICHUS WU UHHOPMAIIMOHHO-TEIIEKOMMYHUKAITMOHHBIMUA CETSAMH.

B ciuywae ecnu B Xole MPOEKTUPOBAHMS TMOJICUCTEMBI 0OE30MaCHOCTHU
3HAYUMOTO 00BEKTa MPEAYCMOTPEeHa pa3paboTKa MPOrpaMMHOTO 00ECIIEYeHHUsI, B TOM
YUCJI€ IMPOTrpaMMHOTO0 OO0ECHEUeHUs CPEACTB 3alluThl WHGOPMAIMM, TaKas
pa3paboTKa MPOBOJUTCS B COOTBETCTBHM CO CTaHAAapTaMu 0Oe30macHOM pa3paboTKH
IPOrpaMMHOT0 00€eCIIeUEHN.

PesynbpraTel MPOEKTUPOBAHUS TTOICUCTEMBI OE30MMACHOCTH 3HAYMMOTO OOBEKTa
OTPaXKaloTCS B TPOCKTHOW JTOKYMEHTAIIMM Ha 3HAYMMBIA OOBEKT (IMOJACHCTEMY
0€30MacHOCTH  3HAYMMOro OObEKTa), pa3padaTbiBA€MOl B COOTBETCTBUU C
TEXHUYECKUM 3aJaHMEeM Ha CO3JaHHWE 3HAYMMOTO0 OOBeKTa W (WJIM) TEXHUYECKUM
3aJaHueM (YacTHBIM TEXHHYECKHM 3a/JlaHheM) Ha CO3/[aHH€ TOACHCTEMBI
0€30MacHOCTH 3HAaUUMOT0 0OBEKTA.

B nporiecce mpoekTHpoOBaHUs 3HAYMMOTO O0BEKTA €r0 KaTEeropusi 3HAYUMMOCTH
MOJKET OBITh YTOUHEHA.

B nensx tectupoBaHus MOJACUCTEMBI 0€30MMaCHOCTH 3HAYUMOTO 00BEKTA B XOE
MPOCKTUPOBAHUSA MOXET OCYIIECTBIATHCS €€ MAaKEeTUPOBAHME WJIM CO3/IaHUE
TECTOBOU cpefibl. TecTupoBaHue JOMKHO OBITh HAMPABICHO HA:

obecrieueHre PabOTOCTIOCOOHOCTH ¥ COBMECTUMOCTH BBIOPAHHBIX CPE/ICTB
3amuThl UHPOPMAIMU ¢ TPOTPAaMMHBIMA UM allllapaTHBIMH CPECTBAMH 3HAYMMOTO
00BEKTa;

MPAKTUICCKYI0 OTPAOOTKY BBIMOJHEHUS CPEACTBAMU 3allUThl WH(OpMaIuu
byHKIMM 0e30MacHOCTH, a TaKXe BBIMOJHEHHUS TpeOOBaHWM IO OE30MaCHOCTH,
PEIBABISIEMBIX K MPOTPAaMMHBIM W TIPOTPaMMHO-AIapaTHBIM CPEICTBaM, B TOM
YUCJIE€ CpPEACTBAM  3allUTHl  WH(OpPMAIMK, B COOTBETCTBHM C ITyHKTaMH
27-31 nacrosamux TpeboBanuii;
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UCKJIIOYEHUE BIHUSHUS TMOJCUCTEMBbl 0€30MacHOCTH Ha (YHKIIMOHUPOBAHUE
3HaYMMOTO OOBEKTA.

MaketupoBaHHEe TOACUCTEMBI OE€30MACHOCTH 3HAYUMOTO OOBEKTa U €€
TECTUPOBAHUE MOXKET TMPOBOJUTHCS C HCIOIB30BAHUEM CPEICTB M METO/IOB
MOJICJTUPOBAHHUS, & TAK)KE C UCMOJIb30BAHUEM TEXHOJIOTHI BUPTyaJIU3aliu.

[Ipy mnpoekTHpoBaHUU MOACUCTEM OE€30MACHOCTH 3HAYUMBIX OOBEKTOB,
ABIAIOMINXCA  MH(DOPMAIIMOHHO-TEJICKOMMYHUKAIIMOHHBIMU ~ CETSIMH,  HACTOSIIIUE
TpeboBaHusi NPUMEHSAIOTCS C ydeToM TpeOoBaHUMN K NPOECKTHUPOBAHUIO CeTel
AIIEKTPOCBSI3U, YTBEPKIECHHBIX MpuKkazoM MunkomcBszu Poccun ot 9 mapra 2017 r.
Ne 101 (3apeructpupoBan Muntoctom Poccun 31 mas 2017 1., peructpanuoHHBIN
Ne 46915), a Takke MHBIX HOPMAaTHBHBIX MPABOBBIX aKTOB (heJepaabHOTO OpraHa
MCTIOTHUTENFHOM BIIACTH, OCYIIECTBISIONMETO (PYHKIIMU 1O BRIPAOOTKE U pealn3aluu
rOCYIapCTBEHHOW TMOJMUTUKH W HOPMATUBHO-TIPABOBOMY PETYIUPOBAHHUIO B 0OJIACTH
CBSI3H.

11.3. Pa3zpaboTka paboueit (3KCIUTyaTallMOHHOM) TOKyMEHTAIlMU Ha 3HAUYMMBIH
OOBEKT OCYLIECTBIISIETCSI B COOTBETCTBHUM C TEXHUYECKUM 3a/laHUEM Ha CO3/1aHue
3HaYMMOIr0 OOBEKTa M (WJIM) TEXHUYECKUM 3a/JaHheM (YaCTHBIM TEXHHUUYECKUM
3aJJaHuEM) Ha CO3JaHHe MOACUCTEMbI 0€30MaCHOCTH 3HAYMMOTO OOBEKTa HAa OCHOBE
IPOEKTHOM TOKYMEHTAIUH.

Pabouast (3kcrutyaTaliliOHHAas) JTOKYMEHTAlUsl Ha 3HAUYUMBIM OOBEKT JOJKHA
coiepXkarhb:

OTKCaHNE ApPXUTEKTYPHI OACUCTEMBI 0€30MaCHOCTH 3HAYMMOTO OOBEKTA,

MOPSAZIOK U TTapaMeTPhl HACTPOUKH MPOTPaMMHBIX M MTPOTPaMMHO -aapaTHBIX
CPEICTB, B TOM YHUCJIE CPEJCTB 3alIUTHl HH(POPMAIIHH;

MpaBHJIa SKCIUTyaTallii IPOTPAMMHBIX U MPOTPaMMHO-aNapaTHBIX CPEJICTB, B
TOM YHCJE CPEACTB 3aIUThl HHPpOpMaluu (paBuiia 0€30MaCHOM SKCIUTyaTallun ).

CoctaB u  Qopmbl  paboueld  (dKCIUTyaTallMOHHOM)  JOKYMEHTAllUU
OTIPENIETISIIOTCS B COOTBETCTBUM C TEXHMYECKMM 3aJaHUEM Ha CO3JaHUE 3HAYMMOTO
oObekTa W (WIM) TEXHUYECKUM 3aJlaHueM (JacTHBIM TEXHUYECKUM 3aJaHHEM) Ha
CO3/IaHHE MOACUCTEMBI O€30ITACHOCTH 3HAYMMOTO 0OBEKTA.

Brenpenue opraHn3aiiioOHHBIX U TEXHUYECKUX Mep 10 00ecrnieueHno 6e301MacHOCTH
3HAYUMOTO OOBEKTa M BBOJI €T0 B JCHCTBUE

12. BHeapeHre OpraHU3allMOHHBIX W TEXHUYECKUMX Mep MO O00eCleYeHUIo
0e30MacHOCTH  3HAYMMOTO OOBEKTa OpraHu3yercss CyObEeKTOM KPUTHYECKOU
UH(OPMALIMOHHON HWH(GPACTPYKTypbl B COOTBETCTBMM C MPOEKTHOM U padoueit
(PKCIITyaTallMOHHOM)  JTOKYMEHTallMe Ha 3HAuuMbIi OOBEKT, CTaHJIapTaMu
Opra’Hu3alyi U BKJIKOYAECT:

a) yCTAaHOBKY M HACTpOMKY CpEACTB 3auluThl HWH(OpMAIMK, HACTPONKY
IPOrpaMMHBIX U MPOrPaMMHO-aNNapaTHBIX CPEACTB;
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0) pa3paboTKy OpraHu3alUOHHO-PACTIOPSIAUTETBHBIX JIOKYyMEHTOB,
pEerIaMEHTUPYIONUX MPaBUIa M MPOIEAyphl oOecredeHus: 6€30MacHOCTH 3HAYUMOTO
00BEKTa;

B) BHEJPCHHE OPraHU3allMOHHBIX Mep IO OOecrnedYeHno 0e30MacHOCTH
3HAYHMMOTO OOBEKTA;

I') IpeABapUTENbHbIE HCIBITAHUS 3HAYUMOTO OOBEKTa M €ro IMOJCUCTEMbI
0€e30IMacCHOCTH;

1) ONBITHYIO OKCIUTyaTallMI0 3HAYUMOTO OOBEKTA ¥ €ro  IMOJCHCTEMBI
0e30IMacHOCTH;

€) aHaJlu3 YI3BUMOCTEM 3HAYUMOTO OOBEKTa W TPUHITHE Mep MO UX
YCTPaHEHHUIO;

’K) MPUEMOYHBIC HWCIBITAHUS 3HAYMMOTO OOBCKTa M €ro  IOJCHCTEMBI
0€30MacHOCTH.

[To pemienuto cyObeKkTa KPUTUYECKON MHPOPMAIMOHHON MHPPACTPYKTYPHI K
pa3pabOTKe U BHEAPEHUIO OPTaHU3AIMOHHBIX U TEXHUYECKUX MEP MO 00ECIEUEHUIO
0€30MacHOCTH 3HAYMMOTO OOBEKTa MOXKET MPHBIICKATHCS JIMIO, AKCILIyaTHPYIOIIEe
(TutaHupyroIIee SKCIUTYaTUPOBaTh) 3HAYUMBII OOBEKT.

12.1. YcraHoBKa W HaCTpoOilka CpEeACTB 3aluThl MHGOPMAlUU JIOJDKHA
MPOBOAUTECS B COOTBETCTBUM C TMPOEKTHOM U padoueil (SKCILTyaTallMOHHOM)
JOKyMEHTaIIMEl Ha 3HAYUMbIA OOBEKT, @ TAKKE B COOTBETCTBUU C HKCILTyaTal[MOHHOMN
JIOKYMEHTAIIMeH Ha OT/IeTIbHbIE CPEICTBA 3alUThl HHPOPMAIUH.

[Ipu ycTaHOBKE M HACTPOMKE CPEACTB 3aIUThl MH(POPMAIMU JIOJDKHO OBITh
00ecIeueHo BBITOTHCHUE OTPAHWUYCHUN Ha JKCIUTyaTallMi0 dTHUX CPEACTB 3allUTHI
nH(DOpMaITNH, B CIIy9ae UX HAJTMYUS B SKCIUTyaTallHOHHON JOKYMEHTAIINH.

12.2. Pa3zpabaTbiBaeMble OpPraHU3AIMOHHO-PACTIOPAIUTEIbHBIE JOKYMEHTHI 10
0€30MacHOCTH 3HAUMMOI0 OOBEKTa JOKHBI ONPEAENSITh MpPaBUia U MPOUEAYpPHI
peanu3aliuyd OTACIBHBIX OpPTaHWU3AMOHHBIX WM (WJIM) TEXHUYECKUX Mep (TIOJUTHK
0e30macHOCTH), pa3pa0OTaHHBIX M  BHEAPEHHBIX B  paMKaxX MOJACHCTEMbI
0e30macHOCTH 3HAYMMOIO O0O0BekTa B coorBeTcTBHMM ¢ miaBod Il Hacrosmmx
TpeboBanwmii.

OpraHu3aIlMOHHO-PaCTIOPSTUTEIbHBIC  JOKYMEHTBI MO  O€30MacHOCTH
3HAYUMOTO OOBEKTa JOKHBI B TOM YHCII€ YCTAaHABIMBATH MpaBWiIa 0O€30mMacHOM
paboThl PabOTHUKOB, OJKCIUTYaTHPYIOUIUX 3HAYMMBbIE OOBEKTHI, M PaOOTHUKOB,
obecreunBarOmMux (QyHKIIMOHUPOBAHUE 3HAYMMBIX OOBEKTOB, a TaKXKe JICHCTBUSA
pabOTHUKOB TIPY BO3HUKHOBEHWM HEIITATHBIX CUTYaIlWi, B TOM YWCJIE BBI3BAaHHBIX
KOMITHIOTEPHBIMU WHITAICHTAMU.

CoctaB u (OpMBI OpPTraHU3AIMOHHO-PACTIOPSIUTEIBHBIX JIOKYMEHTOB ITO
0€30MacHOCTH 3HAYMMBIX OOBEKTOB OIPEACIAIOTCS CYOBEKTOM KPUTHYECCKOM
nH(}OpMAITMOHHON HHAPACTPYKTYPHI C Y4ETOM 0COOCHHOCTEH €T0 JesTeTbHOCTH.

12.3. Tlpu BHEeApEHUHN OPTaHU3AIIMOHHBIX MEp MO 00ECIEeYeHHI0 0€30MMacHOCTH
3HAYUMOTO OOBEKTa OCYIIICCTBIISIOTCS

a) OpraHu3aIysl KOHTPOIS (PU3UIECKOTO JIOCTYIa K MPOTPaMMHO-anapaTHbIM
CpelcTBaM 3HAYUMOTO OOBEKTA U €TO JIMHUSAM CBSI3U;
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0) peanuzanus MpaBW pa3rpaHUYCHUsT JOCTYIA, PENIAMEHTUPYIOIIUX IpaBa
OCTyna CyObEKTOB JOCTyNma K OOBEKTaM JOCTyIa, U BBEACHUE OTPAHMUYCHHUI Ha
JNEUCTBUS MOJIB30BATEIICH, a4 TAK)KE HA U3MEHEHHUE YCIOBUM 3KCIUTyaTallu, COCTaBa U
KOH(UTYypaIuy IPOrpaMMHBIX U MPOTPAMMHO-ANNIaPaTHBIX CPEICTB;

B) IPOBEpPKAa TMOJHOTHI M JICTAJIBHOCTH OIKCAHUS B OPraHU3AIMOHHO-
PaCTOpSIUTEIBHBIX JTIOKYMEHTaX MO O€30MacHOCTH 3HAYMMBIX OOBEKTOB JICHCTBHIMA
MOJIb30BaTeNIel ¥ aJIMUHHCTPATOPOB 3HAYMMOTO OOBEKTa IO peaTu3aiuu
OpraHU3alUOHHBIX MEDP;

T) onpeielieHue aIMUHUCTpaTopa 0€30MaCHOCTH 3HAUUMOT0 00BEKTA;

1) oTpaboTKa JAEUCTBUI TMONb30BaTelied M aJIMUHHUCTPATOPOB 3HAUYMMOIO
0o0BEeKTa MO peann3aliy Mep 1Mo 00ecredeHn o 6e30MacCHOCTH 3HAYUMOTr0 00BEKTA.

12.4. TlpenBapuTeabHble MCHBITAHUS 3HAYMMOTO OOBEKTa W €r0 IMOJACHUCTEMbI
0€30MacHOCTH JTOJKHBI MPOBOJUTHCS B COOTBETCTBUM C IIPOrPAMMON U METOAMKAMU
NpeBapUTEIbHBIX HCMBITAHUA M  BKJIIOYATh MPOBEPKY PabOTOCIOCOOHOCTH
MOJICUCTEMBI 0€30MaCHOCTH 3HAYUMOIO OOBEKTa M OTACIBHBIX CPEICTB 3allUTHI
nH(pOpMaIINH, OLICHKY BBITIOJIHEHUSI TPEOOBAaHUN MO O€30MACHOCTH, MPEAbSIBISIEMbIX
K OpOrpaMMHBIM U MPOTPAMMHO-AMNIapaTHLIM CPEICTBAM, B TOM YHCJIE CPEICTBaM
3aIIUThl HTHPOpPMALIMK, B COOTBETCTBUM € IMyHKTaMu 27-31 Hacrosumx TpeboBaHuUi,
OIICHKY BJIMSIHUSI MOJCUCTEMbl OE€30MaCHOCTH Ha (PYHKIMOHUPOBAHHE 3HAYMMOTO
00beKTa TpU TMPOEKTHBIX PEXKUMAX €ro paldOThl, YCTAHOBICHHBIX MPOEKTHOU
NOKYMEHTAllMEe, a TaKKe NPUHATHE PEIICHUS O BO3MOXKHOCTH OIBITHOMN
AKCILTyaTalliy 3HAYMMOTO 00BEKTa U €T0 MOJICUCTEMbI O€30MacCHOCTH.

12.5. OnpITHAas JKCIUTyaTalds 3HAYUMOTO OOBEKTa M €ro  MOACHUCTEMBI
0€30MacHOCTH JIOJDKHA MPOBOJUTHCS B COOTBETCTBUU C MPOTPaAMMOIl M METOAMKAMU
OMBITHOM DJKCIUTyaTallii M BKIIOYATh MPOBEPKY (YHKIIMOHUPOBAHUS TMOJACUCTEMBI
0€30MacHOCTH 3HAYUMOTO O0BEKTa, B TOM YHCJIE PEaTN30BAaHHBIX OPraHU3alMOHHBIX
Y TEXHUYECKUX MEP, 4 TAK)KE 3HAHWW U YMEHUH MO0JIb30BaTENICH U aJIMUHUCTPATOPOB,
HEOOXOJMUMBIX JUIsl JKCIUTyaTallid 3HAYUMOTO OOBEKTa M €ro IMOACUCTEMBI
6e3onacHocTH. [lo pe3ynbraram ONBITHOM IKCILTyaTallid MPUHUMACTCS PEIICHUE O
BO3MOXXHOCTU (MM HEBO3MOXXHOCTH) TMPOBEJICHUS TMPUEMOYHBIX HCIBITAHUN
3HAQYUMOTO OOBEKTA U €r0 MOACUCTEMbI OE30MTaCHOCTH.

12.6. AHanu3 yA3BUMOCTEH 3HAYUMOTO OOBEKTa TMPOBOJUTCA B IIEIAX
BBISIBJICHUSI HEJNOCTAarkoB (ciabocTeil) B MOACUCTEME 0€30MacCHOCTH 3HAYMMOTO
o0OBbEKTa W OIICHKA BO3MOXXHOCTH WX WCIOJIB30BAHUS IS pPean3alluud  yrpo3
6e3omacHocTy uHGopManuu. [Ipu STOM aHanmM3y NOMJIEKAT YSI3BUMOCTH Koja,
KOH(UTYpAIUU U apXUTEKTYpPhl 3HAYMMOTO 00BEKTA.

AHanu3 ys3BUMOCTEH MPOBOAMUTCS JJISI BCEX MPOrPaMMHBIX U MPOTrPaMMHO-
anmapaTtHbIX CPEACTB, B TOM YHCIE CPEICTB 3alIUThl WHQPOPMAIUU, 3HAYUMOTO
0O0beKTa.

[Tpu mpoBeneHnn aHaiu3a ySI3BUMOCTEH MPUMEHSIOTCS CIECTYIOIINE CIOCOObI
UX BBISIBJICHUS:
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a) aHaJIU3 TMPOEKTHOM, paboueil (SKCIUTyaTallMOHHOM) JOKYMEHTAllUh W
OpraHU3aAIMMOHHO-PACTIOPSIUTEILHBIX JOKYMEHTOB IO 0OE€30MacCHOCTH 3HAYMMOTO
00BEKTa;

0) aHamu3 HACTPOEK MPOTPAMMHBIX M IPOrpPaAMMHO-ANIAPATHBIX CPENCTB, B
TOM YHCJI€ CPEACTB 3alUThl UHPOPMAIUH, 3HAUUMOTO 00BEKTA;

B) BBISIBJICHUE H3BECTHBIX YA3BUMOCTEH MPOrPaMMHBIX U MPOrPAMMHO-
anmaparHbIX CPENCTB, B TOM YMCII€ CPEICTB 3alllUThl MH(OpMAIUH, MOCPEACTBOM
aHaJgM3a COCTaBa YCTAaHOBJICHHOTO MPOrPaMMHOTO OOecCredeHus] M OOHOBJICHHM
0€30IaCHOCTH C MPUMEHEHHUEM CPEJICTB KOHTPOJIA (aHaIM3a) 3alTUIIEHHOCTH U (W)
WHBIX CPEJICTB 3aIUThl HH()OPMAIIHH;

T) BBISIBJICHHEC W3BECTHBIX YSA3BUMOCTEH MPOTPAMMHBIX H TPOTPaMMHO-
anmapaTHBIX CPEACTB, B TOM YHCIIC CPEACTB 3aIUThl MH()OPMAITH, CETEBBIX CITYKO,
TOCTYITHBIX JIJI1 CETEBOTO B3aMMOJCHCTBUS, C MPUMEHEHHEM CPEACTB KOHTPOJIS
(aHanu3a) 3aIIMIeHHOCTH,

1) TECTUPOBaHWE Ha TMPOHWKHOBEHHWE B YCIOBHIX, COOTBETCTBYIOIINX
BO3MOXKHOCTSIM HapyILIUTENEH, OMpeNeleHHbIX B MOJEIU Yrpo3 0Oe30MacHOCTU
UH(GOPMALIIH.

[Ipumenenue crocob0B U CPEJCTB BBISABICHUS YSI3BUMOCTEH OCYIIECTBIISETCS
CyObEKTOM  KpHUTHYECKOM HWH(OpMAIIMOHHOW  HMH(PACTPYKTYyphl C  Y4ETOM
oco0eHHOCTeN (HYHKITMOHUPOBAHUS 3HAYUMOTO OOBEKTA.

JlommyckaeTcs MpoBeIeHUE aHaIn3a YSI3BUMOCTE Ha MakeTe (B TECTOBOM 30HE)
3HAYUMOTO OOBEKTA MM MAaKeTaX OTJEIbHBIX CETMEHTOB 3HAUNMMOTO OOBEKTA.

AHanu3 ysI3BUMOCTEM 3HAYUMOIO OOBEKTa MPOBOAMUTCS JI0 BBOJA €r0 B
OKCITyaTallii0  Ha  JTamaxX,  ONpeAeIIeMBbIX  CyOBEKTOM  KPUTHYCCKOM
MH(}OpMaAIIMOHHON HH(PACTPYKTYPHI.

B ciyuae BBISIBICHHS YSI3BUMOCTEH 3HAUMMOTO OOBEKTA, KOTOPHIE MOTYT OBITh
WCIIOJIB30BaHBl  JJII  peanu3anuy  (CIOCOOCTBOBaTh  BO3HMKHOBEHHUIO)  yIPO3
0e30macHOCTH MH(GOPMAIIUH, TPUHUMAIOTCSI MEPHI, HAIIPABJICHHBIE HA UX YCTPAaHCHUE
WIM HUCKJIOYAIONIME BO3MOXKHOCTh HMCIOJB30BaHUS (IKCIUIyaTalli) HapyIIUTEIEeM
BBISIBJICHHBIX YS3BUMOCTEH.

[To pe3ynbraTam aHanu3a yA3BUMOCTEH JOJIKHO OBITh MOATBEPKICHO, YTO B
3HAYUMOM OOBEKTE, OTCYTCTBYIOT YSI3BHUMOCTH, KaK MHHHUMYM COJEpKaIluecs
B OaHke maHHBIX yrpo3 OeszomacHocTH uHpopmarmun ®CTIK Poccum, ykazanHoM
B nmyHkTe 11.1 Hacrosimmx TpeOGoBaHmii, WK BBIABICHHBIE YSI3BUMOCTH HE MPUBOMST
K BO3HMKHOBEHHIO yIrpo3 0€30MacHOCTH HWH(POPMAlUM B OTHOUICHUH 3HAYHMMOTO
oOBeKTa.

12.7. B xXo11e MpUEeMOYHBIX UCIIBITAHUM 3HAYMMOTO OOBEKTa U €ro MOJCUCTEMbI
0€30TMacHOCTH JOJKCH OBITh IIPOBEICH KOMIUICKC OPTaHU3aIllMOHHBIX U TEXHUYECKHUX
MEPOTIPUATHN (MCTIBITAHUI), B PE3YJIbTaTe KOTOPHIX IMOATBEPIKIACTCS COOTBETCTBUC
3HAYUMOTO OOBEKTa W €ro IMOJCHCTEMBI O€30MMaCHOCTH HACTOSAIUM TpeOoBaHMSIM,
a TakkKe TPeOOBAHHMSIM TEXHMUYECKOTO 3aJIaHHs HAa CO3JIaHHWE 3HAYMMOTO OOBEKTa U
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(MM) TEXHUYECKOTO 3aJaHusi (YACTHOTO TEXHUYECKOTO 3a/JlaHusl) Ha CO3JaHue
MOJICUCTEMBI O€30MTaCHOCTH 3HAYMMOTO OOBEKTA.

B kauecTBe MCXOMHBIX JAHHBIX MPU MPUEMOYHBIX HCTIBITAHUIX UCIOJb3YIOTCS
MOJIeJb Yyrpo3 0e30MacHOCTH HMH(POpMAIMU, pPe3ylbTaThl (AaKT) KaTeropupOBaHMS,
TEXHUYECKOE 3aJjaHhe Ha co3/aHue (MOJEpPHU3AIMI0) 3HAYUMOIo OOBeKTa W (WUIIN)
TEXHUYECKOE 3aJlaHue (YaCTHOE TEXHUYECKOE 3a/IaHKM€) Ha CO3[aHuE MOACUCTEMbI
0€30MMacHOCTH 3HAYUMOI0 OOBEKTa, MPOEKTHass M pabodas (IKCIUTyaTallMOHHAs)
JOKYMEHTAllMsl Ha 3HAYUMbI  OOBEKT, OpPraHU3alMOHHO-PACIIOPSIUTEIbHBIC
JOKYMEHTBl 10 0€30MaCHOCTH 3HAUMMBIX OOBEKTOB, pPE3yJbTaThl aHaAJINU3a
YSA3BUMOCTEH 3HAYMMOTO OOBEKTa, MaTepualbl MPEABAPUTENBHBIX HCIBITAHUNA WU
ONBITHOM OKCIUTyaTallid, a TakXKe WHbIE JOKYMEHTHI, pa3pabaTbiBacMbie B
COOTBETCTBHH C HacTOsSmUMU TpeOoBaHMSIMH U TpeOOBaHMSAMH CTaHAApPTOB
OpTraHHU3aIIH.

[IpuemouHble  UCTHBITAHUS 3HAYMMOTO OOBEKTa W €r0  MOJCHUCTEMBI
0€30MacHOCTH MPOBOAATCA B COOTBETCTBUM C MPOrpaMMON M METOJUKOU
NPUEMOYHBIX UCIBITAHUNA. Pe3ynpTaTel NPUEMOUHBIX UCIBITAHUN 3HAYMMOIO OOBEKTa
U €ro MOJCUCTEMBI OE30MaCHOCTH C BBIBOJJOM O €€ COOTBETCTBHM YCTaHOBJIECHHBIM
TpeOOBaHUAM BKJIIOYAIOTCS B aKT IPUEMKH 3HAUUMOTO 00BEKTa B IKCILTyaTaIHIo.

B caywae eciu  3HaUMMBIA  OOBEKT  SBISETCA  TOCYIapCTBEHHOU
MH(POPMAIIMOHHON CUCTEMOMN, B UHBIX CIIy4asiX, YCTAaHOBJIEHHBIX 3aKOHOJATEIbLCTBOM
Poccuiickoit ®enepanuu, a Takke B CiIydae MPUHIATHS pEIIEHUS CyOBbEKTOM
KpUTUYECKON HH(POPMALMOHHON HHPPACTPYKTYPHI, OLEHKA 3HAYUMOTO OOBEKTa U
€ro TOACHCTEMbI 0O€30MacHOCTH MPOBOAMTCS B ¢GopMe arTecTalud 3HAYUMOTO
o0ObeKkTa B COOTBETCTBMM ¢ TpeOoBaHMsIMH O 3amuTe UWHGOOpPMAIMKM, HE
COCTaBISIONICH TOCYJApCTBEHHYIO TaifHy, COAEp)Kalleics B TOCYIapCTBEHHBIX
MH(DOPMAIIMOHHBIX CUCTEMax, yTBepkIeHHbIMU mpukazoM DOCTIK Poccum ot
11 despana 2013 1. Ne 17.

BBox B aKcmTyaTanuio 3HaYMMOTO 00BEKTa M €ro MOACUCTEMBI 0€30MacHOCTH
OCYIIECTBIISIETCS ITPU MOJIOKUTEIHHOM 3aKIIIOUEHUH (BBIBOZIE) B aKTE€ MPUEMKH (MM B
arTecTare COOTBETCTBHS) O COOTBETCTBMM 3HAYMMOTO OOBEKTa YCTaHOBJICHHBIM
TpeOOBaHUSIM M0 00eCTIeYeHUI0 O€30MTaCHOCTH.

ObecneueHre 6€30MaCHOCTH 3HAUMMOTO OOBEKTA B XOJIE €T0 IKCIUTyaTalluu

13. Ob6ecrnieuenne 0e30MacHOCTH B XOJE AKCIUTyaTalldd 3HAYMMOTO OOBEKTa
OCYIIECTBIISCTCS CYOBEKTOM KPUTHYCCKOW WHGOPMAIMOHHON WH(PPACTPYKTYpHI B
COOTBETCTBHUM C  OKCIUTyaTallMOHHOW JOKYMCHTAallMeH ¥  OpraHU3allMOHHO-
pactopsIMTeILHBIMU JOKYMEHTAMH 110 0€301TaCHOCTH 3HAYUMOTO 00BEKTA U JIOJDKHO
BKJTFOUATh PEATU3AINIO CIICTYIONTUX MEPOIPUATHIA:

a) TUTAHUPOBAHUE MEPONPUATUN O OO0ECIeUeHUI0 0€30MaCHOCTH 3HAYMMOTO
00BEKTA;
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0) aHanu3 yrpo3 Oe3omacHOCTH HH(POPMAIIMUM B 3HAUUMOM OOBEKTE W
ITOCIIEACTBUN OT UX pPEAIN3ALINY;

B) ylnpaBjeHue (aIMUHUCTPUPOBAHUE) MOJICUCTEMON O€30MaCHOCTH 3HAYUMOTO
00BEKTa;

') yOpaBlieHHEe KOH(pUrypamue 3HaYuMoro oOBbEKTa M €ro MOJICHUCTEMOMN
0€e30IMacCHOCTH;

1) pearupoBaHWe€ Ha KOMIIBIOTEPHbIE HWHIMJECHTHI B XOJAE OJKCIUTyaTalluu
3HAYUMOTO OOBEKTa;

€) obecrieueHne JCUCTBUI B HEIITATHBIX CHUTYallMAX B XOJI€ IKCILTyaTalluu
3HAYHMMOTO O0BEKTA;

*) nHpopMUpOBaHHE U O0YUCHHE MTepcoHaIa 3HAYIMMOT0 00BEKTa;

3) KOHTPOJIb 3a 00ecrieueHrueM 0e30MMacCHOCTH 3HAYUMOT'0 0OBEKTa.

13.1. B xone miuaHUpOBaHMS MEPONPUATHA MO 0OecreyeHuto Oe30MacHOCTH
3HaYMMOT0 00BEKTa OCYIIECTBIIIOTCS:

a) ompeieiecHue JIMI, OTBETCTBEHHBIX 3a IUIAHUPOBAHME ¥ KOHTPOIb
MEPONPUATUI IO 0OecTIedeHHIO 0€30IIaCHOCTH 3HAYMMOI'0 OOBEKTA;

0) pa3paboTKa, YTBEp)KIEHHUE W aKTyaJIu3alusl IUIaHa MEPONpPUATUH IO
oOecneyeHnIo 0€30MacHOCTH 3HAUMMOI0 O0OBEKTA;

B) ONpENEICHUsI  MOpsiAKa  KOHTPOJISL  BBIOJIHEHUS ~ MEPOIPHUATHH 1O
00ecreyeHuIo 0€3011acHOCTH 3HAYUMOTO 00beKTa, IPEIyCMOTPEHHBIX
YTBEPHKJACHHBIM IJIAHOM.

[ImanupoBaHne MeEpONPUATHH MO OOECIICYCHHIO OE30MaCHOCTH 3HAYMMOTO
00BEKTa JIOJKHO OCYIIECTBISATHCS B pamMax IMpoliecca MIaHuPOBaHMsI, BHEIPSCHHOTO B
COOTBETCTBHHM C TPeOOBaHMSAMH K CO3JAaHUIO CHCTEM OE€30MacHOCTH 3HAUYMMBIX
O00BEKTOB U 00ECTICYCHHIO UX (PYHKIIMOHUPOBAHUS, YTBEPKIEHHBIMUA B COOTBETCTBHU
¢ myHKToM 4 dactu 3 ctatbu 6 @enepanbpHOro 3akoHa ot 26 uronst 2017 r. Ne 187-03
«O 0e30MacHOCTH KPUTHUYECKON HH(POPMAMOHHON HHPpacTpyKTyphl Poccuiickoit
denepanum».

13.2. B xone ananuza yrpo3 0e30mnacHocTd HHGOPMAIIMKA B 3HAYUMOM OOBEKTE
Y BO3MOXKHBIX MTOCJIEICTBUI UX pealln3allii OCYIIECTBIISIOTCS:

a) aHaJIU3 YA3BUMOCTEW 3HAYUMOTO OOBEKTa, BO3HUKAIONIMX B XOJAE €ro
AKCIUTyaTaluu;

0) aHanu3 U3MEHEHUs YyTpo3 0e30MacHOCTH HH(OPMAIINK B 3HAYMMOM OOBEKTE,
BO3HUKAIOILIUX B XOJI€ €0 3KCILTyaTalllH;

B) OLIEHKa BO3MOXHBIX TMOCJIEACTBUI peanu3aliu yrpo3 0e30mMacHOCTH
uH(pOPMALIMK B 3HAUUMOM OOBEKTE.

[lepronnyHOCTh TPOBEIACHHS YKa3aHHBIX PA0OT OMpeAemnseTcss CyOhEeKTOM
KpUTHYECKOM  MHpOpManMOHHOW  WHQPACTPYKTYpbl B OpPTraHU3AIMOHHO-
paclopsSAUTEIBHBIX JOKYMEHTaX MO O€30MacHOCTH 3HAYMMBIX OOBEKTOB C YYETOM
KaTeropuu 3HaYMMOCTH 00BEKTA U 0COOCHHOCTEN ero (PYyHKIIMOHUPOBAHMS.
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13.3. B xoxe ynpasneHusi (aIMUHUCTPUPOBAHUS) MOJCUCTEMON O€30MaCHOCTH
3HaYMMOT0 00BEKTa OCYIIECTBIIAIOTCS:

a) orpeneNieHue JIMI, OTBETCTBEHHBIX 3a yIMpaBlieHHE (aJMUHUCTPUPOBAHUE)
MOJICUCTEMOM 0€30MMaCHOCTH 3HAYUMOTO OObEKTA;

0) ynpaBlieHHEe YYETHBIMH 3alUCSAMHM TOJIb30BaTeJIeH W  MOAJIepKaHHUe
B aKTyaJIbHOM COCTOSIHUU MPABUJI pa3rpaHUUYEHUs JOCTyIa B 3HAYMMOM OOBEKTE;

B) yIpaBJE€HUE CPEJICTBAMHU 3alUThl HH(OPMAIIMK 3HAYUMOTO 00BEKTA;

') yOpaBlieHHEe OOHOBJICHUSIMHU MPOTPAMMHBIX M MPOrpaMMHO-aNmapaTHIX
CpEICTB, B TOM YHCII€ CPEJCTB 3alUuThl MHGOPMALUHU, C Y4€TOM OCOOEHHOCTEH
(YHKIIMOHUPOBAHUS 3HAUUMOTO OOBEKTA;

1) LEHTPAJIM30BaHHOE YIPABICHUE MOACUCTEMON O€30MACHOCTH 3HAYUMOIO
o0BbekTa (pu HEOOXOAUMOCTH );

€) MOHUTOPUHT U aHAJIU3 3aPETUCTPUPOBAHHBIX COOBITUI B 3HAYMMOM OOBEKTE,
CBSI3aHHBIX C 0OecIieueHrneM 0e30MacHOCTH (ajnee - COObITHS 0€30IaCHOCTH);

’K) COMPOBOXKIACHUE  (DYHKIIMOHUPOBAHUSA  TMOACUCTEMBI  OE30MACHOCTH
3HaYMMOI0 OOBEKTa B XOJI€ €€ AKCIUTyaTalluy, BKIIOYasl BEIEHUE 3KCILTyaTallMOHHOM
NOKYMEHTAlUM W OPraHU3alMOHHO-PACIOPSAUTENBHBIX ~ JOKYMEHTOB  IIO
0€3011aCHOCTH 3HAYMMOTO O0BEKTA.

13.4.B xome ympaBieHus KOH(UTypallueld 3HAYUMOTO OOBEKTa M €ro
HOJCUCTEMBbl ~ 0e30MacHOCTM JUIsl  Lened oOecneueHuss ero  0e30macHOCTU
OCYLIECTBIISIOTCS:

a) ONpeNeNieHue JIMI, KOTOPbIM pa3pelieHbl JACHCTBUS 10 BHECEHHUIO
M3MEHEHUI B KOHPUTYpALMIO 3HAUUMOT0 00bEKTa U €ro MOJCUCTEMBI O€30IaCHOCTH,
1 UX IMOJIJHOMOYHIA;

0) onpezieyiecHUEe KOMIIOHEHTOB 3HAUYMMOIO OOBEKTa U €ro MOJCHUCTEMBI
0€30MacHOCTH, MNOMJIEKAUIMX H3MEHEHHUIO B paMKax yHpaBieHUs KOH(UTypauuu
(upenTudukanysa oObEKTOB YIPaBICHUS KOHPUTYypalMK): MPOrpaMMHO-aNapaTHeIe,
MIpOrpaMMHBIE CPEICTBA, BKJIOUAs CPEACTBA 3AIUTHI MHPOPMALIMU, U UX HACTPOUKH
U TPOTPaMMHBIA KOJ, DKCIUTyaTallMOHHAs TOKyMEHTaIusi, uHTepdeicel, haiasl u
MHBIE KOMIIOHEHTBHI, TIOJUIEKAIME U3MEHEHHUIO U KOHTPOJIIO;

B) YIIpaBJIecHUE W3MEHEHUSIMM 3HAUUMOro OOBEKTa U €ro IMOJICUCTEMBI
0e30MmacHOCTH:  pa3paboTka  MapaMeTpoB  HACTPOMKH,  OOeCHeYyMBaIOLINX
0€30MacHOCTh  3HAUUMOIO OOBEKTa, AaHaJlW3 MOTEHIMAJILHOTO  BO3IEHUCTBUS
IUTAHUPYEMBIX HM3MEHEHHI Ha oOecrieyeHHe Oe30MacHOCTH 3HAaYMMOTO OOBEKTa,
CaHKIIMOHUPOBAaHUE BHECEHUS M3MEHEHU B 3HAYMMBbI OOBEKT U €ro MOACUCTEMY
0€30MacHOCTH, JOKYMEHTUPOBAHUE JACHCTBUM 10 BHECCHUIO UBMEHEHUN B 3HAUMMBIM
0OBEKT U COXPAHEHHE TAHHBIX 00 U3MEHEHUAX KOHPUTypaluy;

') KOHTPOJb JCUCTBUI MO BHECEHUIO M3MEHEHUN B 3HAYUMBbI OOBEKT U €ro
MOJICUCTEMY 0€30TTaCHOCTH.

PeanuzoBaHHbIE TpOLECCHl YNPABIEHUS W3MEHEHUSIMU 3HAYMMOTO OObEeKTa
U €ro MOJCUCTEMbI O€30MACHOCTH JIOJKHBI OXBaTbIBATh IMPOLIECCHI TapaHTHITHOTO
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1 (WIN) TEXHUYECKOTO OOCITY>KUBAHUS, B TOM YUCJIE TUCTAHIIMOHHOTO (yIaJICHHOTO),
MPOTPAaMMHBIX W MPOTPAMMHO-ANMaPaTHBIX CPEICTB, BKIIOYAs CPEICTBA 3aIlUTHI
uH(opMauM, 3HAYMMOTO 00BEKTA.

13.5. PearupoBanue Ha  KOMIIBIOTEPHbIE HWHUUJEHTHI  OCYIIECTBISIETCS
B TOpPSAKE, YCTAHOBIEHHOM B COOTBETCTBMM C IyHKTOM 6 uYactu 4 cTarbu 6
®denepanpbHoro 3akoHa oT 26 wmrona 2017 1. Ne 187-d3 «O 6e3omnacHOCTH
KpuTHUecKor nHbopMarimoHHoi nHppacTpykTypbl Poccuiickoit denepanum.

Jl1st pearpoBaHusi HA KOMITbIOTEPHbBIE MHIIMJICHTHI OMPEESIOTCS paOOTHUKH,
OTBETCTBEHHBIE 32 BBISIBJICHHE KOMITBIOTEPHBIX MHIIUJIEHTOB U pEarupoBaHUE Ha HUX,
1 OTIPEICIISIIOTCS UX (PYHKITHH.

13.6. [Inst obecrnieueHus 1EUCTBUI B HEIITATHBIX CUTYALMSIX MIPU SKCILTyaTalluu
3HAYUMOTO OOBEKTA OCYIIECTBISIOTCA:

a) IUIAHUPOBAHUE MEPONPUITUN TIO OOecreyeHruo 0e30MacHOCTH 3HAYMMOTO
00BbeKTa Ha CTy4yail BOSHUKHOBEHUS HEIITATHBIX CUTYAIUH;

0) oOyueHue u OTpabOTKa JEWUCTBUU TepcoHaa MO OOECIEYEHUIO
0€30MacHOCTH 3HAUUMOT0 0O0BEKTA B CIy4yae BOSHUKHOBEHUS HEIITATHBIX CUTYaIlUH;

B) CO3/IaHKE AJIETEPHATUBHBIX MECT XpaHEHUs U o0paboTku HH(OpMAIUU Ha
Ciy4ail BO3HUKHOBEHHMS HEIITATHBIX CUTYAIIH;

I') pe€3epBUPOBAHUE NMPOTPAMMHBIX U MIPOTPAMMHO-ANIMAPATHRIX CPEACTB, B TOM
YHUCJIe CPENICTB 3alllUThl UH(POpPMAIUMHU, KaHAJIOB CBA3M Ha Ciy4dail BOSHUKHOBEHMUS
HEIITaTHBIX CUTYAIli;

1) obecrieueHre BO3MOXXHOCTU BOCCTAHOBJICHUSI 3HAYUMOIO OObEKTa U (WJIN)
€ro KOMITOHEHTOB B CJIy4ac BO3HUKHOBEHHMSI HEIITATHBIX CUTYAIIHH;

¢) ompenesicHue TOopsIKa aHalu3a BO3HHUKIIMX HEIMTAaTHBIX CUTyallMd W
MIPUHATHS MEP TI0 HEAOIMYIICHUIO X TIOBTOPHOTO BOZHUKHOBCHHUSI.

13.7. B xone mH(bOpMUpOBaHUS U OOYYEeHHS TEPCOHANA 3HAYUMOTO OOBEKTa
OCYLIECTBIISAIOTCS:

a) tHQOpMUpPOBaHUE TMEpCcOHAIa 00 Yyrpo3ax Oe30MacHOCTH HWHQpOpMaIINH,
0 mpaBuiiax 0€30MaCHOM IKCIUTyaTallii 3HAYUMOTO 00BEKTa;

0) moBeneHue N0 IepcoHala TpeOOBaHMK 1O oOecredeHHIo 0e30MacHOCTH
3HAYUMBIX OOBEKTOB, a TAKXKE IMOJIOKEHUM OpraHU3aIMOHHO-PACTIOPSIUTEIBHBIX
JIOKyMEHTOB 110 0€30MaCHOCTH 3HAYUMBIX 0OBEKTOB B YACTH, UX KaCaroIIeiCs;

B) oOyueHHe MmepcoHaia MpaBuiIaM dKCIUTyaTalluu OTJICIbHBIX CPEACTB 3aIIUThI
uH(pOopMaIm, BKITI04asi MPOBEACHUE MPAKTHUECKUX 3aHATHN C TIEPCOHATIOM;

I') KOHTPOJIb OCBEIOMJIEHHOCTH IepcoHana o0 yrpo3ax 0e301macHOCTH
nHGOpPMAIH U YPOBHS 3HaHWH TIEpCOHAIA TI0 BOMIPOcaM oOecrieueHns 0€30acHOCTH
KpUTHYECKOW MHGOPMAITMOHHON HHDPACTPYKTYPHI.

[TepnoquIHOCTh TPOBEINEHUS YKa3aHHBIX MEPONPHITHH yCTaHABIMBACTCS
CYObEKTOM KPUTHYECKOW MH(GOPMALMOHHON HMH(PACTPYKTYphl B OpPraHU3alMOHHO-
paclopsSANTEIBHBIX TOKyMEHTaxX Mo Oe30MacHOCTH 3HAYMMOTO OOBEKTa C Y4eTOM
KaTeropuu 3HaYMMOCTU U 0COOEHHOCTEN ()YHKIIMOHUPOBAHUS 3HAYUMOTO OObEKTA.
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13.8. B xome xoHTpoIsa 3a obecrieueHneM Oe30MacHOCTH 3HAYUMOTO OOBEKTa
OCYIIECTBIISIOTCS:

a) KOHTpOJib (aHAJKM3) 3alIMIIEHHOCTH 3HAYUMOTO OOBEKTa C YYETOM
0CoOeHHOCTEH er0 (PyHKITMOHUPOBAHHSI,

0) aHaM3 W oOleHKa (YHKIMOHMPOBAHHUS 3HAYUMOIO OOBEKTa U  €ro
MOJICKCTeMBI 0€30MacHOCTH, BKIIOYAs aHAIM3 M YCTPAaHEHHUE YSI3BHUMOCTEH M HMHBIX
HEIOCTATKOB B ()YHKIIMOHUPOBAHUH TIOJCUCTEMbI 0€30TTAaCHOCTH 3HAYNMOTO O0BEKTA;

B) IOKyMEHTUPOBAaHUE TMPOLEAYP M PE3yJAbTaTOB KOHTPOJS 3a OOeCreueHHuEM
0€30IacHOCTH 3HAYMMOTO OOBEKTA,

T) IPUHIATHE pEIICHUs [0 pe3yapraraM KOHTpoOJs 3a obecredeHneM
0€30MMacHOCTH 3HAYUMOTO O0BEKTa O HEOOXOAMMOCTH TOPAOOTKU (MOJEPHHU3AIINH)
€r0 MOJICUCTEMBI OE30IMaCHOCTH.

Oo0ecrieueHre 0€30IMaCHOCTH 3HAYMMOI'0 00BEKTA
TP BBIBOJIE €TO M3 IKCILTyaTaIluu

14. ObecnieueHrue 0€30MaCHOCTH 3HAUUMOTO OOBEKTa MPH BBIBOAE €r0 U3
SKCIUTyaTallMd WM TIOCHe TMPHUHATHS peuieHuss o0 OKOHYaHMM 00paboTKu
UHPOpMAIIMM  OCYIIECTBISETCS CYObEKTOM  KPUTHYECKOM  HMH(POpPMALMOHHON
UHPPACTPYKTYpbl B COOTBETCTBUM C O3KCIUTyaTal[AOHHON JOKyMEHTaluued Ha
3HaYMMbIH OOBEKT M OPraHU3allMOHHO-PACHOPSAUTEIbHBIMA JOKYMEHTAMH 11O
0€30MacHOCTH 3HAaUUMOT0 O0OBEKTA.

ObecneyeHre 0€30MaCHOCTH 3HAYUMOrOo OOBEKTa TMPU BBIBOAE €ro U3
AKCILTyaTalluy JOJIKHO MPEAyCMaTpUBaTh:

a) apXUBUpPOBaHUE WH(DOpMaALIUK, COACPIKAIICICS B 3HAUUMOM OOBEKTE;

0) yHUUTO)XKEHHE (CTUpaHHE) JaHHbIX W OCTaTOYHOW HWHGMOpMaMu C
MalIMHHBIX HOCHUTENEH MHpOpMaluu U (WJIM) YHUYTOKEHUE MAIIUHHBIX HOCUTENEH
uHpopmamy;

B) YHUUTO)XKEHUE WM  apXMBUPOBAaHUE JaHHBIX 00 apXUTEKType U
KOH(UTYpAIUU 3HAYUMOTO 00BEKTa;

') apXMBUPOBAHUE WM YHUUYTOXKEHHE HKCIUTyaTallMOHHOM JOKYMEHTAaIlMH Ha
3HaYMMbIE OOBEKT M €ro IOJCHUCTEMY O€30MaCHOCTH U OpraHU3al[MOHHO-
paclopsiANTEIbHBIX TOKYMEHTOB 110 0€30MaCHOCTH 3HAYMMOI0 OOBEKTA.

14.1. ApxuBupoBanue WHGOPMAIMH, COACPIKAIICHCS B 3HAYMMOM OOBEKTE,
JOJIKHO OCYIIECTBIISITHCS B Cllydae €€ JalbHEHIIero UCoab30BaHus B AESTEILHOCTH
CyObeKTa KpUTHUECKOM HHPOPMAITMOHHONW HH(PPACTPYKTYPHI.

14.2. Yauuto)xeHue (CTHUpaHHWe) NaHHBIX W OCTAaTOYHOM HH(OpManuu ¢
MalIMHHBIX HOCHUTENEH MH(POpPMALMU OCYIIECTBISIETCS B ciydae o0paboTKu
3HAYUMBIM 00BEKTOM MH(POPMALIMK OIPAaHUYEHHOTO JA0CTYNA WM B CIy4ae MPUHATUS
TaKOTO peLIEHUsI CYObEKTOM KpUTUYECKON MHPOPMALIMOHHON HHPPACTPYKTYPHI.

YHuuTOXKEHUE (CTUPAHKUE) NAHHBIX U OCTAaTOYHOW MH(MOPMALMKM C MAIIUHHBIX
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HOCHUTEJeH MHGOPMAIIUK TPOU3BOAUTCS MPU HEOOXOAMMOCTH TEepeaadyd MAITMHHOTO
HOCHUTENS WH(POpPMAIIUU JPYTOMY IOJIH30BATEII0 3HAYMMOTO OOBEKTa WM B HHBIC
OpraHu3allui I PEMOHTA, TEXHUYECKOTO OOCTYXKHBaHUS WIH JaJIbHEHUIIEro
YHUYTOXKEHHUS.

[Ipn BBIBOAE M3 HKCIUIyaTallMM MAIIMHHBIX HOcUTeNed HHGOpMaluu, Ha
KOTOPBIX OCYILECTBIISLUIUCH XpaHEHUE U 00padoTka MHGOpMALIMU, TPOU3BOAUTCS WU
du3znueckoe YHUYTOKEHHE CaMUX MAalIMHHBIX HOcUTeNned uHdopMaluu wiu
YHUUYTOXKEHHUE COAEPIKAIIEICS Ha MAIIMHHBIX HOCUTENISIX HUHPOPMAIIUU METOAAMHU, HE
IpelyCMaTprUBaIOIIMMHU BO3MOKHOCTh €€ BOCCTAHOBJICHHUS.

YHu4TOXKEeHNE (CTUPAaHKUE) aHHBIX M OCTATOYHOW WH(POPMAIIUU ¢ MAITHHHBIX
HOCUTEJCH WHPOPMAIIUK TIOUICKUT JOKYMEHTUPOBAHUIO B COOTBETCTBHUH C
OpraHU3aAIMMOHHO-PACTIOPSANTEILHBIMIA JOKYMEHTAMH TI0 O€30MacHOCTH 3HAYMMOTO
oOBeKTa.

14.3. Tlpu BbIBOJE 3HAYMMOTO OOBEKTAa W3 OJKCIUTyaTalldd JOJKEH OBIThH
OCYIIECTBIIEH COPOC HACTPOEK MPOTPAMMHBIX U MTPOTPAMMHO-ANapaTHBIX CPEICTB, B
TOM YHCJE CPEICTB 3alluThl HHPOpMAIUU, yaaleHa HHPopMaIus O CyObeKTax
JOCTyTNa U OOBEKTaxX JIOCTYIa, yAaJIeHbl YUETHBIE 3alUCU TOJIb30BaTEIeH, a TaKxke
uACHTU(UKAIIMOHHAS U ayTeHTU(UKAITMOHHASI HH(POpMAIUs CyObEKTOB JI0CTYTA.

14.4. Tlpu  BBIBOJE  3HAYUMOTO  OOBEKTAa W3  OKCIUIyaTallMd  BCSA
AKCIUTyaTallMOHHAsl JIOKyMEHTAIlusi Ha 3HAYUMBIM OOBEKT M €ro MOACUCTEMY
0€30MacHOCTH, HKCIUTyaTallMOHHAs IOKyMEHTallMs Ha OT/AEIbHBIC CPEICTBA 3aIUTHI
nH(}OpMAITIH TIOICKUT apXUBHOMY XPaHEHUIO.

Cpokn XpaHEHHS JTOKYMEHTAIIMH OIPEACISIOTCS CYObEKTOM KPUTHYECCKOM
nHDOpPMAITMOHHONW  WHQPACTPYKTYphl B OpPTraHU3ANMOHHO-PACTIOPSIUTEIBHBIX
JOKYMEHTAaX 10 0€30MacCHOCTH 3HAYUMOTO OOBEKTA.

[lo pemenuto cyObeKkTa KpUTHUECKOH HH(GOPMALMOHHON HHPPACTPYKTYpPHI
OKCILTyaTallMOHHAsT JTOKYMEHTAIlMs Ha 3HAYUMBIM OOBEKT M €ro MOACUCTEMY
0€30mMacHOCTH, a TaKkKe OpPraHU3aAIMOHHO-PACTIOPSAUTEIIBHBIE JTOKYMEHTBI TIO
0€30MacHOCTH 3HAYMMOTO O00BeKTa (MHCTPYKIIMU, PYKOBOJCTBA) MOTYT OBITh
YHUYTOXKEHbI. B 3TOM ciiydae (pakT yHUUTOKEHHS TMOMJIEKHUT JOKYMEHTHUPOBAHUIO
CyObEKTOM KpUTHYECKOM WHGOPMAIMOHHON HHPPACTPYKTYphl C  YKa3aHUEM
HAaWMEHOBAHUs, COCTaBa JOKYMEHTOB, CIOCOOOB U AAaThl MX YHUYTOXKCHHUS.

I11. TpeGoBaHMs K OpraHU3AIMOHHBIM U TEXHUYECKUM MEpaM,
MPUHUMAEMBIM J1J1sl 00ecTieueHHs] 0€30MaCHOCTH 3HAYMMBIX 0OBEKTOB

15. llenpro oOecrieueHus OCE30MACHOCTH 3HAYMMOTO OOBCKTA  SBISCTCS
o0ecIieyeHue ero yCTOMInBoro (pyHKIIMOHUPOBAHUS B TMIPOCKTHBIX PEKUMax PaOOTHI
B YCIIOBUSAX pealu3alyyd B OTHOLIEHWH 3HAYMMOTOo OOBEKTa yrpo3 Oe30MacHOCTH
UH(pOPMALIIH.

16. 3amauamu oOecrieueHUss O€30ITACHOCTH 3HAYMMOI'0 OOBEKTA ABJISTFOTCS:
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a) IpeIoTBpaIeHuE HEMPaBOMEPHOTO JocTyna K uHdopMarm,
oOpabarbiBaeMOlil 3HAYUMBIM OOBEKTOM, YHHUYTOXKEHHUS TakoW WHQPOpMAIUU, €e

MOIUGUIIUPOBAHUS,  OJNOKUPOBAHMS,  KOMHMPOBAHWS,  MPEAOCTABICHHS  H
pacTIpOCTpaHEHHUs, a TAK)KE€ WHBIX HEMPAaBOMEPHBIX JICHCTBHI B OTHOIICHHH TaKOW
uHpopManuu;

0) HegomyieHUe HWHGOPMALIMOHHOTO BO3JIECUCTBHUSI HAa MPOTPAMMHBIE U
IPOrpaMMHO-aIlNapaTHble CPE/ICTBA, B PE3yJbTare KOTOPOTO MOXKET ObITh HapyIIeHO
U (WIKM) mpekpaiieHo GyHKIIMOHUPOBAHKUE 3HAYMMOTO 00BEKTa;

B) oOecrieueHue (PyHKIIMOHUPOBAHUS 3HAYUMOTO OOBEKTa B IPOEKTHBIX
pexxnmMax ero paboThl B YCIOBHSIX BO3ACUCTBUS yrpo3 0e30macHOCTH HH(OpMAIUY;

r) obecriedeHne  BO3MOXHOCTH  BOCCTAHOBJICHHS  (DyHKIIMOHHPOBAHUSA
3HAYUMOTO O0BEKTa KPUTHUECKOW NH(POPMATMOHHONW HH(PPACTPYKTYPBHI.

17. B 3HauuMbIX OOBEKTaX OOBEKTAMHU, MOIJIEKAUIUMU 3allUTe OT Yyrpo3
6e3onacHocTy nHGopmaluu (00bEKTaMU 3aIUThI), SBIISIOTCS:

a) B ”HPOPMALIMOHHBIX CUCTEMAX:

uHdopmarius, oopadarsiBaemasi B UHOOPMAIIMOHHON CUCTEME;

pOrpaMMHO-aIaparHble CpeACcTBa (B TOM YHCIE MAIlIUHHBIE HOCHUTEIHU
uHpopMaIui, aBTOMAaTU3UPOBAHHBIC paboune MecTa, CEPBEDHI,
TEJIEKOMMYHUKAllMOHHOE 000OpyIOBaHME, JIMHUU CBA3M, CpEACTBa 00pabOTKU
OykBeHHO-1IU(PpOBOI1, rpaduyecKoil, BUIE€O- U pedeBOM HH(POPMAIIUN);

IporpaMMHBbIE cpecTBa (B TOM YHUCIIE MUKPONPOrPaMMHOE, OOIIECUCTEMHOE,
MPUKIIAAHOE MPOrpaMMHOE 00eCTIeUEHHE);

CpelICTBa 3aIUTh HHPOPMALIUU;

apXUTEKTypa U KOHPHUTypalrs HHHOPMAITMOHHON CUCTEMBI,

0) B HH(QOPMAIIMOHHO-TEJICKOMMYHUKAIIMOHHBIX CETAX:

uHbopMaIms, meperaBaeMas o JUHUSIM CBSI3H;

TEJIEKOMMYHUKALIMOHHOE O0OopyaoBaHWe (B TOM 4HCI€ MPOrPaMMHOE
o0ecreueHue, cucTemMa yrpaBieHus ),

CpeJICTBa 3aIUTh HHPOPMAIIUH;

apXUTEeKTypa © KOHQUTyparus HHPOPMAITMOHHO-TEIEKOMMYHUKAIIMOHHOMN
CeTH;

B) B aBTOMaTU3HPOBAHHBIX CHUCTEMaX YIPABICHUS:

uHdopmanus  (maHHbIE) O MmapaMeTrpax  (COCTOSHUM) — yMPaBIsIEMOTO
(KOHTpOJIUPYEMOTO) O00BEKTa WJIM Tpoliecca (B TOM YHCIE BXOAHAS (BBIXOMHAS)

uH(popmarus, yIpaBisoIas (xomaHaHAs) uHpopmanus, KOHTPOJIBHO-
u3MeputTenabHas uHGpOpMalMs, HHAas KPUTUYECKH BaKHAs (TEXHOJOTHYECKasl)
uHpopMaIus);

nporpaMMHO-afnapaTHble cpeacTBa (B TOM YHCIE aBTOMATH3UPOBAHHBIC
paboure MecTa, MPOMBIIIJICHHBIE CEPBEPHI, TEIIEKOMMYHUKAIIMOHHOE 000pYyIOBaHHE,
JUHUH CBSI3U, MPOTPAMMHPYEMbIE JIOTHUECKHE KOHTPOJUIEPHI, MPOU3BOACTBEHHOE,
TEXHOJIOTUYECKOE 000pyAOBaHKE (MCIIOJHUTENbHBIE YCTPOICTBA);
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IPOrpaMMHBIE CPEACTBA (B TOM YHCIIE MHKPOIPOrpaMMHOE, OOLIECHCTEMHOE,
MPUKIIATHOE MMPOTPAaMMHOE 0OecIieueHune);

CpEeACTBa 3allUThl HH(OPMALUY;

aApXUTEKTypa U KOH(PUTypalusi aBTOMaTU3UPOBAHHON CUCTEMBI YIIPABICHUSI.

18. ObecnieueHue 0€30MACHOCTH 3HAYUMOIO OOBEKTa JIOCTUTACTCS IMyTeM
IOPUHATHS B paMKax MOACHCTEMbI 0€30IIaCHOCTH 3HAYMMOIO 00BEKTa COBOKYITHOCTHU
OpPraHM3allMOHHBIX W TEXHUYECKUX MEp, HaIpaBJIEHHBIX Ha OJOKUPOBAHUE
(neliTpanusanuio) yrpo3 0€30MacHOCTH MH(POpMALMH, peau3alus KOTOPhIX MOXET
OPUBECTH K MPEKPALICHUI WIM HAPYIIEHUIO (YHKIMOHUPOBAHUSA 3HAYMMOTO
o0bekTa M obOecneunBaroniero (ympapisIeMOro, KOHTPOJIUPYEMOTO) UM TpoIecca,
a TaKKe HapylIeHUIO0 0e30MacHOCTH 00pabarbiBaeMON HHpOpManUU (HAPYIICHUIO
JOCTYITHOCTH, LIEJIOCTHOCTH, KOHPUACHIIMATBHOCTH HHPOPMALIUN).

OpraHu3alMOHHbIE UM TEXHUYECKHE MEpPbl MO 00ECHe4YeHHI0 Oe30MacHOCTH
3HAYUMOTO0 OOBEKTa NPHUHUMAIOTCA CYOBEKTOM KPHUTHUECKOM HH(POPMALMOHHOM
UHQPACTPYKTYPHl COBMECTHO C JIMIIOM, SKCIUTYaTHPYIOIIUM 3HAYUMBIA O00BEKT (MpH
ero Hanmuuuu). llpu >TOM MeXIy CYOBEKTOM KpUTHUYECKOW HMH(POPMALMOHHON
UHQPACTPYKTYPHl U JIMLOM, SKCILTyaTHUPYIOIIMM 3HAYUMBbIH OOBEKT, JOHKHO OBITH
IOPOBEACHO pasrpaHuueHue (yHKIUN mo obOecrnedeHuto 0e30MacHOCTH 3HaYMMOIo
00BEKTa B XO/I€ €r0 IKCILTyaTaluu.

19. Mepel mo obOecnieueHnio 0€30MaCHOCTH BBIOMPAIOTCS M PEaTU3yIOTCS
B 3HAYUMOM OOBEKTE C YUETOM yrpo3 0e30MacHOCTH MHGOpMAIMK MPUMEHUTEIbHO
KO BCEM O0BEKTaM U CyOBheKTaM J0CTyIa Ha anmnapaTHOM, CHCTEMHOM, MIPUKJIATHOM U
CETEBOM YPOBHSX, B TOM YHCJIE€ B CPENI€ BUPTYaTU3ALIMH.

20. Mepsl 1o obecriedeHno 6e30MacHOCTH 3HAUUMOTO 00BEKTa MPUHUMAIOTCS
25cy0OBEKTOM KpUTHYECKOM HH(GOPMALMOHHON HHPPACTPYKTYPHl CaMOCTOATEIBHO
WIH TPU HEOOXOMUMOCTH C TPUBJICYECHHEM B COOTBETCTBUHU C 3aKOHOJATEIHCTBOM
Poccuiickoit @enepanuu opranusanuii, UMEIOMX B 3aBUCUMOCTU OT MH(MOpMaIINH,
oOpabarbiBaeMOll  3HAaYUMBIM  OOBEKTOM, JIMLIEH3UI0O Ha JESATENbHOCTh IO
TEXHUYECKOW 3aluTe HHQPOpPMAIMU, COCTABISIONICH TOCYIapCTBEHHYIO TalHY, H
(unn) Ha JEeSATeNbHOCTh 0 TEXHUYECKOHM 3alIiuTe KOHPHUACHINATbHOW HHPOPMAITIH.

21. IlpuHuMaemMble OpraHU3allMOHHBIE U TEXHUYECKUE MEPHI 10 00eCIeYeHUIO
0€30MacHOCTH 3HAYUMOI0 OOBEKTa JIOJUKHBI COOTHOCUTBCS C MeEpaMu IO
MIPOMBITIVICHHOH, ()YHKITMOHATHHOU 0€30MaCHOCTH, MHBIMHU MEPAMH 10 00€CTICUCHHUIO
0e30macHOCTH  3HaYUMOTO 00OBeKTa ©  obecmeunBaromero  (ympasisieMoro,
KOHTPOJIUPYEMOro) oObekTa wiu mnporecca. [Ipu 3toM Mepbl 1o oOecrneyeHuto
0€30IMacHOCTH 3HAYMMOTO 00BEKTa HE JOJDKHBI OKa3bIBaTh OTPHUIIATEIHLHOTO BIWSHUS
Ha QYHKIMOHUPOBAHUE 3HAYUMOTO OObEKTa B IPOCKTHBIX PEKUMAX €TI0 padOThI.

22. B 3HauuMbIX OOBEKTaX B 3aBUCHUMOCTH OT MX Kareropuu 3HAYMMOCTU H
yrpo3 ©0e30macHOCTH HMH(POpPMalMU JODKHBI OBITh PEaTu30BaHbl  CIEAYIOIINE
OpTraHMU3AIMOHHBIC U TEXHUIECKUE MEPHI:

uaeHTugukanus u ayrenrupukanus (MAD);
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ynpasienue nocrynom (YII);

orpanudenue nporpamMmmuoi cpeasl (OI1C);

3allUTa MAaIMHHBIX HOcuTenel nHdopmanuu (3HN);

aynut 6e3omacHoctu (AY]);

aHTUBUpYCcHas 3anmTa (AB3);

MpeoTBpalleHne BTop:keHui (koMibroTepHbix atak) (COB);

obecneuenue nemoctaoctu (OLJI);

obecneuenue pocrynHoct (OT);

3alKUTa TEXHUYEeCKUX cpeacts u cucteM (3TC);

3ammra nH(OPMAITMOHHON (aBTOMAaTHU3UPOBAHHOM) CHUCTEMBI 51
ee komnoHeHToB (3UC);

IUIaHUPOBAaHKE MEpONpUATUi 110 obecrniedenuto 6ezonacHoctH (I1JIH);

ynpasiienue koHpurypauuei (YKO);

yIpasjieHrue 00HOBIEHUsAMH nporpammuoro ooecrneuenus (OI10);

pearupoBaHHie Ha MHUUJAEHTHI HHPopManmoHHou 6e3onacHoctu (MHLI);

oOecrieueHue aecTBuil B HemrTarHbix cutyanusx (JJHC);

uHdopmupoBanue u o0yuenue nepconana (UI10).

CocraB Mep mno oOecnedeHHI0 OCE30MaCHOCTH 3HAYMMBIX OOBEKTOB B
3aBUCUMOCTH OT KaTeropuM 3HAYUMOCTHU TMPUBEICH B MPUWIOKEHUH K HACTOSIIUM
TpeboBanusm.

[Tpu peanuzanuu Mep No obecneyeHHI0 0e30MacHOCTH 3HAYMMbIX OOBEKTOB
MPUMEHSIOTCS METOAMYECKue JOKyMeHThl, pa3padoranHbie D®CTOK Poccun B
COOTBETCTBUM € MoAnyHKTOM 4 nyHkTta 8 [lonoxenus o denepanbHOil ciiy:xOe Mo
TEXHUYECKOMY M DKCIIOPTHOMY KOHTPOJIIO, YTBEpXKAEHHOTO Ykazom llpesunenta
Poccwiickoit deneparuu ot 16 aBrycrta 2004 . Ne 1085.

23. Be16op Mep 1Mo 00ecneueHuI0 0e30MacCHOCTH 3HAYUMBIX OOBEKTOB IS UX
peann3aiyy BKIIOYAeT:

a) onpeneneHue 0a30Boro Habopa Mep Mo o0OecnedeHuio O0e30MacHOCTH
3HAYMMOTO OOBEKTA;

0) amanTanuio 6a3zoBoro Habopa Mep 1o oOecrneyeHuIo Oe30MacHOCTH
3HAYMMOTO OOBEKTA;

B) JIONIOJTHEHHE alalTUPOBAHHOIO Habopa Mep 1o o0ecnedyeHno 0e300acHOCTH
3HAYUMOTO OOBEKTa MEPAMH, YCTAHOBICHHBIMA WHBIMU HOPMAaTHUBHBIMU PABOBBIMU
akTaMu B oOmactu oOecriedeHuss 0e30MacHOCTH KPUTHYCCKOH HH(POPMAIMOHHOM
uHppacTpykTypbl Poccuiickoit denepanuu v 3aMThl UHOOPMALIMH.

ba3oBeiii Habop Mep 1Mo oOecrneueHHi0 O€30MacCHOCTH 3HAYMMOTO OOBEKTa
OTIpeNeNsieTCS HAa OCHOBE YCTAaHOBJICHHOW KaTeropuu 3HAYMMOCTA 3HAYMMOTO
00BEKTa B COOTBETCTBUU C MPUJIOKEHUEM K HACTOSAIINM TpeOoBaHHSIM.

ba3oBbeiii Habop Mep 1Mo 0OeCHedYeHHI0 O€30MacCHOCTH 3HAYUMOIo OOBEeKTa
MOJUICKUT aJaNnTalid B COOTBETCTBUU C Yrpo3aMu O€30MacHOCTH HMH(OpMAIIHH,
NPUMEHSIEMBIMH  WH(POPMAIIMOHHBIMM ~ TEXHOJOTUSAMH U OCOOCHHOCTSAMHU
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(YHKIIMOHUPOBAHUS 3HAUUMOTO 00bekTa. [Ipu 3TOM U3 6a30Boro Habopa MOTYT OBITH
UCKIIIOYEHBI ~ MEpbl, HEMOCPEACTBEHHO CBSA3aHHbIE C  HHPOPMAIMOHHBIMU
TEXHOJIOTUSIMU, HE HCIIOJIb3yEMbIMU B 3HAUUMOM OOBEKTE, WM XapaKTePUCTUKAMHU,
HE CBOMCTBEHHBIMHU 3HauUMOMY 00bekTy. [Ipu amantaruu 6azoBoro Habopa mep 1o
oOecreueHuto 6€30MaCHOCTH 3HAYUMOI0 00bEKTa JUIsl KaXKI0M Yrpo3bl 0€30MacHOCTH
uH(pOpMaLIMK, BKIIFOYEHHOW B MOJIENIb YTPO3, COMOCTABIISIETCS MEpa WIIM TPyIIa Mep,
oOecrnieunBaroiiye OJOKMPOBAHUE OAHOW WIIM HECKOJBKHUX YIpo3 0€30MacHOCTH WU
CHHKAIOIME BOBMOXKHOCTh €€ pealiu3allii UCXOAS U3 YCIOBHM (DYHKIIMOHHUPOBAHUS
3HAYUMOTO 00bekTa. B ciyuae ecnu 06a30BbIif HAOOP Mep HE MO3BOJISIET OOECIICUUTD
OnmokupoBaHue (HEHTpaIM3aIMio) BCEX yrpo3 0e30MacHOCTH WH(POpPMAIUU, B HETO
JIOTIOJIHUTENIBPHO BKITIOYAIOTCS MEPBI, MPUBEICHHBIC B MPHIOKEHUH K HACTOSIIUM
TpeboBanusM.

JlonosiHeHWEe aganTUPOBAHHOTO Habopa Mep Mo obOecrneueHuto 0e30MacHOCTU
3HAYUMOTO OOBEKTAa OCYIIECTBISIETCS C LEJbI0 BBINOJHEHUS TpeOOBaHUIA,
YCTAQHOBJICHHBIX WHBIMH HOPMATHBHBIMHA TIPAaBOBBIMH aKTaMHW B  00JacTH
oOecrnieyeHus: 0€30MaCHOCTH KPUTHYECKOW HH(POPMAIIMOHHON MHQPACTPYKTyphl U
3amuThl uHMOpManuu. J[omosiHeHne ananTUpPOBaAaHHOTO Habopa Mep MPOBOJUTCS B
cllydyae, €Clldi B  OTHOIIEHMH 3HAYUMOro OObEKTa B  COOTBETCTBUHU
C 3akoHojarenbcTBOM Poccuiickoit denepanny TakkKe YCTaHOBJIEHBI TPEOOBaHUS
0 3aunmTe WHGOPMALMM, COAEpIKAIIEHCS B TOCYIapCTBEHHBIX HHGOPMAIMOHHBIX
cucTeMax, TpeOOBaHMSI K 3alUTe MEPCOHAIBHBIX JIaHHBIX MPU HX 00paboOTKe B
WH(OOPMAIIMOHHBIX ~ CHCTEMax  MEpPCOHANbHBIX  JAaHHBIX,  TpeOOBaHUS K
Kpunrorpaguyeckoil 3ammre WHGOPMALMHM WM HWHbIE TpeOoBaHHMS B 001acTH
3alUThI uHpopManuu u obecrnieueHust 0€30MacHOCTH KPUTHUYECKOU
MH(}OpMaAIIMOHHON HH(PACTPYKTYPHI.

24.B cimydae eciad  3HAYUMBIM  OOBEKT SIBISICTCS  TOCYIApPCTBEHHOM
MH(OPMAIIMOHHONM CUCTEMON WIM HHMOPMAIMOHHOW CHUCTEMOM MEPCOHAIBHBIX
JTAHHBIX, MEPBI TI0 00ECIIEYeHUI0 OE30MaCHOCTH 3HAYMMOIO OOBEKTAa U MEPHI 3aIUTHI
uHbpopman (MO  OOECTHEUEHUIO TMEPCOHAJIBHBIX  JAHHBIX) MPUHUMAIOTCSA
B COOTBETCTBUU C 00Jiee BHICOKOW KaTeropuei 3HauMMOCTH, KJIACCOM 3alllUIIEHHOCTH
WIH YPOBHEM 3alTUIIICHHOCTH IMEPCOHATBHBIX TaHHBIX.

25. Eciiu  mipuHSATBIE B 3HAYMMOM OOBEKT€ MEphl MO O00ECIEUCHHUIO
MPOMBITIUVICHHOW,  (DyHKIIMOHANBHOM  Oe3omacHOCTH u  (Wiu)  (pusuyeckoit
0€30MacHOCTH JOCTATOYHBI /I OJOKUPOBAHUS (HEUTpaTU3alliu) OTACIBHBIX YIPO3
0e30macHOCTH MH(pOpPMAIMHU, JOMOJIHUTEIbHBIE MEPbI, BEIOPAaHHBIE B COOTBETCTBUU
¢ myHKTamu 22 u 23 Hacrosiux TpeboBaHMil, MOTYT He npuMeHsATbes. [Ipu aTOM B
X0/le pa3pabOTKH OPraHU3alMOHHBIX M TEXHUYECKUX Mep MO OOeCIeUeHHUI0
0€30I1acCHOCTA 3HAUYUMOro OOBEKTa JOJ/DKHA OBITH OO0OOCHOBaHA JIOCTATOYHOCTH
NPUMEHEHUSI MEp MO 00ECIIEUEHHIO MPOMBIIUIEHHOW 0€30MacHOCTH WK (U3HYECKON
0€30MmacHOCTH i1 OJOKHUpOBaHUS (HEUTpaU3allih) COOTBETCTBYIOIIUX YIPO3
06e30MacHOCTH UH(POPMAIIUH.
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26. IIpm  OTCYTCTBMM BO3MOXKHOCTH pEaJM3aIlid  OTACIBHBIX MEp II0
obecrnieueHnIo 0€30MacCHOCTH U (WJIM) HEBO3MOKHOCTH MX MTPUMEHEHHUS K OTACIbHBIM
0o0BbeKTaM U CyOBEKTaM JOCTYIIa, B TOM YKCJIE BCJIEACTBUE UX HETaTUBHOTO BIUSHUS
Ha (YHKIMOHUPOBAHME 3HAUYMMOIO OOBEKTAa B MPOEKTHBIX PEKUMAX 3HAYUMOTO
0o0BbEeKTa, MOKHBI OBITh pa3paboTaHbl W BHEAPEHBI KOMIIEHCHUPYIOIIHE MEpHI,
obecneunBaromue  OJOKHMpOBaHHWE  (HEUTpalM3alldio)  yrpo3  0O€30MaCHOCTH
uH(pOpPMALIMK C HEOOXOJUMBIM YPOBHEM 3alIMIIEHHOCTH 3HAYMMOro oobekra. [lpu
ATOM B XOJI¢ pa3paOOTKU OPraHU3alMOHHBIX U TEXHHUYECKUX MEp MO 00ECIeUeHHUI0
0€30MacHOCTH 3HAYUMOTO OOBEKTa JOHKHO ObITh OOOCHOBAaHO MPUMEHEHHUE
KOMIICHCUPYIOIUX MEp, a MPU MPUEMOYHBIX HCIBITAHUAX (aTTecTarii) OICHEHA
JOCTaTOYHOCTh U aJIeKBATHOCTh JAHHBIX KOMIICHCUPYIOITUX Mep sl OJOKUPOBaHUS
(HedTpanuzaiuu) yrpo3 0€30MacHOCTH H(pOpMaIIUH.

B kadecTBe KOMIICHCHPYIOIIMX MEpP MOTYT OBITh PACcCMOTPEHBI MEPHI II0
00€CleyeHn0  MPOMBIIUICEHHOH,  (QyHKIMOHaNbHOM ©  (wiM)  (uU3MUecKon
0€30MMacHOCTH 3HAYUMOTO OOBEKTA, MOAJIEPKUBAIONINE HEOOXOAMMBINH YPOBEHb €T0
3aIUIIEHHOCTH.

26.1. Tlpu ucroNb30BaHUU B 3HAYMMBIX 0OBEKTaX HOBBIX MH(OPMAIMOHHBIX

TEXHOJIOTUN U BBISIBIICHUU JOMOJHUTENBHBIX YTPO3 0€30MacHOCTH MHPOPMAIUH, AJIs
KOTOpPBIX HE OIpeleieHbl Mephl MO0 O00ecneuyeHuro Oe30MacHOCTH, JIOJKHBI
pa3pabarbiBaTbCs  KOMIIEHCUPYIOIIME MEpbl B COOTBETCTBUM C  IIYHKTOM
26 Hacrosiux TpeboBaHMIA.

IV. TpeboBaHus K MPOrpaMMHBIM M MPOTPAMMHO-aNNIapPATHBIM CPECTBAM,
MPUMEHSIEMBIM JJ1s1 00ecTieueHHs] 0€30MaCHOCTH 3HAYMMBIX 0OBEKTOB

27. Texuudyeckre Mephl MO 00ECIEUEeHUI0 OE30MaCHOCTH B 3HAUUMOM OOBEKTE
peanu3yloTCsi TMOCPEICTBOM  HCIIOIB30BAaHUS MPOTPaMMHBIX W MPOTPaMMHO-
anmapaTHBIX CPEACTB, MPUMEHSEMBIX i OoOecredeHus] 0e30MacHOCTH 3HAUYMMBIX
OOBEKTOB — CpEACTB 3amuThl WHGOpMAMu (B TOM 4YHCIIE BCTPOCHHBIX B
0011IeCUCTEMHOE, MPUKIATHOE MPOTPaMMHOE OOECIICUCHUE), a TakKe OOecreyeHus
0€30MacHOCTH MPOrPAMMHOTO OOECHEYEeHHs] U MPOrpaMMHO-ANMapaTHBIX CPEACTB,
NPUMEHSEMBIX B 3HAYMMBIX OOBEKTaX.

[Ipy 3TOM B NPUOPUTETHOM TMOPSJKE MOJJIEKAT NPUMEHEHHUIO CPEICTBa
3amuThl  MH(OpMaluu, BCTPOEHHBIE B MpOrpaMMHOE obOecredyeHue | (UJIH)
IPOrpaMMHO-AINAPATHBIE CPEJICTBA 3HAYMMBIX OOBEKTOB (MPU UX HATUUHUH).

28. Jlns obecmeuenusi 0€30MAaCHOCTH 3HAYMMBIX OOBEKTOB KPUTHUYECKOM
MH(GOPMAITMOHHON HWHPPACTPYKTYpPbl JODKHBI TPUMEHSATHCS CPENCTBA 3alUThI
nH(pOpMaIK, TPOIIEANINe ONIEHKY Ha COOTBETCTBHE TPEOOBAHUAM IO O€30MaCHOCTH
B hopMax 00s3aTenbHON cepTU(UKALINN, UCTIFITAHUI WU TPUEMKH.
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CpenctBa 3anmuThl HHOOPMAIIMH, TIPOIIEIINE OIEHKY COOTBETCTBHUS B (hopMe
o0s3aTeIbHON  cepTU(dUKALMM, TPUMEHSIOTCS B  ClIy4yasX, YCTaAHOBJIEHHBIX
3aKOHOJATENBCTBOM Poccuiickoit denepanuu, a TakkKe B CIydae MPUHATHUS PEIICHUS
CYObEKTOM KpUTHYECKON HHPOPMAIIMOHHON HHPPACTPYKTYPHI.

B uHBIX ciydasx mpUMEHSIOTCS CPEACTBa 3alIUThl MH(OPMAIIMK, MPOIIE/IINE
OLICHKY COOTBETCTBUA B (OpME HCIBITAHUN WU TPUEMKH, KOTOPbIE MPOBOISTCS
CyObEeKTaMU KpUTUYECKON MHPOPMALIMOHHON HHPPACTPYKTYPhl CAMOCTOSATEIHHO HIIN
C IPUBJICYCHUEM OpPraHHU3alNN, UMEIOIIMX B COOTBETCTBUU C 3aKOHOAATEIbCTBOM
Poccuiickoit ®epepanuu JHMIEH3UM HAa JCATEIBHOCTH B OOJACTH  3alllUTHI
uH(pOpMaIuu.

29. B cimyyae MCHONBb30BaHUS B 3HAYMMOM OOBEKTE CEPTH(PHUIIMPOBAHHBIX Ha
COOTBETCTBHE TpPEOOBaHUSIM MO Oe30MacHOCTH HHGPOPMAIIMU CPEACTB  3alUThI
uHpopmamu:

a) B 3HAUUMBIX OOBEKTax 1 Kareropuu MPUMEHSIOTCS CPEACTBA 3alUThI
nHpopMan He HuUXke 4 Kiacca 3alluThl, a TAKXE CPEACTBA BBIYUCIUTEILHOMN
TEXHUKHU HE HUXKE 5 Kiacca;

0) B 3HAUMMBIX OOBEKTaX 2 KAaTETOPUU NPUMEHSIOTCS CPEACTBA 3aIUTHI
uHbOpPMAIIMK HE HWXKE S5 Kilacca 3alllUThl, a TaKXKe CPEACTBA BBIUYMCIUTEIBHOU
TEXHUKHU HE HUXKE 5 Kiacca;

B) B 3HaYUMBIX OOBEKTaX 3 KaTerOpuu MPUMEHSIOTCS CpPEICTBA 3alllUuThI
uHbopMaMKu 6 Kjacca 3allUThl, a TAKXKE CPEJCTBA BBHIYMCIUTEIHLHON TEXHUKU HE
HIKE 5 KJacca.

[Ipn sTOM B 3HaYMMBIX OOBEKTax | KaTeropuum 3HAUMMOCTH MPUMEHSIOTCS
cepTU(UIIMPOBAHHBIE CPEJCTBA 3alIUThl MHGOPMAIUK, COOTBETCTBYIOIIUME 4 WIH
0oJiee BEICOKOMY YPOBHIO JJOBepHs. B 3HaUMMBbIX 00beKTaxX 2 KaTeropuu 3HAUUMOCTH
MIPUMEHSIIOTCS cepTU(UIIMPOBAHHBIC cpencTBa 3aIlUTHI nHpopMaIuu,
COOTBETCTBYIOIIME 5 Uu 00jiee BBICOKOMY YPOBHIO J0BepHs. B 3HauMMBbIX 00BEKTaxX
3 Kareropuu 3HAYUMOCTH MPUMEHSIOTCS CEPTUPUIMPOBAHHBIC CPEIICTBA 3aIUTHI
uH(pOpMaIINH, COOTBETCTBYIOIIKE 6 MM O0Jiee BEHICOKOMY YPOBHIO JJOBEPHSI.

Kiaccel 3ammTel ¥ YpPOBHU JOBEPHS OIPEHEISIOTCS B COOTBETCTBUU C
HopMaTuBHBIMU TIpaBoBbIMU akTaMu PCTIK Poccum, u3gaHHBIME B COOTBETCTBUU
¢ moamyHkTtoM 13.1 mynkra 8 Ilonoxenus o0 @enepanbHOM CIIyKO0e MO TEXHUYECKOMY
U DKCIIOPTHOMY KOHTPOJIKO, YTBEpKAEHHOro Ykaszom Ilpesumenta Poccuiickoin
®epeparuu ot 16 aBrycrta 2004 . Ne 1085.

[Ipn ucnonb30BaHUM B 3HAYMMOM OOBEKTE CPEICTB 3alllUThl MHGOpMAIUU,
cepTU(UIIMPOBAHHBIX MO TpeOOBaHUSAM O€30MacHOCTH HHGOPMAIUU, YKa3aHHBIC
CpeACTBa JOKHBI OBITh CEpPTU(MUIIMPOBAHBI HAa COOTBETCTBHE O0S3aTCIILHBIM
TpeOOBaHUAM IO 0€30MacCHOCTH WH(OPMAIlUU, YCTAHOBJICHHBIM HOPMAaTUBHBIMHU
NpPaBOBBIMU aKTaMU, WM TPEOOBaHUSM, YKAa3aHHBIM B TEXHMUYECKHUX YCIOBHSIX
(3amanusix Mo 6€30MacHOCTH).


consultantplus://offline/ref=14BDAA62E3892D97EC076A68153FA1C5F8C26BDB5234F014B87728C9EBDA4DF00715E916A983D457G0a7Q

25

OyHKIMU ~ 0€30MaCHOCTH  CPEACTB  3alUThl  WHOOPMAIMH  JTOJDKHBI
o0OecreynBaTh BBINOJHEHUE HACTOAIMX TpeOoBaHU.

29.1. Ilpu NpOEKTUPOBAHMHM BHOBbH CO3JAaBAEMbIX WM MOJIEPHUBHPYEMBIX
3HAYUMBIX OOBEKTOB | KaTeropum 3HAUMUMOCTH B KAue€CTBE TIPaHUYHBIX
MapIIpyTU3aTOPOB, UMEIOIIUX AOCTYN K WH(OPMAIMOHHO-TEICKOMMYHUKAIIMOHHOM
cetu «VHTEepHET», BHIOMpPAIOTCS MapIIPYTU3ATOPhI, CEPTUGULMPOBAHHBIE HA
COOTBETCTBHE TpeOoBaHUSAM IO  Oe3omacHocTH HWHoOpManuu (B 4YacTH
pean30BaHHBIX B HUX (YHKIIMK 0€301aCHOCTH).

B cnydae oTCyTCTBHSI TEXHUYECKOW BO3MOXHOCTH MPUMEHEHHS B 3HAYMMBIX
oObekTax 1  Kareropum  3HAYUMOCTH  TPAHUYHBIX  MapIIPyTH3aTOPOB,
CepTH(UIIMPOBAHHBIX ~HAa  COOTBETCTBHE TpeOOBaHMSIM 1O  0OE30MacCHOCTH
nHpopmaiy, (yHKIUKM O€30MaCHOCTHM TPAHMYHBIX MAapLIPyTU3aTOPOB MOJJIEKAT
OIICHKE Ha COOTBETCTBHE TPEOOBAaHWSAM IO OE30MACHOCTH B paMKaX MPUEMKH WA
WCITBITAaHUH 3HAYUMBIX OOBEKTOB.

OO0OCHOBaHHWE OTCYTCTBHSI TEXHMYECKOH BO3MOXKHOCTA TIPUBOJIUTCS B
IIPOCKTHOM JOKYMEHTAllUM Ha 3Ha4hMble OOBEKTHI (IOJCUCTEMBbI O€30MaCHOCTH
3HAYUMBIX O0OBEKTOB), pa3pabarbiBa€MOil B COOTBETCTBUU C TEXHUUYECKUM 3aJIaHHEM
Ha CO3/IaHUE 3HAYUMBIX OOBEKTOB M (WJIM) TEXHUYECKUM 3aJjaHueM (YacTHBIM
TEXHUYECKUM 3aJlaHHEeM) Ha CO3/[aHHE TMOACUCTEMbI O€30MaCHOCTU 3HAYMMBIX
O0OBEKTOB.

29.2. Cpeacrea 3amuThl  MHQOpPMAIlMM, OIICHKA COOTBETCTBHUS KOTOPBIX

MPOBOAUTCS B (OpME MCHBITAHUN WM NPUEMKH, JOJDKHBI COOTBETCTBOBATH
TpeOOBaHUAM K (QYyHKIUSM O€30MaCHOCTH, YCTAHOBJIEHHBIM B COOTBETCTBHUHU
C MOJMYHKTOM <0k» IyHKTa 10 HacTosiux TpeboBaHwmid.

He BcTpoeHHbIe B 00LIECHCTEMHOE M TPUKIAJAHOE MPOrpaMMHOE OOecrieueHne
CpeacTBa 3auIMThl MH(GOpPMAIMHM, OLEHKAa COOTBETCTBUS KOTOPHIX NPOBOAUTCS B
(opmMe UCHBITAHUN WIM TNPUEMKH, JOMOJHUTEIBHO K YKa3aHHBIM TpeOOBaHUSIM
JOJKHBI COOTBETCTBOBATH 6 MM 00JI€€ BHICOKOMY YPOBHIO JOBEPHSL.

Wcnbitanust (mpueMka) CpeACTB 3alUThl HH(POPMAlMM HAa COOTBETCTBUE
TpeOOBaHUSAM K YPOBHIO JOBEepUS W TpeOOBaHUSIM K (QYHKIUSM OE€30MaCHOCTH
MPOBOATCS Ha 3Tale MPEeABAPUTEIBHBIX HCIBITAHUNH B COOTBETCTBUU C IYHKTOM
12.4 nacrosimux TpeboBaHwuii.

Hcnbitanus (IpueMKa) MNPOBOIATCS OTHAEIBHO WJIM B COCTaBE 3HAYUMOIO
oObekTa. [IporpamMmma U METOUKY UCTIBITAHUN (IPUEMKH) YTBEPKAAIOTCS CYOBEKTOM
KPUTHYECKOH HHPOPMAIIMOHHON HMH(PACTPYKTYphl B CIy4yae CaMOCTOSTEIbHOTO
IPOBEAECHUS MCIBITAHUN. B cilyyae TPOBEACHUS MCIBITAHUN WHBIM JIALIOM,
nporpaMma M METOJIMKH HUCHBITaHUN (IPUEMKH) YTBEPKIAIOTCS ATUM JIUIOM IO
COIIaCOBaHUIO € CYOBEKTOM KPUTHUECKON MH(DOPMALIMOHHON UH(PACTPYKTYPHI.
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[To pesynpratam wuCHBITAaHUN (MPUEMKH) CPEACTBA 3alIUTHl HH(pOpPMALIUU
oopMIISIETCSl TPOTOKOI UCTIBITAHUM, B KOTOPOM YKa3bIBAIOTCS:

JaTa ¥ MECTO MPOBEJICHUS UCTIBITAHUN (TIPUEMKH);

OINMKMCaHUE UCTIBITHIBAEMOTO CPECTBA 3aAIUTHI HHPOPMAIIUK;

ONMKCaHUe MPOBEJACHHBIX UCTIBITAHUI;

pe3ynbTaThl  UCIBITAHWA 1O  KaKIOMY  HCIBITHIBAEMOMY  TapaMeTpy
(XapakTepucTHKE);

BBIBOJIBI O COOTBETCTBUU (HECOOTBETCTBHHU) CPEICTBA 3aIUTHl MHYOpPMALUU
TpeOOBaHUSAM 1O OE30MACHOCTH HHPOPMALIHH.

[TpoTokon UCTIBITAHUI yTBEPKAAETCSA CyOBEKTOM KPUTHYECKOM
MHPOPMAIIMOHHON HMH(PACTPYKTYyphl B Cllydya€ CaMOCTOSTEIBHOIO MPOBEACHUS
UcCnpiTaHW. B  WHOM ciydae TPOTOKON UCIHBITAHUN YTBEPXKAACTCS  JIUIIOM,
OPOBOJIMBIIUM  HCIBITAHUS, W  TPEICTaBISIETCS  CyOBEKTY  KPUTHYECKOU
WH(POPMAITMOHHON HHQPACTPYKTYphl Ha JTarne MPUEMOYHBIX HCHBITAHUN IS
MNPUHSTHS PEIICHUS O BOBMOXKHOCTH MPUMEHEHHSI CPEICTBA 3aIIUTHl HHPOPMAIH B
3HAYUMOM OOBEKTE.

Wcnbitanus (mpueMka), IpeayCMOTPEHHbBIE HACTOSIIUM ITYHKTOM, MPOBOJATCS
B OTHOIIICHUU CPEJICTB 3aIIUTHl HHPOPMAIIUH, INIAHUPYEMBIX K BHEIPEHHUIO B paMKax
co3nanus (MOAEpHU3ALMU WIN PEKOHCTPYKIIUU, PEMOHTA) 3HAUUMBIX 00BEKTOB.

29.3. IlpukiiagHoe mMporpaMMHOE oOecTieueHue, MIaHNPyeMOe K BHEAPEHUIO B
pamMkKax co3fgaHus (MOJAEPHM3AIMM WM PEKOHCTPYKIMH, PEMOHTa) 3HAYUMOTO
o0beKkTa U 00ecreunBarollee BBIMOJHEHUE €ro (PYHKIMM MO Ha3HAYeHUIo (1anee —
IpOrpaMMHOE OOECIeueHue), TOMKHO COOTBETCTBOBATH CICAYIOINIMM TPEOOBaHUIM
1o 6e30MacHOCTH:

29.3.1. TpeboBanus 1Mo 6€30mMacHO pa3paboTKe MPOrPaMMHOTO OOECIICUCHHUS:

HaJIM4YuEe PYKOBOJICTBA MO  0e30macHOil  pa3paboTKe  MPOTrpaMMHOIO
oOecrieueHus,

NpOBEACHUE aHalu3a Yrpo3 0e30macHOCTH HWHQPOPMAIMHA MPOTPAMMHOIO
0o0CCIIeUCHHS;

HAJIMYUE OMHCAHHUS CTPYKTYphl MPOrPaMMHOTO OOeCleYeHHus Ha YpOBHE
MOJICUCTEM U PE3yJbTaTOB CONOCTABICHUS (YHKLIMIA MPOrpaMMHOTO oOecredeHus
u uHTEephEeNCcoB, OMMCAHHBIX B (YHKIMOHATBHOW cCHemupUKAINU, C €ro
NOJCUCTEMaMHU (IJI MPOTPAMMHOI0 OOECIeUeHUs], TNIAaHUPYEMOTO K MPUMEHEHHUIO B
3HAYUMBIX 00BEKTax | KaTeropuu 3HAYUMOCTH).

29.3.2. TpeOboBaHUsI K HCHOBITAHUSIM TIO BBISBJICHUIO YSI3BUMOCTEH B
IPOrPaMMHOM OOECIICYEHUH:
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MPOBEACHUE CTATHUECKOTO aHaJIN3a UCXOAHOTO KO/a MPOrPaMMBbl;

npoBeneHre  (a33uHr-TECTUPOBAHMS  MPOTPAMMBbI,  HAIllpaBICHHOTO  Ha
BBISIBJICHUE B HEU YA3BUMOCTEM;

MPOBEJICHUE JTMHAMUYECKOTO aHajdn3a KoJla MporpaMMbl (Jisi MPOTPaMMHOTO
oOecrieueHus1, MIAHUPYEMOTO K MPUMEHEHHUIO B 3HAYMMBIX 00beKkTax | Kareropuu
3HAYMMOCTH).

29.3.3. TpeboBanus Kk moaAepx Ke 6€30MacCHOCTH MPOTrPAMMHOTO 00ECTICUEHHUS:

HaJIMYUE MPOIETyp OTCICKUBAHUS U UCIIPaBICHU 0OHAPYKEHHBIX OIIMOOK U
YS3BUMOCTEHN MPOrpaMMHOTO 00ECIICUEHUS;

OlpesesieHue  crnocoO0OB M CPOKOB  JOBEIEHUS  Pa3pabOTUMKOM
(mpou3BoaUTENIEM) IPOIPAMMHOTO OOECIIEYEHHS 10 €ro MoJb30Bareie nHpopManuu
00 YSA3BUMOCTSAX MPOTPAMMHOIO OOECIEYEHMs, O KOMIIEHCHUPYIOUIMX Mepax [0
3amuTe MHPOpPMAIMM WM OTPAaHHUYCHUSX 1O MPUMEHEHHIO MPOTPaMMHOTO
oOecrieueHus, cnocoOOB MONTYYEHUS IMOJIb30BATEISIMUA MPOTPAMMHOI0 00ecreyeHus
€ro OOHOBJICHH, TPOBEPKU UX LETOCTHOCTH H MOJTMHHOCTH;

HAJTMIue pOLEAyp UH(GOPMHUPOBAHUS cyOBeKTa KPUTHYECKON
UH(GOPMAIIMOHHON WHEAPACTPYKTYphl 00 OKOHYaHMHM TPOU3BOACTBA U  (WJIH)
HOJJIEPKKU MpOrpaMMHOrO oOecriedeHuss (A1  IPOrpaMMHOIO  00ecTeYeHuUs,
IUTAHUPYEMOTO K MPUMEHEHHIO B 3HAYMMBIX 00BbEKTax |1 KaTeropuu 3HaYMMOCTH).

29.4. BemmonHeHne TpeboBaHUN MO 0€30MacHOCTH, YKa3aHHBIX B TOIMYHKTax
29.3.1-29.3.3 nynkta 29.3 Hacrosmmx TpeOoBaHWM, OIICHUBACTCS JIMIIOM,
BBIMIONHSIONIMM paboThl 1O CO3MaHUI0 (MOJAEPHM3AINH, PEKOHCTPYKIIUU WU
PEMOHTY) 3HAUMMOro OO0bEKTa U (MJIM) OOECNEUYEeHHIO €ro Oe30MaCHOCTH, Ha JTare
IPOCKTUPOBAHHUS 3HAUUMOTO 00bEKTa HA OCHOBE PE3YJAbTAaTOB aHAJIM3a MAaTEPUATIOB U
JIOKyMEHTOB, TPEACTABISIEMBIX Pa3paOOTUUKOM (TIPOU3BOJUTEIEM) MPOTrPAMMHOTO
oOecredyeHuss B COOTBETCTBHM C TEXHUYECKUM 33JaHUEM (YACTHBIM TEXHMUYECKHM
3aJlaHueM), pas3pabaTbiBA€MbIM B COOTBETCTBHM ¢ TyHKTOM 10 HacTosmmx
TpeboBanwmii.

Pe3ynbpTaThl OIIEHKH BKJIFOUAIOTCS B MPOEKTHYIO JOKYMEHTAIMIO Ha 3HAYUMBIN
00BeKT (moacucTeMy O€30MacCHOCTH 3HAYUMOI0 OOBEKTa) M MPEJCTABIISIIOTCS
CYOBEKTY KpUTUUYECKON MH(POPMAITMOHHON HHMPACTPYKTYPHI.

30. [IpumensieMble B 3HAYMMOM OOBEKTE MPOTPAMMHBIE H MPOTPAMMHO-
anmaparHble CpeICTBa, B TOM YHCIIC CPEICTBA 3alUThl HH(POpPMAIUU, TOJKHBI
OKCILTyaTUPOBATbCSI B COOTBETCTBMM C  HWHCTPYKIUSMU  (TIpaBUJIaMHu)  TIO
OKCIUTyaTalliy, pa3paOOoTaHHBIMH pa3padoTuyukamMu  (TIPOU3BOIUTENSIMU)  ITUX
CPEIICTB, U HHOU SKCIUTYaTAllMOHHON JIOKYMEHTAILIUEH.
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31. Ilpumensiempie B 3HAUUMOM OOBEKTE MPOrPaMMHBIE W MPOTPaAMMHO-
anmapaTHbIE CPEACTBA, B TOM YHCIIE CPEACTBA 3alUThl MH(OPMAIIUH, TOIKHBI OBITH
obecrneueHbl rapaHTUHHON U (MJTH) TEXHUYECKOM TOJIICPIKKOM.

[Tpu BBIOOpE MPOrpaMMHBIX U MIPOTPAMMHO-AMIMAPATHRIX CPEICTB, B TOM YKCIIE
CPEJICTB 3alIUThl UHPOPMAIIMU, HEOOXOAMMO YUYHUTHIBATh HAJIMYME OTPAaHUYCHHUMN Ha
BO3MOXKHOCTb WX NPUMEHEHUSI CYOBEKTOM KpUTHYECKOM HH(POpPMAIMOHHOU
UHQPACTPYKTypbl Ha JIIOOOM U3 NPUHALICKANMX €My 3HAaYMMbIX OOBEKTOB
KpUTHUYECKON HH(POpMAIIMOHHONW WH(GPACTPYKTYpbl CO CTOPOHBI pPa3zpabOTUYHKOB
(TTpOU3BOAMTEIICH ) UIIM UHBIX JIMII.

B 3HaunMoM 00BEKTE HE IOMYCKAOTCS:

HaJu4Me YIAJIEHHOIO JOCTyINa K IPOrpaMMHBIM M IPOrpPaAMMHO-aNMapaTHbIM
CpelcTBaM, B TOM YHCII€ CPEACTBaM 3alllUThl MH(POpMALWHU, sl OOHOBIEHUS WA
YIPABJIEHHS] CO CTOPOHBI JIUL], HE SABIISIOIIMUXCS PAOOTHUKAMH CYObEKTa KPUTUUECKOM
MH(pOpMAIIMOHHONW HMHQPACTPYKTypbl, a TakXke padOTHUKaMU €ro JOYEPHHUX H
3aBHCHMBIX OOIIECTB;

HaJIM4Yue JIOKAJBbHOTO OECKOHTPOJBHOIO JOCTyHna K MpOTrpaMMHBIM U
OPOrpAMMHO-AIIIapaTHBIM ~ CPEJICTBaM, B TOM YHCIE CPEACTBAM  3aIIUTHI
uHpOpMaIH, JIsl OOHOBJIEHUS WM YIPABIEHUS CO CTOPOHBI JIUI, HE SBIISIOIIUXCS
paboTHUKaMH CyOBEKTa KpPUTHYECKOM HWH(GOPMAIMOHHON HHPPACTPYKTYpHI, €ro
JOYEPHUX U 3aBUCUMBIX OOILIECTB;

nepenaya HMHQGOpPMALMM, B TOM YHUCIE TEXHOJOTUYECKOH HH(POpMAaLHH,
pa3paboTuuKy (MPOM3BOAMUTENIO) MPOrPAMMHBIX W MPOrpaMMHO-aNmapaTHBIX
CpPEICTB, B TOM YHCJIE CPEACTB 3allUThl HWH(OpMAIMU, WIM HUHBIM Julam 0e3
KOHTPOJISI CO CTOPOHBI CyOBbEKTa KPUTUYECKON MHPOPMALIMOHHON HHPPACTPYKTYPHI.

B cnyyae TexHHYECKON HEBO3MOXKHOCTH MCKJIIOYEHHS YAAJIEHHOTO AOCTyNa K
MPOrpaMMHBIM W MPOTPAMMHO-ANNapaTHbIM CPEACTBaM, B TOM YHUCJE CPEICTBAM
3alUThl MH(OPMALIMKM, B 3HAYMMOM OOBEKTE MPUHUMAIOTCS OPraHU3aLMOHHBIE U
TEXHHUYECKHE Mepbl MO  olecrneyeHuto  Oe30MacHOCTH  Takoro  J0OCTyMa,
pelyCMaTpUBAOLIIHE:

ONpPEIENICHUE JII U YCTPOMCTB, KOTOPBIM pa3pelleH YAAJICHHBIA IOCTYIl K
OpOrpaMMHBIM M NPOTpaMMHO-aNNapaTHbIM CPEJICTBAM 3HAYUMOIO OOBEKTa,
IPEIOCTABIEHUE UM MUHUMAJIBHBIX ITOJIHOMOYUH IIPH TOCTYIIE K 3TUM CPEACTBAM;

KOHTPOJIb JOCTyIIa K MPOrPaMMHBIM M IPOTrPaMMHO-ANIMAapaTHbIM CPEICTBAM
3HAYHMMOTO O0OBEKTA;

3alUTy MH(POPMALMKM W JaHHBIX NpPH HUX TEepejade Mo KaHajgaM CBSI3M IpU
YAQJIEHHOM JIOCTyl€ K MPOrPaMMHBIM M MPOrpaMMHO-aNMapaTHBIM CPEICTBaM
3HAYMMOT'0 OOBEKTA;

MOHHUTOPHUHI U PETUCTPALMIO ACHCTBUU JIUIL, KOTOPBIM pPa3pelIeH YIAJIECHHBIN
JOCTYIl K NPOTrpaMMHBIM K IPOrpaMMHO-ANIMAPATHBIM CPEACTBAM 3HAYMMOIO
00BbEKTa, a TaK)Ke MHULIMUPYEMBIX UMHU IMPOLIECCOB, AHAJIU3 ITUX JEHCTBUN B IEJISIX
BBISIBJICHUS (DAKTOB HEMIPABOMEPHBIX JIEUCTBHIA;
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oOecrieyeHue HEBO3MOKHOCTH OTKa3a JUL OT BBINOJHEHHBIX JIEHCTBUUA MpHU
OCYLIECTBJIEHUHN YAAJIEHHOTO AOCTyNa K IPOrpaMMHBIM U ITPOrpaMMHO-ANIAPaTHBIM
CpelICTBaM 3HAYUMOTO OOBEKTA.

B 3HAYUMOM oOBeKTe MOTYT NPUHUMATBCS  JIONOJIHUTENbHBIC
OpraHu3allMOHHbIE M TEXHUYECKHWE Mephl 1Mo obecrneyeHuto 0e30MacHOCTU
YAAJIEHHOTO JOCTYIA K MPOTPaMMHBIM U TPOrPaMMHO-ANIMAapaTHBIM CPEACTBAM, B TOM
YUCJIe CpEeACTBAM 3alllUThl WHGOpMALMK, HaMpaBiIeHHbIE Ha OJOKUPOBAHUE
(HeitTpanuzaiuio) yrpo3 6e30nacHoCTd MHMOpMAIINK, TPUBEICHHBIX B MOJIETU YTPO3
Oe3omacHoCTH HH(OpMaIuy, pa3padbaTbiBaeMOil B COOTBETCTBUU C ITYHKTOM
11.1 nactosmux TpeGoBaHuUiA.

Bxonmsamme B cocTtaB 3HaunMoro oObekTa | u 2 KaTeropuil 3HAYMMOCTHU
[IPOrpaMMHBIE U MIPOTPaAaMMHO-AIIAPATHBIE CPEJCTBA, OCYIIECTBIIAIONINE XPAaHEHUE U
00paboTKky uH(pOpMalMK, AOJMKHBI pa3MeIllaTbcsi Ha Tepputopun Poccuiickoit
@enepanuu (32 UCKIOYEHHEM CIy4aeB, KOIZA pa3MEUIEHUE YKa3aHHBIX CPE/ICTB
OCYILIECTBISIETCSI B 3apyOEKHBIX O0OCOOJEHHBIX TMOAPA3ACICHUSIX CyOBheKTa
KPUTHYECKOU uH(OPMAIIMOHHON UHDPACTPYKTYpPbI (punmanax,
NPEACTABUTENIbCTBAX), A TAKXKE CIy4aeB, YCTAHOBJIEHHBIX 3aKOHOAATEIbCTBOM
Poccuiickoit ®epepanuu U (WIM) MEXAYHAPOJHBIMH JoroBopaMu Poccuiickoit
deneparun).
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[Ipunoxxenue

K TpeGoBaHUsAM MO 0OeCTICYECHHUTO
0€30MaCHOCTH 3HAYUMBIX OOBEKTOB
KPUTHYECKON MH(OPMAIIMOHHON
uHdpacTpykrypsl Poccuiickoit deneparmu,
yTBepkIeHHbIM npukazoM ®CTIK Poccun
ot 25 nexabps 2017 . Ne 239

CocTaB Mep 1o o0ecnedeHUI0 0€30MaACHOCTH /1JIs 3HAYMMOT0 00beKTa

COOTBeTCTByIOIIIefl KaTeropmm 3HaYMMOCTH

O603Ha- Kareropus
YEeHHUE U 3HAYMMOCTHU
Meps! o0ecriedeHns: 6€30MaCHOCTH 3HAYUMOTO 0OBEKTa
HOMEp 3 2 1
MEpbI
I. Unentudukanus u ayrentudukanus (MAD)
Pernamenranus npasui U npoue
UAD.0 T3 TIp poueayp + + +
WICHTU(QUKAIMY U ayTeHTH(PUKAIIT
WNnentuduxanus u ayTeHTUPUKALUS T0Ib30BaTelel u
NAD.1 A (uca YT uxan + + +
MHULMUPYEMBIX MU IIPOLIECCOB
NAD.2 Wnentudukanys u ayreHTUPUKaLUs yCTPOICTB + + +
NAD.3 VYnpasienue uieHTHGUKaTOpaMu + + +
NAD 4 VYnpaBieHue cpeicTBaMy ayTeHTU(UKALIUN + + +
NAD.5 WNnentudukanus u ayreHTHGUKAIINS BHEITHUX TOIH30BaTEIeH + + +
NAD.6 JIByCTOpOHHSISI ayTeHTU (PUKALUS
NAD.7 3amuTa ayTeHTU(PUKAIIMOHHOW HH(OpMaIUK Py Tiepeaade + + +
II. Ypasnenue nocrynom (YII/I)
VIIA.0 PernmaMeHTanys npaBuil U MPOLIEAYP YIIPABICHUS JOCTYIIOM + + +
VIIA.1 VIpaBineHue y4eTHBIMU 3alIUCAMU I10Jb30BaTENECH + + +
VIII.2 Peanusanus monenu ynpasieHUs: JOCTYIIOM + + +
VIIA.3 JloBepeHHas 3arpys3ka + +
VII/I.4 Paznenenue nmomHomounii (poseit) moiap3oBaTenen + + +
VIS HaznaueHne MUHUMAaJIbHO HEOOXOAUMBIX MTpaB U MPUBUIIETUI + + +
VIUL6 OrpaHudeHne HeyCIeNIHbIX MMONBITOK J0CTYIa B HH(OPMAIIHOHHYIO + 4 4
) (aBTOMaTU3MPOBAHHYIO) CUCTEMY
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[Ipenymnpexnaenue monab30BaTelis MpU €ro JOCTyIe K

VIIA.7
nH(OPMAIMOHHBIM pecypcam
VLS OnoBeleHue MOIH30BATENS PU YCIICITHOM BXOJIE O MPEIbLIYIIEM
' J0CTyTe K HH(POPMAIIMOHHOH (aBTOMAaTH3MPOBAHHOI) CCTEME
YIII.9 OrpanuueHue 4nciia mapajyieJbHbIX CEaHCOB JOCTYIA
VIIA.10 | brnokupoBaHue ceaHca JOCTyIA MOJIb30BATENs IPU HEAKTUBHOCTH
VIULII VYrpasiieHue AeUCTBUSIMH MOJIb30BaTENeH 10 HACHTU(DUKAIIUN U
) ayTeHTU(DHUKAIUN
VIII.12 VYopasneHnue arpudyraMu 0€30MacHOCTH
VIIIA.13 Peanu3zaius 3amuiieHHOro yaajaeHHOro J0CTyna
VI 14 Kontpons noctymna u3 BHEIIHUX WHGOPMAITMOHHBIX
' (aBTOMaTHU3MPOBAHHBIX) CUCTEM
II1. Orpanunuenue nporpammuoi cpensl (OIIC)
OIIC.0 Pernamenranus npaBui1 u npouenyp
) OTpaHUYEHUS IPOTPAMMHOMN CpeJIb
OIIC.1 VYrpasnenue 3armyckoM (00OparieHus MU ) KOMIIOHEHTOB
) MIPOrPaMMHOT0 0OeCTIeYeHH
OIIC.2 VipaBieHue ycTaHOBKOW (MHCTAJUISIIIMEH) KOMIIOHEHTOB
) MIPOrPaMMHOT0 0OeCTIeYeHH
OIIC.3 VYnpasneHue BpeMeHHbIMH (paiinamu
IV. 3amuTa MamuHHbIX HocuTeneil nudopmanuu (3HN)
3HILO PernameHTanus npaBui U Ipouenyp
) 3alMThl MAIIMHHBIX HOCUTENIEH HHPOpMALUH
3HU.1 VY4er MalIMHHBIX HOCUTENEN HH(POpMAIII
3HI2 VYnpasieHrne GU3NYeCKUM JOCTYIIOM K MAITMHHBIM HOCUTENSIM
) uH(popMaIn
3HI 3 KonTtposne nepemMenienysi MaltMHHBIX HOCUTENENH HH(OpMaIUH 32
] IIpeeNbl KOHTPOIMPYEMOM 30HBI
3HI 4 HckimroueHne BO3MOXHOCTH HECAaHKIIMOHUPOBAHHOTO YTEHHUS
' UH(OPMaIIMN Ha MAITMHHBIX HOCUTENSIX HH(OpMAIUU
3HILS KonTpomas ucnons3oBanus nHTEp(dEiicoB BBOA (BBIBO/IA)
' nH(OpPMAaIIMU Ha CheMHbIE MAITMHHbIE HOCUTEIN HH(POPMAIIUU
3HIL6 KonTtpons BBoaa (BbIBO/Ia) HHPOPMALIMK HA ChEMHbBIE MAITUHHBIE
] HOCHUTEJIN UHPOPMAITIH
3HIL7 KoHTposnbs noakItoueHusi CbeMHbIX MaIllIMHHBIX HOCUTENEH
) uHpOpMaIuu
3HILS VYHuuroxxenue (ctupanue) HHGoOpMaIi Ha MAIIMHHBIX HOCUTEIAX
) uHpOpMaITUN

V. Aynurt 6e3omacHoctu (AY]I)
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AVYJL.0 PernmamenTanus npaBui U IpoueAyp ayAuTa 6€30MacHOCTH
AV]I.1 WNuBenTapuzaius nHPOPMAITMOHHBIX PECYPCOB
AV]1.2 AHanu3 ys13BUMOCTEHN U UX YCTpPaHEHUE
AVIL3 I'enepupoBaHue BPEMEHHBIX METOK U (MJIM) CUHXPOHU3ALMS

' CHCTEMHOT'O BPEMEHH
AVY]l.4 Perucrpanus coObITHii 6€30MaCHOCTH
AV].5 KonTpounb u ananus cereBoro Tpapuka
AVY]I.6 3amuTa nHGOPMAIHH O COOBITUAX 0€30ITaCHOCTH
AV].7 MoOHHUTOPUHT 6E€30MTaCHOCTH
AVY].8 PearupoBanue Ha cOOM TIPH PETUCTPAIMH COOBITHI 0€30IIaCHOCTH
AY]1.9 Amnanu3 J1ercTBUi OTACILHBIX M0JIb30BaTEICH
AVII.10 IIpoBeneHre BHYTPEHHUX ayIUTOB
AVJI.11 IIpoBeneHNEe BHEIIHUX ayIUTOB

VI. AutuBupycHas 3aunmta (AB3)

AB3.0 PernamenTanus mpaBuiI U MpoLeAyp aHTUBUPYCHOMN 3aIIUTHI
AB3.1 Peanu3anus aHTUBHPYCHOM 3aILUTHI
AB3.2 AHTUBHpYCHAs 3alUTa EKTPOHHON MOYTHI M UHBIX CEPBUCOB
AB33 KoHTposs uCTIoNnb30BaHus apXUBHBIX, UCTIONHAEMBIX U

' 3a(pPOBaHHBIX (ailoB
AB3.4 Oo6HoBNeHNE 0a3bl TaHHBIX PU3HAKOB BPEIOHOCHBIX

) KOMIIBIOTEPHBIX TPOrpamMm (BUPYCOB)
AB3S Hcrionb30BaHue CPeACTB aHTUBUPYCHOH 3AIMUTHI PA3ITUIHBIX

) IPOU3BOAMTENEH

VIL IIpenotBparienue Bropxenuii (kommerorepHbix atak) (COB)

COB.O Pernamenranus npaBui U MpoLEAyp

' MIPeIOTBPAICHHs BTOPKEHHH (KOMITbIOTEPHBIX aTaK)
COB.1 OOHapy>keHHe U MpeI0TBpallleHe KOMITBIOTEPHBIX aTaK
COB.2 OO6HoBIIeHNE 0a3bl PeLIaroIUX MPABUI

VIIl. O6ecnieuenue nenoctaoctu (OLJ)

OLIL.0 PernmamenTtanus npaBui u npoueayp o0ecrnedeHus HeJIOCTHOCTH
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OLJI.1 KoHTpOJIb 1IEI0CTHOCTH TPOTrPaMMHOTO O0ECIICYCHUS + + +
OLIL.2 KonTponb nenocrooct nHGpopMauu
OLUL3 OrpanuueHus 1o BBoAy MHGopMauu B MHGOPMALIMOHHYIO +
' (aBTOMATH3UPOBAHHYIO) CHCTEMY
OLUL4 KoHTponb 1aHHBIX, BBOAUMBIX B HUH(GOPMALIMOHHYIO + +
] (aBTOMAaTHU3MPOBAHHYIO) CUCTEMY
KoHTposb ommOouHbIX JEHCTBUIN MOJIB30BaTENICH 110 BBOAY U (MJIH)
OLL5 nepenade HHPOPMAIMH U IPEIYIIPEKICHUE TOTh30BaTENeH 00 + +
OIIMOOYHBIX JIEHCTBUIX
OLJL.6 O6e3nuuuBanue u (Win) AeuaACHTHGUKAIASI HHPOpMAITUN
IX. O6ecneuenue nocrynuoctu (OT)
OIT.0 Pernamenrauus npasui u npoueayp odecrnedeHns J0CTyITHOCTH + + +
OIT.1 Hcnonb30Banne 0TKa30yCTOMYMBBIX TEXHUYECKUX CPEACTB + +
OHT.2 Pe3epBupoBanue CpeiCcTB U CUCTEM + +
OIT.3 KoHTposb 6e30TKa3HOr0 PYHKIIMOHUPOBAHUS CPEACTB U CUCTEM + +
OlT.4 Pe3epBHOE KOnMpoBaHuEe HHPOPMALIUU + + +
OIT.5 ObecneueHne BO3SMOXHOCTH BOCCTaHOBIICHHS HH(POPMALIUU + + +
OIIT6 ObecneueHre BO3MOKHOCTH BOCCTAHOBJIEHUS [IPOrPaMMHOTO + 4 N
' o0ecreueHus: Py HEMTATHBIX CUTYaIUsIX
OAT.7 | Knacrepu3zaius nHpopMaiMoHHOH (aBTOMAaTHU3UPOBAHHO) CHCTEMBI
ONITS KoHTponb npenocTapinsieMbIX BEIYUCIUTEIbHBIX + N 4
) pPECypCOB U KaHAJIOB CBSI3U
X. 3amuTa TexHnyeckux cpencts u cucteM (3TC)
Pernamenranus npasui u npore
3TC.0 L3 TIp poueayp + + +
3aIUThl TEXHUYECKUX CPEACTB U CUCTEM
3TC.1 3amuTa HHPOpPMALMK OT YTEUKU MO0 TEXHUYECKUM KaHajam
3TC.2 Opranu3zanys KOHTPOJIUPYEMOH 30HbI + + +
3TC.3 VYnpasienue GU3NUECKUM JT0CTYIIOM + + +
3TC.4 Pa3menenue ycTpoiicTB BeiBoja (0TOOpakeHus) HHGOpMaIHH, + + +
' HCKJIIOYAIOIIEE €€ HECAHKIIMOHUPOBAHHBIN IPOCMOTP
3TC.5 3amuTa OT BHEIIHUX BO3ACUCTBUIN + + +
3TC.6 MapxkupoBaHue anmnaparHbIX KOMIIOHEHTOB CUCTEMBI OTHOCUTENBEHO
) pa3penieHHoi K 00paboTke HHPOpMAITHH

Xl. 3amura nHPOpPMAITMOHHON (aBTOMaTU3UPOBAHHOM) CUCTEMBI U ee koMoHeHTOB (3UC)
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PernmamenTtanus npaBuil ¥ NpoIeyp 3aliiuThl HHPOPMAILIMOHHOM

3UC.0 o
(aBTOMATH3UPOBAHHOM ) CUCTEMBI U €€ KOMITOHEHTOB
Paznenenue ¢pyHkumii mo ynpasiaeHuto (aIMUHUCTPUPOBAHHUIO)
3UC.1 nH(pOpMAITMOHHON (aBTOMAaTU3UPOBAHHON ) CUCTEMOM C HHBIMU
GbyHKIIMSIMU
3UC.2 3amuTa nepuMeTpa nHGOPMaIMOHHON (aBTOMATU3UPOBAHHOM )
] CHCTEMBI
31C 3 DleoHUpOBaHHAas 3alliuTa HH()OPMAIMOHHON
) (aBTOMATU3UPOBAHHOI) CUCTEMBI
3UC 4 CermenTrpoBaHue HHPOPMAIMOHHON (AaBTOMATU3UPOBAHHON )
) CHUCTEMBI
3UC.5 Opranuzanys JeMUINTapU30BaHHOMN 30HbI
3UC.6 VYipasieHue ceTeBbIMU IOTOKaMU
3UC.7T Hcnonp30Banue SMyIsiTopa cpebl GyHKIIMOHUPOBAHHS
) nporpamMmmHoro obecriedeHus ("'mecoununa')
3MC.8 CoKpBITHE apXUTEKTYPHI U KOH(DUTYpaIiy HHPOPMAITMOHHON
) (aBTOMaTHU3UPOBAHHOI ) CHCTEMBI
3UC.9 Co3ganue reTeporeHHOM cpesibl
31C.10 Hcnonp3oBaHue MporpaMMHOTO o0ecTrieueHusl, PYHKIIMOHUPYIOIIETO
' B CpeJax pa3jIMyYHbIX OMEPAIIMOHHBIX CUCTEM
[IpenoTBpalienue 3a1ep>KKU UM TPEepbIBaHUS BBITIOTHEHUS
3UC.11 MPOLIECCOB C BBICOKAM ITPUOPUTETOM CO CTOPOHBI ITPOIIECCOB C
HU3KUM NPUOPUTETOM
3UC.12 N3omns1us mporeccoB (BBIOIHEHUE TPOTPaMM) B BbIIETIEHHON
' 00JIaCTH MaMsITH
3UC.13 3amuTa HeU3MEHSIEMBIX JaHHBIX
31C.14 Hcnonk3oBanue Hemepe3anuchbiBA€MbIX MAIIMHHBIX HOCUTENEH
' uH(popMaIu
3C.15 Peann3zanus 37€KTPOHHOTO IOYTOBOIO OOMEHA ¢ BHEIIHUMH CETSIMU
' yepe3 OrpaHuYeHHOE KOJIMYECTBO KOHTPOIMPYEMBIX TOUEK
3UC.16 3amuTa OT crama
3UC.17 3amura HHPOPMAIUH OT yTeUeK
31C.18 brokupoBka qoctyna K caitTam WM TUIIaM CaiTOB, 3allPEIIEHHBIX K
' HCITOJIb30BAHUIO
31C.19 3amra nHGOPMALIMH NIPH €€ Tepeiaue 1Mo KaHajJaM CBA3U
31C.20 ObecneueHne JOBEPEHHBIX KaHaja, MapIIpyTa
3UC 21 3anpeT HeCAaHKITMOHUPOBAHHOM YIaICHHON aKTHUBAIINH
’ nepuepruiHbIX yCTPONUCTB
31C.22 Vrpasnenue arpuOyramMmu 0€30MMaCHOCTH MPU B3aUMOJICHCTBUH C

HWHBIMH I/IH(I)OpMaI_II/IOHHLIMI/I (aBTOMaTI/IBI/IpOBaHHLIMI/I) CUCTCEMaMH
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31C.23 KoHTpo:1s MCTIOIB30BaHNs MOOMIIBHOTO KO/Ia
3UC.24 KonTpoas nepenaun peaeBoi nHGpopmauu
3UC.25 KonTpouns nepenaun BuaeonHpopmanuu
31C.26 [ToaTBeprkaeHNE TPOUCXOKACHUS HCTOYHUKA HHPOPMAITIH
31C.27 ObecneueHue MOJIMHHOCTU CETEBBIX COEAMHEHUN
31C.28 HckmroueHre BO3MOKHOCTH OTPULIAHUS OTIIPABKU HH(DOPMAIHH
31C.29 HckimroueHrne BO3MOKHOCTH OTPULIAHUS TTOy4eHUs HHPOPMALIUU
31C.30 Hcnonp30BaHuE YCTPONCTB TEPMUHAIBHOIO 10CTYIIA
3UC.31 3ammura OT CKPBITHIX KaHAJIOB Mepeaadn nHpopmauu
3UC.32 3amuTa OeCIPOBOIHBIX COSAMHEHUIN
31C.33 Hckrouenne gocTyna yepes ooume pecypesl
31UC.34 3amuTa oT yrpo3 otkasza B oociyxkuBanuu (DOS, DDOS-arak)
3UC.35 VYipaBieHue CETEBBIMU COCTMHEHUSIMHU
31C.36 Co3nanue (MY ) JTOKHBIX KOMIIOHEHTOB WH(OPMAIIMOHHBIX
' (aBTOMATH3UPOBAHHBIX ) CHCTEM
3UC.37 [TepeBon nHopMaOHHOH (aBTOMATU3UPOBAHHOM) CUCTEMBI B
' 0e30I1acHOe COCTOSIHHAE TIPU BOZHUKHOBEHUH OTKa30B (cO0eB)
31C.38 | 3ammra uHpOpMaLIUK IPU UCTIOIB30BAHUU MOOMIIBHBIX YCTPOMCTB
31C.39 VYnpapneHue nepemMenieHieM BUPTYalIbHbIX MallIUMH (KOHTEHHEPOB) U
' 00pabarbIBaeMbIX Ha HUX JaHHBIX
XII. PearupoBanue Ha koMibioTepHble HHIMAECHTHI (MHLI)
VHILO Pernamenranus npasui U Ipouenyp
) pearupoBaHysi Ha KOMIIbIOTEPHbIE UHIUIEHTHI
MHII. 1 BbIsiBIIEHHE KOMIIBIOTEPHBIX HHLIAIEHTOB
WHIIL.2 WNHpopMHupoBaHUE O KOMITBIOTEPHBIX HHIUACHTAX
WHIIL.3 AHanu3 KOMIIBIOTEPHBIX NHIIUJEHTOB
NHIL .4 YcTpaHeHue MOCIEACTBUN KOMIIBIOTEPHBIX WHIIUIEHTOB
VIHILS [IpunATHE MEp MO NPEAOTBPAILEHUIO TIOBTOPHOIO BOSHUKHOBEHHUS
] KOMITbIOTEPHBIX UHIIMJIEHTOB
HHII.6 XpaHeHue U 3aimTa MHPOPMaliy O KOMITbIOTEPHBIX MHIMIEHTaX
XIII. Ynpasnenue koHpurypanuei (YKD)
VK®.0 PernamenTanus npaBui U Ipoueayp yrpaBieHUs! KOHPUTypanuei

MH(OPMAIIMOHHON (aBTOMaTU3UPOBAHHOM) CUCTEMBI
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YK®.1 Nnentudukanus o0beKTOB ypaBlieHUsI KOHPHUTypamuei

VK®.2 VYipaBiieHre U3MEHEHUSIMU +

YcraHoBKa (MHCTAJIISILUS ) TOJIBKO Pa3pEIIEHHOTO K UCII0JIb30BaHUIO

YK®.3 +
MIPOrPaMMHOTO 0OecTIeYeHH s
YK® 4 KoHTponb aeicTBHI IO BHECEHUIO U3MEHEHUI
XIV. Ynpapnenue oOHOBIeHUSIMU TiporpammHoro obecrnedenus (OI1O)
OI10.0 Pernamenranus npaBuiI U mpoueayp +
' yrpaBjaeHUs] OOHOBICHUSIMU IPOrPaMMHOTO 00ecIeueHUs
OI10. 1 [Townck, moyueHue 0OHOBICHUH TPOTPAMMHOTO 00ECTIEYCHHUS OT +
' JIOBEPEHHOTO MCTOYHHKA
OIIO.2 | KoHTposb 11€I0CTHOCTH OOHOBIEHUH IPOrPAaMMHOTO 00€CTIEUEHHUSI +
OI10.3 TectupoBanue 0OHOBJICHUN TPOrPAMMHOTO 0OECIIEUeHUS +
OI10.4 YcranoBka OOHOBIICHHH TPOTPAMMHOTO 00eCTICYCHHS +
XV. [Tnanupoanue meponpusatuii mo odecredenuto 6ezonacuoctu (ILIH)
TITELO PernmamenTtanus mpaBuiI U MpoueAyp IIAHUPOBAHHUS MEPOTIPUSATHIA +
) 110 00€CTIeYeHHIO 3alIUTh HHPOPMAIIUK
TITEL 1 Pazpabotka, yTBepK/IeHUE U aKTyalu3alus MjIaHa MepoNpHUsATHHA 1O +
' o0ecrneueHuto 3aluThl HH(OpMaIuu
T2 KOoHTpOIIb BBITTOTHEHHST MEPOTIPUATHIA TIO 00ECTIEYCHUTO 3aIUTHI +
' UHpOpMaLUN
XVI. O6ecneuenue neiictBuii B HemTaTHeix cutyanusx (JJHC)
JTHC.0 PermamenTanus mpaBuiI U mpoueayp o0ecIiedeHus +
) JICMCTBUH B HEHITATHBIX CHUTYAIUSIX
JHC.1 Pa3paboTka ninana AeMCTBUI B HEMITATHBIX CUTYAIIHASIX +
JHC.2 OOy4enue u oTpabOTKa IEWCTBHI MepcoHaIa B HEIITATHBIX +
' CHTYaIIHsX
JHC.3 Cosznanue anbTepHaTUBHBIX MECT XpaHEHHs U 00paboTKU

I/IH(I)OpMaI_[I/II/I Ha cnyqaﬁ BO3HUMKHOBCHHA HCIITATHBIX chyauHﬁ

PezepBupoBanme mporpaMMHOTO 00€CTICUeHHUSI, TEXHUIECKUX
JIHC 4 CPEACTB, KAHAJIOB CBSA3U HA Clly4all BOSHUKHOBEHHUS HEITATHBIX
CUTyalui
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O0ecrieueHre BO3MOXXHOCTH BOCCTaHOBJICHUSI HH(OPMAIIHOHHOM
JHC.5 (aBTOMaTH3MPOBAHHOI) CUCTEMBI B CIIy4ae BOZHUKHOBEHUS + + +
HEIITATHBIX CUTYyalui

AHanu3 BO3HUKIINX HEIITATHBIX CI/ITyaHI/Iﬁ " NpUHATHUC MEP I10

HC.5
A HEJIOMYIIEHUIO X TIOBTOPHOTO BO3HUKHOBEHUS
XVII. UndopmupoBanue u o0ydenue nepconana (MI10)
PernmamenTranus npaBuI u Ipore
UI10.0 1Hs TP poueayp + + +
UHGOPMHUPOBaHUs U 00YYCHUS TIepCOHAIIA
WNudopmupoBanue nepconana 06 yrpozax 6e30macHOCTH + + +
UII10.1 nH(popMaIuu 1 o npaBuiiax 06e30MmacHON paboThI
OO0yueHue nepcoHala mpaBuiaM 6e301acHoi paboThl + + +
HI10.2
[TpoBeneHne MPaKTUYECKUX 3aHATHIA C TIEPCOHAIOM IO TTPABUIIAM + +
WI1O .3 Oe3oracHoi paboThI
KoHTpoub 0cBeIOMIIEHHOCTH TIepcoHaa 00 yrpo3ax 0e30macHOCTH + + +
UI10.4 nH(popMaIuu 1 o npaBuiiax 0e30MmacHON paboThI

«+» — Mepa obecrieueHusi 6€30MacCHOCTH BKJIIOYEHA B 0a30BbIi HAOOP Mep st
COOTBETCTBYIOIIEH KaTErOpUK 3HAYMMOTO OObEKTA.

Mepsl obecrieueHuss 0€30MAaCHOCTH, HE O0003HAYEHHBIE 3HAKOM  «1»,
MPUMEHSIOTCS TIPU aIalTallik W JIOMOJIHEHWH 0a30BOTO Habopa Mep, a TakkKe Mpu
pa3pabOTKe KOMIICHCHUPYIOIIUX MEpP B 3HAYMMOM OOBEKT€ KPUTHYECKOM
nH()OpMAITMOHHON HHMPACTPYKTYPHI COOTBETCTBYIOIIEH KaTErOPUH 3HAYUMOCTH.




